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Preface

The International Symposium on DIStributed Computing (DISC) 2002 was held
in Toulouse, France, on October 28-30, 2002. The realization of distributed sys-
tems on numerous fronts and the proliferation of the Internet continue to make
the symposium highly important and relevant.

There were 76 regular submissions to DISC this year, which were read and
evaluated by program committee members assisted by external reviewers. Twenty-
four papers were selected by the program committee to be included in these
proceedings. The quality of submissions was high, and the committee had to
decline some papers worthy of publication.

The best student paper award was selected from among regular submissions
that were not co-authored by any program committee member, and was given
to Yonggiang Huang for his contribution “Assignment-Based Partitioning in a
Condition Monitoring System”, co-authored with Hector Garcia-Molina.

October 2002 Dahlia Malkhi
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Early-Delivery Dynamic Atomic Broadcast
(Extended Abstract)*

Ziv Bar-Joseph!, Idit Keidar?, and Nancy Lynch!

L MIT Laboratory for Computer Science
zivbj@mit.edu, lynch@theory.lcs.mit.edu
2 Technion Department of Electrical Engineering
idish@ee.technion.ac.il

Abstract. We consider a problem of atomic broadcast in a dynamic
setting where processes may join, leave voluntarily, or fail (by stopping)
during the course of computation. We provide a formal definition of
the Dynamic Atomic Broadcast problem and present and analyze a new
algorithm for its solution in a variant of a synchronous model, where
processes have approximately synchronized clocks.

Our algorithm exhibits constant message delivery latency in the absence
of failures, even during periods when participants join or leave. To the
best of our knowledge, this is the first algorithm for totally ordered mul-
ticast in a dynamic setting to achieve constant latency bounds in the
presence of joins and leaves. When failures occur, the latency bound is
linear in the number of actual failures. Our algorithm uses a solution to
a variation on the standard distributed consensus problem, in which par-
ticipants do not know a priori who the other participants are. We define
the new problem, which we call Consensus with Uncertain Participants,
and give an early-deciding algorithm to solve it.

1 Introduction

We consider a problem of atomic broadcast in a dynamic setting where an un-
bounded number of participants may join, leave voluntarily, or fail (by stop-
ping) during the course of computation. We formally define the Dynamic Atomic
Broadcast (DAB) problem, which is an extension of the Atomic Broadcast prob-
lem [13] to a setting with infinitely many processes, any finite subset of which can
participate at a given time. Just as Atomic Broadcast is a basic building block
for state machine replication in a static setting, DAB can serve as a building
block for state machine replication among a dynamic set of processes.

We present and analyze a new algorithm, which we call Atom, for solving
the DAB problem in a variant of a synchronous crash failure model. Specifi-
cally, we assume that the processes solving DAB have access to approximately-
synchronized local clocks and to a lower-level network that guarantees timely

* Full version appears as MIT Technical Report MIT-LCS-TR-840 [3]. This work sup-

ported by MURI AFOSR Award F49620-00-1-0327, AFOSR Contract F49620-00-1-
0097, NTT Contract number MIT9904-12, and NSF Contract CCR-0121277.

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 1-[I6, 2002.
© Springer-Verlag Berlin Heidelberg 2002



2 Z. Bar-Joseph, 1. Keidar, and N. Lynch

message delivery among currently active processes. The challenge is to guarantee
consistency among the sequences of messages delivered to different participants,
while still achieving timely delivery, even in the presence of joins and leaves.

Atom exhibits constant message delivery latency in the absence of failures,
even during periods when participants join or leave; this is in contrast to pre-
vious algorithms solving similar problems in the context of view-oriented group
communication, e.g., [I9]. When failures occur, Atom’s latency bound is linear
in the number of failures that actually occur; it does not depend on the number
of potential failures, nor on the number of joins and leaves that occur.

A key difficulty for an algorithm solving DAB is that when a process fails,
the network does not guarantee that the surviving processes all receive the same
messages from the failed process. But the strong consistency requirements of
DAB dictate that processes agree on which messages they deliver to their clients.
The processes carry out a protocol to coordinate message delivery, which works
roughly as follows: Each Atom process divides time into slots, using its local
clock, and assigns each message sent by its client to a slot. Each process delivers
messages to its client in order of slots, and within each slot, in order of sender
identifiers. Each process determines the membership of each slot, and delivers
messages only from senders that it considers to be members of the slot. To ensure
consistency, the processes must agree on the membership of each slot.

Processes joining (or voluntarily leaving) the service coordinate their own join
(or leave) by selecting a join-slot (or leave-slot) and informing the other processes
of this choice, without delaying the normal delivery of messages. When a process
fails, Atom uses a novel distributed consensus service to agree upon the slot in
which it fails. The consensus service required by Atom differs from the standard
stopping-failure consensus services studied in the distributed algorithms litera-
ture (see, e.g., [16]) in that the processes implementing the consensus service do
not know a priori who the other participants are. Atom tracks process joins and
leaves, and uses this information to approximate the active set of processes that
should participate in consensus. However, different processes running Atom may
have somewhat different perceptions of the active set, e.g., when a participant
joins or leaves Atom at roughly the time consensus is initiated.

In order to address such uncertainties, we define a new consensus service,
consensus with uncertain participants (CUP). When a process ¢ initiates CUP,
it submits to CUP a finite set W, estimating the current world, in addition
to ¢’s proposed initial consensus value v;. The worlds suggested by different
participants do not have to be identical, but some restrictions are imposed on
their consistency. Consider, e.g., the case that process k joins Atom at roughly
the time CUP is initiated. One initiator, 4, may think that k£ has joined in time
to participate and include k£ in W;, while another, j, may exclude k from Wj.
Process k cannot participate in the CUP algorithm in the usual way, because j
would not take its value into account. On the other hand, if k£ does not participate
at all, ¢ could block, waiting forever for a message from k. We address such
situations by allowing k to explicitly abstain from an instance of CUP, i.e., to
participate without providing an input. A service that uses CUP must ensure
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the following world consistency assumption: that for every 4, (1) W; includes all
the processes that ever initiate this instance of CUP (unless they fail or leave
prior to 4’s initiation); and (2) if j € W;, (and neither ¢ nor j fail or leave),
then j participates in CUP either by initiating or by abstaining. Thus, W; sets
can differ only in the inclusion of processes that abstain, leave, or fail. Note
that once an instance of CUP has been started, no new processes (that are not
included in W;) can join the running instance. Nevertheless, CUP provides a
good abstraction for solving DAB, because Atom can invoke multiple instances
of CUP with different sets of participants.

We give an early-deciding algorithm to solve CUP in a fail-stop model, that
is, in an asynchronous crash failure model with perfect failure detectors. The
failure detector is external to CUP; it is implemented by Atom. CUP uses a
strategy similar to previous early-deciding consensus algorithms [10], but it also
tolerates uncertainty about the set of participants, and moreover, it allows pro-
cesses to leave voluntarily without incurring additional delays. The time required
to reach consensus is linear in the number of failures that actually occur during
an execution, and does not depend on the number of potential failures.

We also analyze the message-delivery latency of Atom under different failure
assumptions. We show a constant latency bound for periods when no failures
occur, even if joins and leaves occur. When failures occur, the latency is pro-
portional to the number of actual failures. This is inevitable: atomic broadcast
requires a number of rounds that is linear in the number of failures.

We envision a service using Atom, or a variation of it, deployed in a large
LAN, where latency is predictable and message loss is bounded. In such settings,
a network with the properties we assume can be implemented using forward
error correction (see [2]), or retransmissions (see [20]). The algorithm can be
extended for use in environments with looser time guarantees, e.g., networks
with differentiated services; we outline ideas for such an extension in Section [C4l

In summary, this paper makes the following main contributions: (1) the def-
initions of two new services for dynamic networks: DAB and CUP; (2) an early-
delivery DAB algorithm, Atom, which exhibits constant latency in the absence
failures; (3) a new early-deciding algorithm for CUP; and (4) the analysis of
Atom’s message-delivery latency under various failure assumptions.

The rest of this paper is organized as follows: Section[2 discusses related work.
In Section Bl we specify the DAB service. In Section ] we specify CUP and in
Section [B], we present the CUP algorithm. Section [ specifies the environment
assumptions for Atom, and Section [7] presents the Atom algorithm. Section
concludes the paper. In the full paper [3], we present the algorithms in pseudo-
code and prove their correctness.

2 Related Work

Atomic broadcast in a dynamic universe, where processes join and leave, was
first considered in the context of view-oriented group communication systems
(GCSs) [6], pioneered by Isis [4]. Our service resembles those provided by GCSs;
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although we do not export membership to the application, it is computed and
would be easy to export.

GCSs, including those designed for synchronous systems and real-time appli-
cations (e.g., Cristian’s [9], xAMp [18], and RTCAST [I]), generally run a group
membership protocol every time a process joins or leaves, and therefore delay
message delivery to all processes when joins or leaves occur. Cristian’s service ex-
hibits constant latency only in periods in which no joins or failures occur; latency
during periods with multiple joins is not analyzed. xAMp is a GCS supporting a
variety of communication primitives for real-time applications. The presentation
of xAMp in [18] assumes that a membership service is given. The delays due to
failures and joins are incurred in the membership part, which is not described or
analyzed. The latency bound achieved by RTCAST is linear in the number of
processes, even when no process fails, due to the use of a logical ring. Moreover,
RTCAST makes stronger assumptions about its underlying network than we do
— it uses an underlying reliable broadcast service that guarantees that correct
processes deliver the same messages from faulty ones.

Light-weight group membership services [II] avoid running the full-scale
membership for join and leaves by using atomic broadcast to disseminate join
and leave messages in a consistent manner. Unlike our CUP service, the atomic
broadcast services used by such systems do not tolerate uncertainty about the
participants. Therefore, a race condition between a join and a concurrent fail-
ure can cause such light-weight group services (e.g., [11]) to violate consistency.
Those light-weight group services that do preserve consist membership semantics
(e.g., [19]), do incur extra delivery latencies whenever joins and leaves occur.

Other work on group membership in synchronous and real-time systems,
e.g., [I5]14] has focused on membership maintenance in a static, fairly small,
group of processes, where processes are subject to failures but no new processes
can join the system. Likewise, work analyzing time bounds of synchronous atomic
broadcast, e.g., [12J81[7], considered a static universe, where processes could fail
but not join. Thus, this work did not consider the DAB problem.

In a previous paper [2], we considered a simpler problem of dynamic totally
ordered broadcast without all or nothing semantics. For this problem, the linear
lower bound does not apply, and we exhibited an algorithm that solves the
problem in constant time even in the presence of failures.

Recent work [I7]5] considers different services, including (one shot) con-
sensus, for infinitely many processes in asynchronous shared memory models.
Chockler and Malkhi [5] present a consensus algorithm for infinitely many pro-
cesses using a static set of active disks, a minority of which can fail. This differs
from the model considered here, as in our model all system components may be
ephemeral. Merritt and Taubenfeld [17] study consensus under different concur-
rency models, and show that if there is no bound on the number of participants,
in an asynchronous shared memory model, solving consensus requires infinitely
many bits. The algorithms they give tolerate only initial failures. To the best of
our knowledge, atomic broadcast has not been considered in a similar context.
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3 Dynamic Atomic Broadcast Service Specification

The universe is an infinite ordered set of endpoints, I; M is a message alphabet.
Figure [ presents DAB’s signature. We assume that an application using DAB
satisfies some basic well-formedness assumptions, (cf. [3]), e.g., that a process
does not join / leave more than once, does not multicast messages before a join
or after a leave, and does not send the same message more than once. We do not
consider rejoining; instead, we consider the same client joining at new endpoints.

Input: join;, leave;, failj, i€l Output: join 0K;, leave OKj, i€l

mcasti (m), meM, i€l rcvy (m), meM, il

Fig. 1. The signature of the DAB service.

We require that there be a total ordering S on all the messages received by
any of the endpoints, such that for all + € I, the following properties are satisfied.

— Multicast order: If mcast; (m) occurs before mcast; (m’), then m precedes m/
inS.

— Recetve order: If rcv; (m) occurs before rcv; (m’) then m precedes m’ in S.

— Multicast gap-freedom: If mcast; (m), mcast;(m’), and mcast;(m’’) occur,
in that order, and S contains m and m”, then S also contains m/’.

— Receive gap-freedom: If S contains m, m’, and m”, in that order, and rcv; (m)
and rcv; (m’’) occur, then rcv; (m’) also occurs.

— Multicast liveness: If mcast; (m) occurs and no fail; occurs, then m € S.

— Receive liveness: If m € S, m is sent by ¢ and i does not leave or fail, then
rcv; (m) occurs, and for every m’ that follows m in S, rcv; (m’) also occurs.

In addition to the above, DAB is required to satisfy basic integrity properties,
e.g., that join_ 0K; (leave_0K;) must be preceded by a join; (leave;); that every
join; (leave;) is followed by a join 0K; (leave_OK;); and that messages are not
received more than once, and are not received unless they are multicast. The
formal definitions of these appear in [3].

4 Consensus with Uncertain Participants — Specification

In order to solve DAB, we use the CUP service. CUP is an adaptation of the
problem of fail-stop uniform consensus to a setting in which the set of partici-
pants is not known precisely ahead of time, and in which participants can leave
the algorithm voluntarily after initiating it. Moreover, participants are not as-
sumed to initiate at the same time. CUP assumes an underlying reliable network,
and a perfect failure detector. The signature of the CUP service is presented in
Figure 2} I is a universe as above; V is a totally ordered set of possible consensus
values; and Moy p is a message alphabet.
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Input: init; (v,W), v € V, W C I, W finite, i € I // i initiates

abstainj, i € I // 1 abstains

netrcvi(m), m € Moyp, i € I // 1 receives message m

leave;j, 1 € I // 1 leaves

leave_detect; (j), j, i €I // 1 detects that j has left

failj, i € I // 1 fails

fail detect; (j), j, 1 € I // 1 detects that j failed
Output: decidej(v), veV, i el // 1 decides on value v

netmcastj(m), m € Moyp, i € I // 1 multicasts m

Fig. 2. The signature of CUP.

A process i may participate in CUP in two ways: it may initiate CUP using
init; (v,W) and provide an initial value and an initial world, or it may abstain
(using abstain;). Informally speaking, a participant abstains when it does not
need to participate in CUP, but because of uncertainty about CUP participants,
some other participant may expect it to participate. CUP reports the consensus
decision value to process ¢ using the decide;(v) action. The environment pro-
vides a leave detector and a failure detector: leave_detect;(j) notifies i that
J has left the algorithm voluntarily, and fail_ detect;(j) notifies ¢ that j has
failed. In Section [£1] we specify assumptions about CUP’s environment; assum-
ing these hold, CUP satisfies the following properties:

— Uniform Agreement: For any i,j € I, if decide; (v) and decide;(v’) both
occur then v = v'.

— Validity: For any i € I, if decide; (v) occurs then (1) for some j, init; (v,*)
occurs; and (2) if init; (v’ ,*) occurs then v < v'.

— Termination: If init; occurs, then a decide;, leave,;, or fail; occurs.

The validity condition (2) is not a standard property for consensus but is
needed for our use in Atom. Another difference from standard consensus is that
participants that abstain need not be informed of the decision value.

In addition to these properties, CUP satisfies a well-formedness condition
saying that only participants that have initiated can decide, and each participant
decides at most once (cf. [B]).

4.1 CUP Environment Assumptions

CUP requires some simple well-formedness conditions saying that each partic-
ipant begins participating (by initiating or abstaining) at most once, leaves at
most once, and fails at most once. CUP also makes standard integrity assump-
tions about the underlying network, namely that every message that is received
was previously sent, and no message is received at the same location more than
once. Moreover, the order of message receipt between particular senders and re-
ceivers is FIFO. We now specify the more interesting environment assumptions.
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The following assumptions are related to the worlds W suggested by partici-
pants in their init events. The first is a safety assumption saying that each W set
submitted by an initiating participant ¢ must include all participants that ever
initiate CUP and that do not leave or fail prior to the init; event. This implies
that every participant must be included in its own estimated world. The next is
a liveness assumption saying that, if any process ¢ expects another process j to
participate, then j will actually do so, unless either i or j leaves or fails.

— World consistency: If init; (*, W) and init; (*,*) events occur, then either
j € W, or aleave; or fail; event occurs before the init; (*, W) event.

— Init occurrence: If an init;(*,W) event occurs and j € W, then an init;,
abstainj, leave;, fail;, leave;, or fail; occurs.

The next assumptions are related to leaves, leave detection, and failure de-
tection. The second property says that leaves are handled gracefully, in the sense
that the occurrence of a leave_detect;(j) implies that ¢ has already received
any messages sent by j prior to leaving. Thus, a leave_detect;(j) is an in-
dication that 7 has not lost any messages from j. Note that we do not have
a failure assumption analogous to the lossless leave property; thus, failures are
different from leaves in that we allow the possibility that some messages from
failed processes may be lost.

Accurate leave detector: For any i,j € I, at most one leave_detect;(j)
event occurs, and if it occurs, then it is preceded by a leave;.

Lossless leave: Assume net_mcast;(m) occurs and is followed by a leave;.
Then if a leave_detect;(j) occurs, it is preceded by net_rcv; (m).
Accurate failure detector: For any i,j € I, at most one fail detect;(j)
event occurs, and if it occurs, then it is preceded by a fail;.

Complete leave and failure detector: If init;(*,W) occurs, j € W, and
leave; or fail; occurs, then fail_detect;(j), leave_detect;(j), decide;,
leave;, or fail; occurs.

The next liveness assumption describes reliability of message delivery. It says
that any message that is multicast by a non-failing participant that belongs to
any of the W sets submitted to CUP, is received by all the non-leaving, non-failing
members of all those W sets.

— Reliable delivery: Define U = Uger{ W | inity(*, W) occurs}. If i,j €
U and net_mcast;(m) occurs after an init; or abstain; event, then a
net_rcv; (m), leave;, fail;, or fail; occurs.

5 The CUP Algorithm

The algorithm proceeds in asynchronous rounds, 1,2,.... In each round, a pro-
cess sends its current estimates of the value and the world to the other processes.
Each process maintains two-dimensional arrays, value and world, with the value
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and world information it receives from all processes in all rounds. It records, in
a variable out [r], the processes that it knows will not participate in round r
because they have left, abstained, or decided, and in a variable failed[r], the
processes that it learned have failed in this round.

When init; (v,W) occurs, process ¢ triggers net mcast(i,1,v,W) to send its
initial value v and estimated world W to all processes, including itself. Note that
two separate processes, A and B can initiate CUP with different (overlapping)
subsets of processes in their W parameter. For example, it could be that A has W
= {A,B,C} while B has W = {A,B,D}. However, in this case we are guaranteed
from the World consistency and Init occurrence assumptions that C either fails
prior to initpg (v,W), or abstains, and the same holds for A and D. The world
W is determined to be the set of processes that i thinks are still active, i.e., the
processes in i’s previous world that i does not know to be out or to have failed
in round r. Process ¢ may perform this multicast only if its round is r-1, it has
received round r-1 messages from all the processes in W, and it is not currently
able to decide. The value v that is sent is the minimum value that ¢ has recorded
for round r-1 from a process in W. When a net_rcv;(j,r,v,W) occurs, process
¢ puts v and W into the appropriate places in the value and world arrays.

Process i can decide at a round r when it has received messages from all
processes in its world[r,i] except those that are out at round r, such that all
of these messages contain the same value and contain worlds that are subsets of
world[r,i]. The subset requirement ensures that processes in world[r,i] will
not consider values from processes outside of world[r,i] in determining their
values for future rounds. When process ¢ decides, it multicasts an 0UT message
and stops participating in the algorithm.

When abstain; occurs, process i also sends an 0UT message, so that other
processes will know not to wait for further messages from it, and stops partici-
pating in the algorithm. When a net_rcv; (j,0UT) occurs, process ¢ records that
j is out of the algorithm starting from the first round for which ¢ has not yet
received a regular message from j.

When leave; occurs, ¢ just stops participating in the algorithm. When a
leave_detect; (j) event occurs, i records that j is out from the first round after
the round of the last message received from j. The lossless leave assumption
ensures that ¢ has already received all the messages j sent. Process ¢ knows that
process j has failed if fail detect;(j) occurs.

In [3] we prove that when CUP’s environment satisfies CUP’s safety assump-
tions, CUP satisfies its safety guarantees, and when CUP’s environment satisfies
CUP’s safety and liveness assumptions, CUP satisfies its liveness guarantees.

5.1 Analysis

The algorithm is early-deciding in the sense that the number of rounds it executes
is proportional to the number of actual failures that occur, and does not depend
on the number of participants or on the number of processes that leave. In [3],
we prove the following theorem, which says that the algorithm always terminates
after it can run two rounds without failures.
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Theorem 1. Suppose that r > 0. Suppose that there is a point t in the exe-
cution such that every process is in round < r at point t, and no fail events
happen from t onward. Then every process always has round < r +2.

The proof is based on the observation that once failures stop, the values
and worlds that processes send in their round messages stop changing; the value
converges to the minimum value that a live process has, and the world converges
to the set of live processes. After a round in which all processes in W send the
same value and the world W, all the live processes can decide.

We next analyze CUP’s running time assuming the following bounds on mes-
sage latency, failure and leave detection times, and the difference between differ-
ent processes’ initiation times. Note: time bounds are not assumed as a condition
for correctness; they are only assumed for the sake of the analysis.

1. 61 is an upper bound on message latency and on failure and leave detection
time. Moreover, if a message is lost due to failure, then the failure is detected
at most 01 after the lost message was sent. More precisely,

(a) if net_rcv(m) occurs, the time since the corresponding net_mcast (m) is
at most d7.

(b) Assume init;(*,W) occurs with j € W and fail; or leave; occurs
at time t. Then fail detect;(j), leave_detect;(j), decide;, leave;, or
fail; occurs by time ¢ 4 ;.

(¢) Let U = Uger{W| initp(*, W) occurs}. Assume i,j € U and
net_mcast; (m) occurs at time ¢ but no net_rcv;(m) occurs. Then either
fail detect;(j), leave_detect;(j), decide;, leave;, or fail; occurs by
time ¢ + 67.

2. 05 bounds the difference between the initiation time of different processes.
More precisely:

Assume a process initiates at time ¢ and does not fail by time ¢+ 47, and that
init; (*, W) occurs. Then, every process j € W initiates, abstains, leaves,
or fails by time ¢ + ds.

Given these bounds, in [3], we prove the following theorem:

Theorem 2. Suppose that there is a point t in the execution such that no fail
events happen from t onward. Suppose also that some process initiates CUP by
time t. Then every process that decides, decides by time t + 361 + 02.

6 Environment and Model Assumptions for Atom

We model time using a continuous global variable now, which holds the real
time. This is a real variable, initially 0. Each endpoint 7 is equipped with a local
clock, clock;. We assume a bound of I' on clock skew, where I" is a positive
real number. Specifically, for each endpoint i, we assume that in any state of the
system that is reachable | clock; — now| < I'/2. That is, the difference between
each local clock and the real time is at most I'/2. It follows that the clock skew
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between any pair of processes is I', formally: in any reachable state, and for any
two endpoints ¢ and j, | clock; — clock;| < I'. We assume that local processing
time is 0 and that actions are scheduled immediately when they are enabled.

We assume that we are given a low-level reliable network service Net, with
a message alphabet, M’. The Net signature is defined in Figure B The actions
are the same as those of DAB, except that they are prefixed with net_.

Input: net_joini, net_leave;, i€l Output: net_join 0K;, i€l,
faily, i€l net_leave OK;, i€1,
net.mcast; (m), meM’, i€l, net.rcvy (m), meM’, i€l

Fig. 3. The signature of the Net service.

Like DAB, Net assumes that its application satisfies the some basic integrity
conditions. Assuming these, Net satisfies a number of safety and liveness proper-
ties. First, Net satisfies the basic integrity properties that DAB does. In addition,
Net guarantees FIFO delivery of messages, and a simple liveness property:

— FIFO delivery: If net mcast;(m) occurs before net mcast;(m’), and
net_rcv;(m’) occurs, then net_rcv;(m) occurs before net_rcv;(m?).

— Eventual delivery: Suppose net_mcast;(m) occurs after net_join_0K;, and
no fail; occurs. Then either net_leave; or fail; or net_rcv;(m) occurs.

Additionally, the network latency is bounded by a constant nonnegative real
number A. The maximum message latency of A guaranteed by Net is intended
to include any pre-send delay at the network module of the sending process,
and is independent of the message size. Since an implementation of Net cannot
predict the future, it must deliver messages within time A as long as no failures
occur. In particular, if a message is sent more than A time before its sender fails,
it must be delivered.

7 The Atom Algorithm

The Atom algorithm uses Net and CUP services as building blocks. It uses
multiple instances of CUP. As before, fail; causes process i to stop. fail; is
an input to all the components, i.e., Net and all instances of CUP (including
dormant ones), and causes all of them to stop; leave; also goes directly to all
the local instances of CUP, including dormant ones.

Atom defines the constant @, a positive real number that represents the
duration of a time slot. We assume that © > A. We define the message alphabet
M’ of Net in term of the alphabet M of DAB:

— My, the set of finite sequences of elements of M. These are the bulk messages
processes send.

— My =M, U{JOIN,LEAVE}JU{CUP_INIT x I}

— M'=1x My x N.
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Each message contains either a bulk message (sequence of client messages)
for a particular slot, a request to join or leave a particular slot, or a report that
process has initiated consensus on behalf of a particular endpoint. Each message
is tagged with the sender and the slot. The algorithm divides time and messages
into slots, each of duration ©. Each process multicasts all of its messages for a
given slot in one bulk message. This is an abstraction that we make in order to
simplify the presentation. In practice, the bulk message does not have to be sent
as one message; a standard packet assembly/disassembly layer can be used.

Message delivery is also done in order of slots. Before delivering messages
of a certain slot s, each process has to determine the membership of s, i.e., the
set of processes from which to deliver slot s messages. To ensure consistency,
all the processes that deliver messages for a certain slot have to agree upon its
membership. Within each slot, messages are delivered in order of process indices,
and for each process, messages from its bulk message are delivered in FIFO order.

7.1 Atom; Signature and Variables

The signature of Atom; includes all the interaction with the client and underlying
network. In addition, Atom; has input and output actions for interacting with
CUP. Since Atom uses multiple instances of CUP, at most one for each process
j, actions of CUP automata are prefixed with CUP(j), where CUP(j) is the
instance of CUP used to agree in which slot process j fails. E.g., process i
uses the action CUP(j).init; to initiate the CUP automaton associated with
process j. CUP.fail and CUP.leave are not output actions of Atom, since they
are routed directly from the environment to all instances of CUP.

Atom; also has two internal actions, end_slot;, and members;, which play
a role in determining the membership of each slot. end_slot(s); occurs at a
time by which slot s messages from all processes should have reached i. At
this point, processes from which messages are expected but do not arrive are
suspected to have failed in this slot; we are guaranteed that these processes
indeed have failed, but we are uncertain about the slot in which they fail. For
each suspected process j, CUP(j) is run to have the surviving processes agree
upon j’s failure slot. This is needed because failed processes can be suspected
at different slots by different surviving processes. After CUP reaches decisions
about all the suspected processes that could have failed at slot s, members (P, s)
can occur, with P being the agreed membership for slot s. When members (P, s);
occurs, the messages included in bulk messages that ¢ received for slot s from
processes in P are delivered (their delivery is triggered) in order of process indices.

A variable join-slot holds the slot at which a process starts participating
in the algorithm; this will be the value of current-slot when join_ OK will be
issued, and the first slot for which a bulk message will be sent. If a process explic-
itly leaves the algorithm, its leave-slot holds the slot immediately following
the last slot in which the process sends a bulk message. Both join-slot and
leave-slot are initially oo.

The flags did-join-0K and did-leave ensure that join 0K and net_leave
actions are not performed more than once. The set mcast-slots tracks the slots
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for which the process already multicast a message (JOIN, LEAVE, or bulk). Like-
wise, ended-slots and reported-slots track the slots for which the end_slot
or members actions, resp., were performed.

out-buf [s] stores the message (bulk, JOIN, or LEAVE) that is multicast
for slot s; it initially holds an empty sequence, and in an active slot, all appli-
cation messages are appended into it. A JOIN message is inserted for the slot
before the join-slot, and a LEAVE message for the leave-slot. Either way,
there is no overlap with a bulk message. Variables joiners[s] and leavers[s]
keep track of the processes j for which join-slot; =s (resp. leave-slot; =s).
suspects[s] is the set of processes suspected in slot s as determined when
end_slot(s) occurs. in-buf [j,s] holds the sequence of messages received in
a slot s bulk message from j. Its data type supports assignment, extraction of
the head of the queue, and testing for emptiness. alive[s] is a derived variable
containing the set of processes from which slot s messages were received.

There are three variables for tracking the status and values of the different
instances of CUP. CUP-status[j] is initially idle; when CUP(j) is initiated, it
becomes running; if a CUP_INIT message for j arrives, it becomes req; and when
there is a decision for CUP(j), or if the process abstains from CUP(j), it becomes
done. CUP-req-val[j] holds the lowest slot value associated with a CUP_INIT
message for j (L if no such message has arrived). Finally, CUP-dec-val[j] holds
the decision reached by CUP(j), and L if there is none.

7.2 Algorithm Flow

Upon an application join, Atom triggers net_join. Once the Net responds
with a net_join 0K, Atom calculates the join-slot to be 2 + [I'/O] slots in
the future. This will allow enough time for the JOIN message to reach the
other processes. A JOIN message is then inserted into out-buf [join-slot -
1]. Once current-slot is join-slot, join_OK is issued to the application.

When the application issues a leave, the leave-slot is chosen to be the
ensuing slot, and a LEAVE message is inserted into out-buf [leave-slot].
A net_leave is issued after the LEAVE message has been multicast, and the
net_leave 0K triggers a leave 0K to the application.

Messages multicast by the application are appended to the bulk message for
the current slot in out-buf [current-slot]. Once a slot s ends, the message
pertaining to this slot is multicast using net_mcast. If s = join-slot - 1, a
JOIN message is sent. If s = leave-slot, a LEAVE message is sent, and if s
is between join-slot and leave-slot - 1, a bulk message is sent. A received
bulk message is stored in the appropriate in-buf. When a (j, JOIN, s) (or (7,
LEAVE, s)) message is received, j is added to joiners[s] (resp. leaversl[s]).
Additionally, when a LEAVE message is received, CUP.leave_detect is triggered
for all running instances of CUP.

end_slot; (s) occurs once ¢ should have received all the slot s messages sent
by non-failed processes. Since such messages are sent immediately when slot s
ends, are delayed at most A time in Net, and the clock difference is at most I,
1 should have all the slot s messages A+ I" time after it began slot s+1. Process
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1 expects to receive slot s messages from every process in alive [s-1] that does
not leave in slot s. Any process from which a slot s message is expected but does
not arrive becomes suspected at this point, and is included in suspects[s].

For every suspected process, CUP is run in order to agree upon the slot at
which the process failed. Note that CUP is only performed for failed processes
since we implement a perfect failure detector. The slot s in which the process
is suspected is used as the initial value for CUP. The estimated world for CUP
is alive[s] U joiners[s+1]. This way, if k joins in slot s+1, k is included in
the estimated world. This is needed in order to satisfy the world consistency
assumption of CUP, because k can detect the same failure at slot s+1, and
therefore participate in CUP(j). When i initiates CUP(j), it also multicasts a
(CUP_INIT, j) message. If a process k does not detect the failure and does
not participate, the (CUP_INIT, j) message forces k to abstain. Since Atom
implements the failure detector for CUP, the effect of end_slot;(s) also triggers
CUP (k) .fail detect(j) actions for every suspected process j, and for every
currently running instance k of CUP.

Process i abstains from CUP(j) only if (1) a (CUP_INIT,j) message has pre-
viously arrived, setting CUP-status[jl; = req; and (2) end_slot; has already
occurred for a slot value greater than CUP-req-val[j];. The latter condition en-
sures that 4 abstains only from instances of CUP that it will not initiate. There
are two circumstances that can lead to a process i abstaining from CUP(j). First,
if ¢ is just joining, and the failure occurs before its join-slot, then 7 will not
be affected by the decision because it does not deliver any messages for this
slot. Second, if j has joined and immediately failed before i could see its JOIN
message, then j did not send any bulk messages prior to its failure, and thus no
process will deliver any messages from j.

The members(P,s) action triggers the delivery of all slot s messages from
processes in P. It occurs once agreement is reached about the processes to be
included in P. Recall that the slots at which a process k is suspected by two
processes i and j can differ by at most one. Therefore, members; (P,s) can occur
after end_slot(s+1), when the suspicions for slot s+1 are determined, since
all processes that ¢ does not suspect at slot s+1 could not have failed prior to
ending slot s. Thus, after i gets decisions from all instances of CUP pertaining
to processes suspected in slots up to s+1 ¢ can deliver all slot s messages. The
set P includes every process j that is alive in slot s and for which there is either
no CUP instance running, or the CUP decision value is greater than s.

In [3] we prove the following: (1) Atom satisfies CUP’s safety assumptions
independently of CUP; (2) assuming a service that satisfies the CUP safety guar-
antees, Atom satisfies CUP’s liveness assumptions; and (3) assuming a service
that satisfies the CUP safety and liveness guarantees, Atom satisfies the DAB
service safety and liveness guarantees.
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7.3 Latency Analysis

In failure free executions, Atom’s message latency is bounded by A + 26 + 2I".
We denote this bound by A 446 - In executions with failures, the upper bound on
message latency is linear in the number of failures. In [3], we prove the following:

Lemma 1. Consider an execution in which no process fails. If the application at
process j performs mcast; (m) when current-slot; = s and if process i delivers
m, then i delivers m immediately after end_slot;(s+1) occurs.

From this lemma, we derive the following theorem:

Theorem 3. If the application at process j performs mcast;(m) at time t, and
if process i delivers m, then i delivers m by time t + Apsom =t + A+ 260 + 21",

We then turn our attention to executions in which there is a long time period
with no failures. We analyze the time it takes Atom to clear the backlog it has
due to past failures, and reach a situation in which message latency is bounded by
the same bound as in failure free executions, namely A 440, barring additional
failures. The fact that once failures stop for a bounded time all messages are
delivered within constant time implies that in periods with f failures, Atom’s
latency is at most linear in the number of failing processes.

In order to analyze how long it takes Atom to reach a stable point, we need to
use our bounds on CUP’s running time once failures stop. We first have to assign
values to the constants that were used in the analysis of CUP in Section (1] (6,
and J3). Recall, d; is an upper bound on message latency and on failure and
leave detection time, and if a message is lost due to failure, then the failure is
detected at most §; after the lost message was sent; and J- is an upper bound
on the difference between different processes’ initiation times. In [3], we prove
the following bounds: 61 = A+ 36 + 2I"; and d, = '+ 6.

We then consider executions in which failures do occur but there are long
time periods with no failures. We analyze the time it takes Atom to clear the
backlog it has due to past failures, and again reach a situation in which message
latency is bounded by A stom, barring additional failures.

Let t; = 024461, where 65 and d; are bounds as given above for the difference
between process initiation times and failure detection time, resp. By the bounds
above, we get that {4 ="'+ O +4(A+ 360+ 2I") =4A+ 91" + 1360.

Assume that from time t to time t' = ¢ + t; there are no failures. We now
show that if a message m is sent after time ', and there are no failures for a
period of length A 44, after m is sent, then m is delivered within A g4, time
of when it is sent. Since the delivery order preserves the FIFO order, this also
implies that any message m’ sent before time t' is delivered by time ¢ barring
failures in the Ao, time interval after m’ is sent.

Theorem 4. Assume no process fails between time t and t' = t + t;. If
mcast (m); occurs at a time t" such that t +t1 < t”, and no failures occur
from time t” to time t + Aatom, and if © delivers m, then i delivers m by time
t” + AAtom-
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7.4 Future Direction: Extending Atom to Cope with Late Messages

In this paper, we assumed deterministic network latency bounds. Since the net-
work latency, A is expected to be of a smaller order of magnitude than O, it
would not significantly hurt time bounds if conservative assumptions are made
in the choice of A. Future research may consider networks where latency bounds
cannot be ensured. E.g., some networks may support differentiated services with
probabilistic latency guarantees, and loss rates may exceed those assumed in the
latency analysis of the underlying reliable network (see [2/20]]).

Although Atom cannot guarantee atomic broadcast semantics while network
latency exceeds its bound, it would be useful to modify Atom as to allow it
to recover from such situations, and to once more provide correct semantics
after network guarantees are re-established. In addition, it would be desirable
to inform the application when a violation of Atom semantics occurs. There are
some strategies that can be used to make Atom recover from periods in which
network guarantees are violated. For example, a lost or late message can cause
inaccurate failure suspicions. With Atom, if a process k is falsely suspected, it
will receive a (CUP_INIT, k) message for itself. We can have the process use this
as a trigger to “commit suicide”, i.e., inform the application of the failure and
have the application re-join as a new process (similar to the Isis [4] algorithm).

8 Conclusions

We have defined two new problems, Dynamic Atomic Broadcast and Consensus
with Uncertain Participants. We have presented new algorithms for both prob-
lems. The latency of both of our algorithms depends linearly on the number of
failures that occur during a particular execution, but does not depend on an
upper bound on the potential number of failures, nor on the numbers of joins
and leaves that happen during the execution.

Acknowledgments. We thank Alan Fekete, Rui Fan, Rachid Guerraoui, and
the referees for useful comments that helped improve the presentation.
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Abstract. It has recently been shown that executions of authenticated
Byzantine Agreement protocols in which more than a third of the par-
ties are corrupted, cannot be composed concurrently, in parallel, or even
sequentially (where the latter is true for deterministic protocols). This
result puts into question any usage of authenticated Byzantine agree-
ment in a setting where many executions take place. In particular, this
is true for the whole body of work of secure multi-party protocols in
the case that 1/3 or more of the parties are corrupted. Such protocols
strongly rely on the extensive use of a broadcast channel, which is in
turn realized using authenticated Byzantine Agreement. Essentially, this
use of Byzantine Agreement cannot be eliminated since the standard
definition of secure computation (for the case that less than 1/2 of the
parties are corrupted) actually implies Byzantine Agreement. Moreover,
it was accepted folklore that the use of a broadcast channel is essential
for achieving secure multiparty computation, when 1/3 or more of the
parties are corrupted.

In this paper we show that this folklore is false. We mildly relax the
definition of secure computation allowing abort, and show how this defi-
nition can be reached. The difference between our definition and previous
ones is as follows. Previously, if one honest party aborted then it was re-
quired that all other honest parties also abort. Thus, the parties agree
on whether or not the protocol execution terminated successfully or not.
In our new definition, it is possible that some parties abort while others
receive output. Thus, there is no agreement regarding the success of the
protocol execution. We stress that in all other aspects, our definition
remains the same. In particular, if an output is received it is guaran-
teed to have been computed correctly. The novelty of the new definition
is in decoupling the issue of agreement from the central security issues
of privacy and correctness in secure computation. As a result the lower
bounds of Byzantine Agreement no longer apply to secure computation.
Indeed, we prove that secure multi-party computation can be achieved
for any number of corrupted parties and without a broadcast channel
(or trusted preprocessing phase as required for running authenticated
Byzantine Agreement). An important corollary of our result is the abil-
ity to obtain multi-party protocols that compose.
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1 Introduction

In the setting of secure multi-party computation, a set of n parties with pri-
vate inputs wish to jointly and securely compute a function of their inputs. This
computation should be such that each party receives its correct output, and
none of the parties learn anything beyond their prescribed output. This encom-
passes computations as simple as coin-tossing and agreement, and as complex
as electronic voting, electronic auctions, electronic cash schemes, anonymous
transactions, and private information retrieval schemes.

1.1 Ground Rules of the 80’s

This problem was initiated and heavily studied in the mid to late 80’s, during
which time the following ground rules were set.

Security in multi-party computation. A number of different definitions were pro-
posed for secure multi-party computation. These definitions aimed to ensure a
number of important security properties. The most central of these are:

e Privacy: No party should learn anything more that its prescribed output.
e (Correctness: The outputs received by the parties are guaranteed to be correct.

e Independence of Inputs: Corrupted parties’ inputs are committed to inde-
pendently of honest parties’ inputs.

o Guaranteed output delivery: Corrupted parties should not be able to prevent
honest parties from receiving their output. (This is not always possible and
is therefore not always required.)

e Fairness: Corrupted parties should receive output only if honest parties do.
(As with the previous item, this is not always achievable and is therefore not
always fully required.)

The standard definition today [I7UTJ24/5] formalizes the above requirements in
the following way. Consider an ideal world in which an external trusted party is
willing to help the parties carry out their computation. An ideal computation
takes place in the ideal world by having the parties simply send their inputs to
the trusted party. This trusted party then computes the desired function and
passes each party its prescribed output. Notice that all of the above security
properties (and more) are ensured in this ideal computation. A real protocol
that is run by the parties (in a world where no trusted party exists) is said to be
secure, if no adversary controlling a coalition of corrupted parties can do more
harm in a real execution that in the above ideal computation.

Broadcast: In the construction of protocols, the ability to “broadcast” messages
(if needed) was assumed as a primitive, where broadcast takes on the meaning
of the Byzantine Generals problem [22]. Namely, an honest party can deliver
a message of its choice to all honest parties in a given round. Furthermore, all
honest parties will receive the same message, even if the broadcasting party is



Secure Computation without Agreement 19

corrupt. Let ¢ be the number of corrupted parties controlled by the adversary.
Then, from results obtained largely by the distributed computing community, it
was known that:

1. For ¢t < n/3, Byzantine agreement is possible by a deterministic protocol with
round complexity O(t) [25], and by a probabilistic protocol with expected
round complexity O(1) [10];

2. For t > n/3, broadcast is achievable using a protocol for authenticated
Byzantine agreement, in which a public-key infrastructure for digital signa-
tures is used [25/22]. (This public-key infrastructure is assumed to be setup
in a trusted preprocessing phase.) We note that an information theoretic
analogue also exists [26]. The round complexity of the above protocols is
O(t).

Assuming broadcast as a primitive in a point-to-point network was seen as non-
problematic. This is because Byzantine Agreement is achievable for all values of
t (with the added requirement of a trusted preprocessing phase in the case of
t>n/3).

Fairness: As we have mentioned above, fairness is also considered as an im-
portant goal in secure computation. Since the basic notion of fairness is not
achievable for all values of t, it takes on different meanings for different values
of t. We will single out a few forms of fairness. On the one extreme, we have
“complete fairness” that guarantees that if a corrupt party gets its output then
all honest parties also get their output. On the other extreme, we have “no fair-
ness” in which the adversary always gets its output and has the power to decide
whether or not the honest parties also get output. An intermediate notion that
we call “partial fairness” singles out a specified party such that if this specified
party is honest then complete fairness is achieved. On the other hand, if the
specified party is corrupt, then no fairness is achieved. Thus, fairness is partial.

1.2 Feasibility of Secure Computation

Wide-reaching results, demonstrating the feasibility of secure computation, were
also presented in the late 80’s. The most central of these are as follows:

1. For t < m/3, secure multi-party protocols with complete fairness (and guar-
anteed output delivery), can be achieved in a point-to-point network and
without any setup assumptions. This can be achieved both in the information
theoretic setting assuming private channels [4)8], and in the computational
setting (assuming the existence of trapdoor permutations)

2. For t < n/2, secure multi-party protocols with complete fairness (and guar-
anteed output delivery) can be achieved assuming the existence of a broad-

cast channel. This can be achieved in the infomation theoretic setting [27]

! The protocol of [16] uses oblivious transfer which can in turn be constructed from
trapdoor permutations. Alternatively, one can transform the protocol of [4] to the
computational model by encrypting all messages sent between players with public-
key encryption. This transformation assumes the existence of public-key encryption
only.
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and in the computational setting [16] with the same assumptions as above.
Alternatively, without assuming a broadcast channel, it can be achieved in a
point to point network assuming a trusted pre-processing phase for setting
up a public-key infrastructure (which is then used for running authenticated
Byzantine Agreement).

3. For t > n/2, secure multi-party protocols with partial fairness can be
achieved assuming a broadcast channel or a trusted pre-processing phase
(as in case (2)), and in addition the existence of oblivious transfer [T6/19/20].
Some works attempting to provide higher levels of fairness (e.g., ensuring
that the corrupted parties progress at the same rate towards their output as
the honest parties) also appeared [28[T4T72].

We note that in this case (of t > n/2) it is impossible to guarantee output
delivery (even given a broadcast channel). Therefore, this property is not
required (and some parties may not receive output at all).

We note that all of the above results consider a stand-alone execution of a multi-
party protocol only.

1.3 Byzantine Agreement and Secure Computation

There is a close connection between Byzantine agreement and secure multi-
party computation. First, Byzantine agreement (or broadcast) is used as a basic
and central tool in the construction of secure protocols. In particular, all the
feasibility results above assume a broadcast channel (and implement it using
Byzantine agreement or authenticated Byzantine agreement). Second, Byzan-
tine agreement is actually a special case of secure computation (this holds by
the standard definition taken for the case that ¢ < n/2 where output delivery
is guaranteed). Therefore, all the lower bounds relating to Byzantine agreement
immediately apply to secure multi-party computation. In particular, the Byzan-
tine agreement problem cannot be solved for any ¢ > n/3 [25]. Thus, it is also
impossible to achieve general secure computation with guaranteed output deliv-
ery in a point-to-point network for ¢ > n/3. On the other hand, for ¢t < n/2 it is
possible to obtain secure computation with guaranteed output delivery assuming
a broadcast channel. This means that in order to achieve such secure compu-
tation for the range of n/3 < t < n/2, either a physical broadcast channel or
a trusted pre-processing phase for running authenticated Byzantine agreement
must be assumed.

More recently, it was shown that authenticated Byzantine agreement cannot
be composed (concurrently or even in parallel), unless ¢ < n/3 [23]. This has
the following ramifications. On the one hand, in the range of n/3 <t < n/2, it
is impossible to obtain general secure computation that composes without using
a physical broadcast channel. This is because such a protocol in the point-to-
point network model and with trusted pre-processing would imply authenticated
Byzantine agreement that composes. On the other hand, as we have mentioned,
in the range of ¢ > n/2 the definitions of secure computation do not imply Byzan-
tine agreement. Nevertheless, all protocols for secure computation in this range
make extensive use of a broadcast primitive. The impossibility of composing
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authenticated Byzantine agreement puts this whole body of work into question
when composition is required. Specifically without using a physical broadcast
channel, none of these protocols compose (even in parallel). In summary, the
current state of affairs is that there are no protocols for secure computation
in a point-to-point network that compose in parallel or concurrently, for any
t > n/3. Needless to say, the requirement of a physical broadcast channel is very
undesirable (and often unrealistic).

1.4 Our Results

We present a mild relaxation of the standard definition of secure multi-party
computation that decouples the issue of agreement from the issue of secure multi-
party computation. In particular, our definition focuses on the central issues
of privacy and correctness. Loosely speaking, our definition is different in the
following way. As we have mentioned, for the case of ¢ > n/2, it is impossible to
guarantee output delivery and therefore some parties may conclude with a special
abort symbol L, and not with their output. Previously [15], it was required that
either all honest parties receive their outputs or all honest parties output 1A
Thus the parties all agree on whether or not output was received. On the other
hand, in our definition some honest parties may receive output while some receive
L, and the requirement of agreement is removed. We stress that this is the only
difference between our definition and the previous ones.

We show that it is possible to achieve secure computation according to the
new definition for any t < n and without a broadcast channel or setup assump-
tion (assuming the same computational assumptions made, if any, by corre-
sponding protocols that did use broadcast channels.) Thus, the lower bounds for
Byzantine agreement indeed do not imply lower bounds for secure multi-party
computation. We note that our results hold in both the information theoretic
and computational models.

A hierarchy of definitions. In order to describe our results in more detail, we
present a hierarchy of definitions for secure computation. All the definition fulfill
the properties of privacy and correctness. The hierarchy that we present here
relates to the issues of abort (or failure to receive output) and fairness.

1. Secure computation without abort: According to this definition, all parties
are guaranteed to receive their output. (This is what we previously called
“guaranteed output delivery”.) This is the standard definition for the case
of honest majority (i.e., t < m/2). Since all honest parties receive output,
complete fairness is always obtained here.

2. Secure computation with unanimous abort: In this definition, it is ensured
that either all honest parties receive their outputs or all honest parties abort.
This definition can be considered with different levels of fairness:

2 We note that in private communication, Goldreich stated that the requirement in [15]
of having all parties abort or all parties receive output was only made in order to
simplify the definition.
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a) Complete fairness: Recall that when complete fairness is achieved, the
honest parties are guaranteed to receive output if the adversary does.
Thus, here one of two cases can occur. Either all parties receive output
or all parties abort. Thus, the adversary can conduct a denial of service
attack, but nothing else. (This definition can only be achieved in the
case of t < n/2.)

b) Partial fairness: As in the case of complete fairness, the adversary may

disrupt the computation and cause the honest parties to abort without
receiving their prescribed output. However, unlike above, the adversary
may receive the corrupted parties’ outputs, even if the honest parties
abort (and thus the abort is not always fair). In particular, the proto-
col specifies a single party such that the following holds. If this party
is honest, then complete fairness is essentially achieved (i.e., either all
parties abort or all parties receive correct output). On the other hand,
if the specified party is corrupt, then fairness may be violated. That is,
the adversary receives the corrupted parties’ outputs first, and then de-
cides whether or not the honest parties all receive their correct output
or all receive abort (and thus the adversary may receive output while
the honest parties do not).
Although fairness is only guaranteed in the case that the specified party
is not corrupted, there are applications where this feature may be of
importance. For example, in a scenario where one of the parties may be
“more trusted” than others (yet not too trusted), it may be of advantage
to make this party the specified party. Another setting where this can be
of advantage is one where all the participating parties are trusted. How-
ever, the problem that may arise is that of an external party “hacking”
into the machine of one of the parties. In such a case, it may be possible
to provide additional protection to the specified party.

¢) No fairness: This is the same as in the case of partial fairness except
that the adversary always receives the corrupted parties’ outputs first
(i.e., there is no specified party).

We stress that in all the above three definitions, if one honest party aborts
then so do all honest parties, and thus all are aware of the fact that the
protocol did not successfully terminate. This feature of having all parties
succeed or fail together may be an important one in some applications.

3. Secure computation with abort: The only difference between this definition
and the one immediately preceding it, is that some honest parties may re-
ceive output while others abort. That is, the requirement of unanimity with
respect to abort is removed. This yields two different definitions, depend-
ing on whether partial fairness or no fairness is taken. (Complete fairness
is not considered here because it only makes sense in a setting where all
the parties, including the corrupted parties, either all receive output or all
abort. Therefore, it is not relevant in the setting of secure computation with
non-unanimous abort.)

Using the above terminology, the definition proposed by Goldreich [I5] for the
case of any t < n is that of secure computation with unanimous abort and
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partial fairness. Our new definition is that of secure computation with abort,
and as we have mentioned, its key feature is a decoupling of the issues of secure
computation and agreement (or unanimity).

Achieving secure computation with abort. Using the terminology introduced
above, our results show that secure computation with abort and partial fair-
ness can be achieved for any ¢ < n, and without a broadcast channel or a
trusted pre-processing phase. We achieve this result in the following way. First,
we define a weak variant of the Byzantine Generals problem, called broadcast
with abort, in which not all parties are guaranteed to receive the broadcasted
value. In particular, there exists a single value = such that every party either
outputs z or aborts. Furthermore, when the broadcasting party is honest, the
value = equals its input, similarly to the validity condition of Byzantine Gen-
erals. (Notice that in this variant, the parties do not necessarily agree on the
output since some may output x while others abort.) We call this “broadcast
with abort” because as with secure computation with abort, some parties may
output x while other honest parties abort. We show how to achieve this type
of broadcast with a simple deterministic protocol that runs in 2 rounds. Secure
multi-party computation is then achieved by replacing the broadcast channel in
known protocols with a broadcast with abort protocol. Despite the weak nature
of agreement in this broadcast protocol, it is nevertheless enough for achieving
secure multi-party computation with abort. Since our broadcast with abort pro-
tocol runs in only 2 rounds, we also obtain a very efficient transformation of
protocols that work with a broadcast channel into protocols that require only a
point-to-point network. In summary, we obtain the following theorem:

Theorem 1. (efficient transformation): There exists an efficient protocol com-
piler that receives any protocol II for the broadcast model and outputs a protocol
IT' for the point-to-point model such that the following holds: If II securely com-
putes a functionality f with unanimous abort and with any level of fairness, then
II' securely computes f with abort and with no fairness. Furthermore, if II tol-
erates up to t corruptions and tuns for R rounds, then II' tolerates up to t
corruptions and runs for O(R) rounds.

Notice that in the transformation of Theorem [, protocol II’ does not achieve
complete fairness or partial fairness, even if II did. Thus, fairness may be lost in
the transformation. Nevertheless, meaningful secure computation is still obtained
and at virtually no additional cost.

When obtaining some level of fairness is important, Theorem [0 does not
provide a solution. We show that partial fairness can be obtained without a
broadcast channel for the range of t > n/2 (recall that complete fairness cannot
be obtained in this range, even with broadcast). That is, we prove the following
theorem:

Theorem 2. (partial fairness): For any probabilistic polynomial-time n-party
functionality f, there exists a protocol in the point-to-point model for computing
f that is secure with abort, partially fair and tolerates any t < n corruptions.
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The theorem is proved by first showing that fairness can be boosted in the
point-to-point model. That is, given a generic protocol for secure multi-party
computation that achieves no fairness, one can construct a generic protocol for
secure multi-party computation that achieves partial fairness. (Loosely speaking,
a generic protocol is one that can be used to securely compute any efficient
functionality.) Applying Theorem [[]to known protocols for the broadcast model,
we obtain secure multi-party computation that achieves no fairness. Then, using
the above “fairness boosting”, we obtain Theorem 2. We note that the round
complexity of the resulting protocol is of the same order of the “best” generic
protocol that works in the broadcast model. In particular, based on the protocol
of Beaver et al. [3], we obtain the first constant-round protocol in the point-to-
point network for the range of n/3 <t < n/ZE’I That is:

Corollary 1. (constant round protocols without broadcast for t < n/2): As-
sume that there exist public-key encryption schemes (or, alternatively, assume
the existence of one-way functions and a model with private channels). Then,
for every probabilistic polynomial-time functionality f, there exists a constant
round protocol in the point-to-point network for computing f that is secure with
abort, partially fair and tolerates t < n/2 corruptions.

Composition of secure multi-party protocols. An important corollary of our result
is the ability to obtain secure multi-party protocols for ¢ > n/3 that compose
in parallel or concurrently, without a broadcast channel. Until now, it was not
known how to achieve such composition. This is because previously the broadcast
channel in multi-party protocols was replaced by authenticated Byzantine agree-
ment, and by [23] authenticated Byzantine Agreement does not compose even
in parallel. (Authenticated Byzantine agreement was used because for ¢ > n/3
standard Byzantine agreement cannot be applied.) Since we do not need to use
authenticated Byzantine agreement to obtain secure computation, we succeed in
bypassing this problem.

Discussion. We propose that the basic definition of secure computation should
focus on the issues of privacy and correctness (and independence of inputs). In
contrast, the property of agreement should be treated as an additional, and not
central, feature. The benefit of taking such a position (irrespective of whether
one is convinced conceptually) is that the feasibility of secure computation is
completely decoupled from the feasibility of Byzantine agreement. Thus, the
lower bounds relating to Byzantine agreement (and authenticated Byzantine
agreement) do not imply anything regarding secure computation. Indeed, as
we show, “broadcast with abort” is sufficient for secure computation. However,
it lacks any flavor of agreement in the classical sense. This brings us to an
important observation. Usually, proving a lower bound for a special case casts

3 For the range of t < n/3, the broadcast channel in the protocol of [3] can be replaced
by the expected constant-round Byzantine agreement protocol of Feldman and Mi-
cali [10]. However, there is no known authenticated Byzantine agreement protocol
with analogous round complexity.
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light on the difficulties in solving the general problem. However, in the case of
secure computation this is not the case. Rather, the fact that the lower bounds
of Byzantine agreement apply to secure computation is due to marginal issues
relating to unanimity regarding the delivery of outputs, and not due to the main
issues of security.

1.5 Related Work

Two recent independent results [T2JT3] study a problem similar to ours, although
apparently for different motivation. They construct protocols for weak Byzan-
tine Agreement for the cases of t > n/3 and then use this to obtain secure
computation without the use of a broadcast channel. In short, they achieve se-
cure computation with unanimous abort whereas we achieve secure computation
with abort. However, our protocols are significantly more round efficient. See the
full version of this paper for a careful and detailed comparison [I§].

1.6 Organization

Due to lack of space in this extended abstract, we omit the formal description
of the hierarchy of definitions of secure computation outlined in Section [L4l We
also omit the proofs of our constructions. We refer the reader to the full version
of our paper for these and other details [18].

2 Broadcast with Abort

In this section, we present a weak variant of the Byzantine Generals problem,
that we call “broadcast with abort”. The main idea is to weaken both the agree-
ment and validity requirements so that some parties may output the broadcast
value = while others output L. Formally,

Definition 1. (broadcast with abort): Let Pi,..., P,, be n parties and let P,
be the dealer with input x. In addition, let A be an adversary who controls up
to t of the parties (which may include Py). A protocol solves the broadcast with
abort problem, tolerating t corruptions, if for any adversary A the following three
properties hold:

1. Agreement: If an honest party outputs ', then all honest parties output
either ' or L.

2. Validity: If Py is honest, then all honest parties output either x or L.

3. Non-triviality: If all parties are honest, then all parties output x.

(The non-triviality requirement is needed to rule out a protocol in which all
parties simply output L and halt.) We now present a simple protocol that solves
the broadcast with abort problem for any t. As we will see later, despite its
simplicity, this protocol suffices for obtaining secure computation with abort.

Protocol 1 (broadcast with abort):
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e Input: P; has a value x to broadcast.

e The Protocol:
1. Py sends x to all parties.

2. Denote by x' the value received by P; from P in the previous round.
Then, every party P; (for i > 1) sends its value x* to all other parties.

3. Denote the value received by P; from P; in the previous round by x§ (recall
that z* denotes the value P; received from Py in the first round). Then, P;
outputs z* if this is the only value that it saw (i.e., if2* = 2& = -+ = xl).
Otherwise, it outputs L.

We note that if P; did not receive any value in the first round, then it
always outputs L.

We now prove that Protocol [[] is secure for any number of corrupted parties.
That is,

Proposition 1. Protocol [1 solves the broadcast with abort problem, and toler-
ates any t < n corruptions.

Proof. The fact that the non-triviality condition is fulfilled is immediate. We
now prove the other two conditions:

1. Agreement: Let P; be an honest party, such that P; outputs a value z’. Then,
it must be that P; received 2’ from P; in the first round (i.e., 2* = 2/).
Therefore, P; sent this value to all other parties in the second round. Now,
a party P; will output 27 if this is the only value that it saw during the
execution. However, as we have just seen, P; definitely saw 2’ in the second
round. Thus, P; will only output #7 if 27 = 2’. On the other hand, if P; does
not output 27, then it outputs L.

2. Validity: If P; is honest, then all parties receive x in the first round. There-
fore, they will only output = or L.

This completes the proof.

2.1 Strengthening Broadcast with Abort

A natural question to ask is whether or not we can strengthen Definition [ in
one of the following two ways (and still obtain a protocol for ¢ > n/3):

1. Strengthen the agreement requirement: If an honest party outputs a value z’,
then all honest parties output 2’. (On the other hand, the validity require-
ment remains unchanged.)

2. Strengthen the walidity requirement: If P is honest, then all honest par-
ties output z. (On the other hand, the agreement requirement remains un-
changed.)
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It is easy to see that the above strengthening of the agreement requirement
results in the definition of weak Byzantine Generals. (The validity and non-
triviality requirements combined together are equivalent to the validity require-
ment of weak Byzantine Generals.) Therefore, there exists no deterministic pro-
tocol for the case of t > n/3. Regarding the strengthening of the validity require-
ment, the resulting definition implies a problem known as “Crusader Agree-
ment”. This was shown to be unachievable for any ¢ > n/3 by Dolev in [9].
We therefore conclude that the “broadcast with abort” requirements cannot
be strengthened in either of the above two ways (for deterministic protocols),
without incurring a ¢ < n/3 lower bound.

3 Secure Computation with Abort and No Fairness

In this section, we show that any protocol for secure computation (with unan-
imous abort and any level of fairness) that uses a broadcast channel, can be
“compiled” into a protocol for the point-to-point network that achieves secure
computation with abort and no fairness. Furthermore, the fault tolerance of the
compiled protocol is the same as the original one. Actually, we assume that the
protocol is such that all parties terminate in the same round. We say that such
a protocol has simultaneous termination. Without loss of generality, we also as-
sume that all parties generate their output in the last round. The result of this
section is formally stated in the following theorem:

Theorem 3. There exists a (polynomial-time) protocol compiler that takes any
protocol IT (with simultaneous termination) for the broadcast model, and out-
puts a protocol II' for the point-to-point model such that the following holds:
If IT is a protocol for information-theoretically (resp., computationally) secure
computation with unanimous abort and any level of fairness, then II' is a pro-
tocol for information-theoretically (resp., computationally) secure computation
with abort and no fairness. Furthermore, II' tolerates the same number of cor-
ruptions as II.

Combining Theorem Bl with known protocols (specifically, [27] and [16]@), we
obtain the following corollaries:

Corollary 2. (information-theoretic security — compilation of [27]): For any
probabilistic polynomial-time n-ary functionality f, there exists a protocol in the
point-to-point model, for the information-theoretically secure computation of f
with abort and no fairness, and tolerating any t < n/2 corruptions.

Corollary 3. (computational security — compilation of [T6]): For any probabilis-
tic polynomial-time n-ary functionality f, there exists a protocol in the point-to-
point model, for the computationally secure computation of f with abort and no
fairness, and tolerating any t < n corruptions.

4 Both the [27] and [16] protocols have simultaneous termination
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Due to lack of space in this extended abstract, the proof of Theorem [3]is omit-
ted. Nevertheless, we present the motivation and construction of the protocol
compiler.

The Protocol Compiler: Intuitively, we construct a protocol for the point-to-
point model from a protocol for the broadcast model, by having the parties in the
point-to-point network simulate the broadcast channel. When considering “pure”
broadcast (i.e., Byzantine Generals), this is not possible for ¢ > n/3. However, it
suffices to simulate the broadcast channel using a protocol for “broadcast with
abort”. Recall that in such a protocol, either the correct value is delivered to all
parties, or some parties output L. The idea is to halt the computation in the
case that any honest party receives 1 from a broadcast execution. The point at
which the computation halts dictates which parties (if any) receive output. The
key point is that if no honest party receives L, then the broadcast with abort
protocol perfectly simulates a broadcast channel. Therefore, the result is that
the original protocol (for the broadcast channel) is simulated perfectly until the
point that it may prematurely halt.

Components of the compiler:

1. Broadcast with abort executions: Each broadcast of the original protocol (us-
ing the assumed broadcast channel) is replaced with an execution of the
broadcast with abort protocol.

2. Blank rounds: Following each broadcast with abort execution, a blank round
is added in which no protocol messages are sent. Rather, these blank rounds
are used by parties to notify each other that they have received L. Specifi-
cally, if a party receives L in a broadcast with abort execution, then it sends
1 to all parties in the blank round that immediately follows. Likewise, if a
party receives L in a blank round, then it sends | to all parties in the next
blank round (it also does not participate in the next broadcast).

Thus each round of the original protocol is transformed into 3 rounds in the
compiled protocol (2 rounds for broadcast with abort and an additional blank
round). We now proceed to formally define the protocol compiler:

Construction 2 (protocol compiler): Given a protocol II, the compiler pro-
duces a protocol II'. The specification of protocol II' is as follows:

e The parties use broadcast with abort in order to emulate each broadcast
message of protocol II. Each round of II is expanded into 3 rounds in II':
broadcast with abort is run in the first 2 rounds, and the third round is a
blank round. Point-to-point messages of II are sent unmodified in II'. The
parties emulate II according to the following instructions:

1. Broadcasting messages: Let P; be a party who is supposed to broadcast a
message m in the j™ round of IT. Then, in the j** broadcast simulation
of II' (i.e., in rounds 3j and 35+ 1 of II'), all parties run an execution
of broadcast with abort in which P; plays the dealer role and sends m.
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2. Sending point-to-point messages: Any message that P; is supposed to send
to P; over the point-to-point network in the j*" round of II is sent by P;
to P; over the point-to-point network in round 3j of II'.

3. Receiving messages: For each message that party P; is supposed to receive
from a broadcast in II, party P; participates in an execution of broadcast
with abort as a receiver. If its output from this execution is a message m,
then it appends m to its view (to be used for determining its later steps
according to IT).

If it receives L from this execution, then it sends L to all parties in the
next round (i.e., in the blank round following the execution of broadcast
with abort), and halts immediately.

4. Blank rounds: If a party P; receives L in a blank round, then it sends L to
all parties in the next blank round and halts. In the 2 rounds preceding the
next blank round, Party P; does not send any point-to-point messages or
messages belonging to a broadcast execution. (We note that if this blank
round is the last round of the execution, then P; simply halts.)

5. Output: If a party P; received L at any point in the execution (in an
execution of broadcast with abort or in a blank round), then it outputs
L. Otherwise, it outputs the value specified by II.

In order to prove the security of the compiled protocol, we show how to transform
an ideal-model simulator for the original protocol into an ideal-model simulator
for the compiled protocol. Although intuitively this seems straightforward, the
actual proof is quite involved. See the full version for details.

4 Secure Computation with Abort and Partial Fairness

In this section we show that for any functionality f, there exists a protocol for
the computationally secure computation of f with abort and partial fairness,
and tolerating any ¢ < n corruptions. (This construction assumes the existence
of trapdoor permutations.) Furthermore, for any functionality f, there exists a
protocol for the information-theoretically secure computation of f with abort
and partial fairness (and without any complexity assumptions), tolerating any
t < n/2 corruptions.

We begin by motivating why the strategy used to obtain secure computa-
tion with abort and no fairness is not enough here. The problem lies in the
fact that due to the use of a “broadcast with abort” protocol (and not a real
broadcast channel), the adversary can disrupt communication between honest
parties. That is, of course, unless this communication need not be sent over the
broadcast channel. Now, in the definition of security with abort and partial fair-
ness, once an honest P; receives its output, it must be able to give this output
to all honest parties. That is, the adversary must not be allowed to disrupt the
communication, following the time that an honest P; receives its output. This
means that using a “broadcast with abort” protocol in the final stage where the
remaining parties receive their outputs is problematic. We solve this problem
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here by having the parties compute a different functionality. This functionality
is such that when P; gets its output, it can supply all the other parties with their
output directly and without broadcast. On the other hand, P; itself should learn
nothing of the other parties’ outputs. As a first attempt, consider what happens
if the parties compute the following instead of the original functionality f:

First attempt:

Inputs: T = (x1,...,2p)
Outputs:

e Party P; receives its own output fi(Z). In addition, for every
i > 1, it receives ¢; = f;(T) @ r; for a uniformly distributed r;.

e For every ¢ > 1, party P; receives the string r;.

That is, for each ¢ > 1, party P; receives a random pad r; and P; receives
an encryption of P;’s output f;(Z) with that random pad. Now, assume that
the parties use a protocol that is secure with abort and no fairness in order to
compute this new functionality. Then, there are two possible outcomes to such a
protocol execution: either all parties receive their prescribed output, or at least
one honest party receives L. In the case that at least one honest party receives
L, this party can notify P; who can then immediately halt. The result is that
no parties, including the corrupted ones, receive output (if P; does not send
the ¢; values, then the parties only obtain r; which contains no information on
fi(Z)). In contrast, if all parties received their prescribed output, then party P;
can send each party P; its encryption ¢;, allowing it to reconstruct its output
fi(Z). The key point is that the adversary is unable to prevent P; from sending
these ¢; values and no broadcast is needed in this last step. Of course, if P, is
corrupted, then it will learn all the corrupted parties’ outputs first. However,
under the definition of partial fairness, this is allowed.

The flaw in the above strategy arises in the case that P; is corrupted. Specif-
ically, a corrupted P; can send the honest parties modified values, causing them
to conclude with incorrect outputs. This is in contradiction to what is required
of all secure protocols. Therefore, we modify the functionality that is computed
so that a corrupted P, is unable to cheat. In particular, the aim is to prevent the
adversary from modifying ¢; = f;(T) ®r; without P; detecting this modification.
If the adversary can be restrained in this way, then it can choose not to de-
liver an output; however, any output delivered is guaranteed to be correct. The
above-described aim can be achieved using standard (information-theoretic) au-
thentication techniques, based on pairwise independent hash functions. That is,
let H be a family of pairwise independent hash functions h : {0, 1}¥ — {0, 1}*.
Then, the functionality that the parties compute is as follows:

Functionality F':

Inputs: T = (x1,...,2n)
Outputs:
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e Party P) receives its own output f;(Z). In addition, for every
i > 1, it receives ¢; = f;(T) @ r; for a uniformly distributed r;,
and a; = h;(¢;) for h; €g H.

e For every ¢ > 1, party P, receives the string r; and the description
of the hash function h;.

Notice that as in the first attempt, P; learns nothing of the output of any honest
P; (since f;(T) is encrypted with a random pad). Furthermore, if P; attempts to
modify ¢; to ¢; in any way, then the probability that it will generate the correct
authentication value a = h;(c;) is at most 2% (by the pairwise independent
properties of h;). Thus, the only thing a corrupt P; can do is refuse to deliver
the output. Using the above construction, we obtain the following theorem:

Theorem 4. For any probabilistic polynomial-time n-ary functionality f, there
exists a protocol in the point-to-point model for the computationally secure com-
putation of f with abort and partial fairness, and tolerating any t < n corrup-
tions. Furthermore, there exists a protocol in the point-to-point model for the
information-theoretically secure computation of f with abort and partial fair-
ness, and tolerating any t < n/2 corruptions.

Acknowledgements. We would like to thank Oded Goldreich for many helpful
discussions.
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Abstract. Data warehouses have become extremely important to sup-
port online analytical processing (OLAP) queries in databases. Since the
data view that is obtained at a data warehouse is derived from multiple
data sources that are continuously updated, keeping a data warehouse
up-to-date becomes a crucial problem. An approach referred to as the in-
cremental view maintenance is widely used. Unfortunately, a precise and
formal definition of view maintenance (which can actually be seen as a
distributed computation problem) does not exist. This paper develops a
formal model for maintaining views at data warehouses in a distributed
asynchronous system. We start by formulating the view maintenance
problem in terms of abstract update and data integration operations and
state the notions of correctness associated with data warehouse views.
We then present a basic protocol and establish its proof of correctness.
Finally, we present an efficient version of the proposed protocol by incor-
porating several optimizations. So, this paper is mainly concerned with
basic principles of distributed computing and their use to solve database
related problems.

1 Introduction

Context of the study: As the capability for storing data increases, there is a
greater need for developing analysis tools that provide aggregation and summa-
rization capabilities. In the context of databases, a new class of query processing
referred to as OLAP (OnLine Analytical Processing) has emerged for aggregating
and summarizing vast amount of data. A typical example of an OLAP query is to
identify total sales for a product type in a geographic region over a specific period
of time. As this example illustrates, since OLAP queries need to scan the data
for aggregation, executing them on traditional DBMSs will adversely impact the
OLTP (OnLine Transaction Processing) workload, which typically consists of
short update transactions. Furthermore, enterprise wide data is typically stored
on multiple database repositories. Such geographical distribution leads to expen-
sive distributed processing for OLAP queries which demand interactive response
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times. Unlike the OLTP workloads where up-to-date data is mandatory, OLAP
queries typically involve historical data which need not be absolutely up-to-date.
This property of OLAP queries has resulted in the emergence of the notion of
data warehouses.

Data warehouses exploit the lack of strict currency requirement of OLAP
queries by creating a redundant view of the data that is derived from the data
repositories or multiple DBMSs comprising an enterprise. In the context of re-
lational DBMSs, this view is specified in terms of an SPJ-expression (select-
project-join) over the multiple relations contained in the data repositories. Once
the view is created, a critical issue is how to keep the view both consistent as
well as approximately current with respect to the changes that occur in the data
sources from which the view is derived. One possibility is to re-compute the entire
view periodically, e.g., daily, weekly, or monthly. However, such re-computation
is unnecessary and wasteful [§]. Instead the view can be maintained incremen-
tally. That is, a view is created initially. Subsequently, whenever changes occur
at the data sources, a view maintenance algorithm is initiated to determine the
incremental changes (both augmentation as well as removal) to the base view.
Numerous protocols have been proposed to find efficient solution to the incremen-
tal maintenance problem (e.g., [2[6l0IT4T8]). However, most of these approaches
are database centric and fail to clearly formalize the problem resulting in subtle
inefficiencies as well as ad-hoc restrictions on the system.

Content of the paper: The aim of this paper is to use basic principles of dis-
tributed computing to address and solve the view maintenance problem. In
that sense, the paper lies at a “borderline” where distributed computing and
databases cross. So, since view maintenance involves multiple data sources in an
asynchronous environment, we formulate this problem as a distributed compu-
tation problem using notions from distributed algorithms and distributed com-
puting. Our goal is to obtain a formal understanding of the system components
of a data warehouse architecture much in the same way as concurrency control
theory does that for database management systems.

To attain this goal, the paper starts by providing a precise definition of the
notion of views in terms of abstract operations with well-defined properties,
stating the safety and liveness requirements that provide an abstract and well-
defined specification of the problem. Then, the paper introduces an algorithm
along with its proof of correctness. Note that very few attempts have been made
in the data warehouse literature to define and formally prove the correctness of
view maintenance algorithms in asynchronous environments. Furthermore, most
data warehousing system architectures require the FIFO property for commu-
nication channels between the warehouse and the data sources. The proposed
algorithm imposes no such restriction. It is simple, powerful, proved correct and
can be generalized to address multi-term view. Hence, the results presented in
the paper are (1) a precise (and abstract) definition of the data warehouse view
maintenance problem, and (2) a new simple and efficient view maintenance pro-
tocol with its proof.
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Roadmap: The paper is made up of six sections. Section [2 introduces the un-
derlying data/query model. Section [3 provides a specification of the data view
management problem. Then, Section @] presents and proves correct a data view
management protocol. Section [J presents the case of multi-term views. Finally,
Section [6] provides a few concluding remarks.

2 The Model

The system model we consider is based on the data warehouse architecture [2]
17118]. The system consists of two types of components: the data sources and
the data warehouse. We assume that there are n distinct data sources, which can
be modeled as data objects denoted x1,...,x,. These data objects are updated
independently of each other as a result of transactions. Note that in this paper we
consider transactions that are restricted to a single data source. In [17], Zhuge et
al. first develop this model and then generalize it to settings where transactions
access multiple data sources on different sites. Our future work will expand our
approach to include this generalized model. From a database perspective, x; can
be correlated with a relation in a DBMS. The data warehouse can be modeled
as a function F' whose current value depends on the current state of all data
objects x;.

Data Sources: A data object x; can be updated by transactions issued by its
clients. There are two types of update operations, denoted @ and &. These
operations are such that:

— @ and © are inverse of each other: @' = © and ©~! = @ (this means that
(adb=c) < (a=ceb). Let L be the value such that Va : (a ® L =
ao Ll =a).

— @ is associative (this means that ((a ®@b)®c) = (a® (bDc))).

In database terminology, the @ operation can be viewed as an insertion of a tuple
in a relation whereas & can be viewed as a deletion of a tuple from the relation. A
data object x; is accessed by one operation at a time. Let ¢t = 1,2, ... represents
the time progression. The local history h; of x; [i]s the sequence of values taken
t

by z; at different time instants. It is denoted (x;

is not updated between t1 and t2, we have acgﬂ} = xEtlH] =... = xEtZ]. It is
assumed that Vi : V¢ : [L’Et] /=L. Note that x; is sometimes used to denote the
data variable, and sometimes to denote its value. This is done according to the

context and when there is no ambiguity.

)i=1,2,... Let us note that if z;

Data Warehouse: The data warehouse (DWH) provides its clients (when they
query it) with the value of a function F' defined on the data objects x1, ..., z,.
It is assumed that DWH processes one query at a time. This means that the

! This is sometimes called stuttering. The important point is that h; includes all the
updates of x;.
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execution of DWH can be modeled as a sequence of values taken by F', namely
the sequence of values returned by the queries. Let us now define the type of the
functions F' that will be supported by DWH. Let ® be an operation that is:

— associative (a® (b®c¢) = (a®b)® ¢),

— commutative (e ® b =b® a), and

— distributive over @ and & (a ® (b op ¢) = (a ® b) op (a ® ¢)) where op is
either @ or . Let us note that we consequently have a ® L = 113

In relational database terminology, the ® can be viewed as a join operation
among multiple relations. At an abstract level, the join operation corresponds
to a cross-product of tuples in two relations. However, it is often used with a
conditional operator (e.g., equality) so that the number of tuples in the output
is limited. Let a term be the product (®) of a subset of the data objects, e.g.,
T2 ® T5 ® xg is a term. The functions F we consider are sums (@) of such
terms. Here is an example of such a function on six data objects F(x1,...,zs) =
(22 @ x5 Qa6) D (21 @ T2 @y R x5) ® (23 @ x6). Typically, the data warehouse
function F involves a single term which is a join operation on n relations.

3 The View Management Problem

The View Management problem is concerned with the queries issued by the
clients of DWH. Let a view be the result returned by a query. Intuitively, the views
have to be consistent with respect to the data values, and, as time progresses,
they have to incorporate the updates that have been applied to the data. More
formally, we express the View Management problem as a set of three properties
we name Validity, Order Consistency and Up-to-dateness. The first two are safety
properties, while the third is a liveness property. They are defined as follows.

— Validity. A view f obtained by a query is such that f = F(ac[ltl], o ,x%"]),
where Vi € [1..n], t; € [1,2,...) (the value Q:Eti] appears in the history of the
data object x;).

Validity states that a query always returns a meaningful value.

— Order Consistency. Let ¢ (resp. g2) be a query that returns the value f1 =
F(:zc[lﬂl]7 e 733?51"]) (resp. the value f2 = F(ac[ltm7 . ,x[f"])). If f1 appears
before f2 in the history of DWH, then Vi € [1..n], t1; < 2.

Order consistency means that the values returned by a sequence of queries
are consistent with respect the local history of each data object x;.
— Up-to-dateness. Let us assume an infinite sequence of queries. Vi € [1..n],

Vt € [1,2,...), there is a query that returns f = F\(... ,th ], .. with ¢ > ¢.
Up-to-dateness states that, provided there are enough queries, any update
of a data object z; will be used to compute a view, or will be overwritten by

a more recent update.

2 Let us remark that, due to the properties we assume, the operations @ and ® define
a ring mathematical structure.
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Specifying a problem as a set of abstract properties is important for several
reasons. First, it does not attach the problem to a specific context or a specific
set of mechanisms that allow to solve it. Then, it allows the protocol designer to
provide a formal proof of its solution: showing that a particular protocol solves
the view maintenance problem requires to establish that any of its execution
satisfies the Validity, Order Consistency and Up-to-dateness properties.

The updates at the data sources can be handled at the data warehouse in
different ways. Depending on how the updates are incorporated into the view
at the data warehouse, different notions of consistency of the view have been
identified in [11l[18]. Convergence where the updates are eventually incorporated
into the materialized view. Strong consistency where the order of state transfor-
mations of the view at the data warehouse corresponds to the order of the state
transformations at the data sources. Complete consistency where every state of
the data sources is reflected as a distinct state at the data warehouse, and the
ordering constraints among the state transformations at the data sources are
preserved at the data warehouse. These notions are different from the ones we
have proposed. Our proposed notions are based on when the state of the ware-
house is queried. In contrast, the database notions are based on the state of the
data warehouse. We feel that the former is more appropriate since it imposes
weaker constraints on the maintenance algorithnt.

4 The Case of a Simple View (Single Term)

This section presents a protocol that solves the view maintenance problem when
the function F' is a single term. So, without loss of generality, this section con-
siders that F(x1,...,2n) = 1 ® ... ® Z,. (The case where F includes several
terms is considered in [3].)

4.1 Preliminaries

We consider a distributed system in which each data object x; is located on a
distinct node. So, from now on, x; is used to denote both a data object and the
node where it is located. Moreover, the DWH entity is assumed to be located on
another node. The nodes communicate through reliable (not necessarily FIFO)
channels. The nodes are assumed to be reliable. We assume an asynchronous
system, i.e., there is no bound on processing time and message transfer delays.
There are two extreme solutions. One is to have a DWH node that is “memo-
ryless”: each time it is queried, it asks the data sources and computes the value of
F according to the values it gets. The other is to maintain a copy of every data x;
at the DWH node. These solutions are highly inefficient, in terms of communica-
tion (former solution) or storage (latter solution). That is why an “incremental’
data view computation has been proposed by several authors [26/17/8/14/18/11]

3 In the presence of an infinite number of queries, it is possible to show that the
proposed specification implies strong consistency.
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15]. In general, these approaches maintain at the DWH node the last computed
value of F', and only compute the corresponding Ar when a data object x; is
updated to a new value x; @ ;. More precisely, let Fyp = F(x1,...,%,...,%y).
The idea is for DWH to only compute (with the help of the data nodes) the value
Apr such that

F(.’L‘l,...,l‘i@éi,...,l'n) :FQ@AF

The main problem that needs to be addressed concerns the view maintenance in
the presence of concurrent updates to different data objects. If two data objects,
e.g., z; and x;, are concurrently updated to x; ® §; and x; @ J;, the values Ap
that are computed must ensure that the values obtained by the queries at DWH
are always valid, order consistent and up-to-date.

4.2 The Basic Protocol

This section introduces a basic (abstract) protocol solving the view maintenance
problem. The protocol is abstract [10] in the sense it uses a token that perpetu-
ally moves on a directed ring made up of the data nodes. The ring assumption
and the perpetual motion of the token are only used to provide a simple pre-
sentation of the protocol principles. So, after having presented and proved the
protocol expressed in such an abstract way, the simplifying assumptions (ring
and perpetual motion of the token) are eliminated to provide a (concrete) more
efficient protocol (Section [A4]) that does not require data nodes to know each
other, and that is quiescent (i.e., there is no activity when there are neither data
update nor queries).

So, let us assume that the data nodes z1,...,z, define a ring. For any node
x;, the function next_data gives the data node that follows x; on the ring.

The “no concurrent updates” case: Let us consider the case where a single
data object z; is updated to x; @ d;. As the value F(z1,...,2;,...,Z,) is kept
by DWH, the aim is to compute Ap such that F(zq,...,2; ® &,...,2n) =
F(z1,...,2...,2,) ® A, and to supply the DWH with it.

A simple idea is the followinﬂ. Let the token start from x; and carry the value
d;. The token goes to x;=next_data(x;). When it receives the token, the node z;
computes z; ® J;, and sends the token with this new value to xy=next_data(z;),
and so on. When, the token returns to z;, it carries the value r1 ® ... ® x;_1 ®
0; ® Tit1 ® Tp, which (as shown by the proof) is Ap. So, when it receives the
token, the node z; has only to send the token value to DWH.

The “concurrent updates” case: Allowing concurrent computations of the Ap
increments corresponding to concurrent updates (e.g., z; +¢; and z; + ;) poses
difficult problems. In order to compute the correct Ap, each of the following
terms z; ® 05, z; ® 0;, and J; ® J;, must be taken into account exactly once.
The concurrency of the computations induced by the updates can produce a

4 This idea has been used in several protocols, with an implementation that is not
ring/token-based.
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Ap including twice the term 0; ® 6; (the situation is worse if there are more
concurrent updates). This is called an error term, and a main challenge for the
protocols that allow multiple Ar computations due to concurrent updates is to
appropriately manage the error terms.

Here, we solve the problem posed by concurrent updates with a pipelining
technique. More precisely, the token is an array token[l..n] with one entry per
data. The entry token[i] plays the role of the simple token of the “no concur-
rent updates” case as far as x; updates are concerned. As we will see, this is
particularly efficient.

The previous idea is implemented as follows. The token (initially equal to
[L,...,L]) and a sequence number generator sn (initialized to 0) are initially
placed on a data node, and then move perpetually on the ring. The sn variable
is used to order the successive values of Ap that are computed; they are sent
by the data nodes to DWH and will be denoted AL, A2, ... Initially DWH keeps
the value of the initial view, namely fo = F(v1,...,v,) (where v; is the initial
value of z;). Then, it proceeds incrementally: when it receives A%, it computes
fo = fo—1 ® A% (the sequence numbers allow it to consider the received Ap
increments in the correct order).

A single term protocol: The protocol is described in Figure [ It is made up
of three parts. Two describe the behavior of a node z;: what it does when it
receives the pair (token, sn), and what it does when z; is updated. The third
part describes the behavior of DWH when it receives a Ap value. The lines T4+
[ correspond to the previous discussion on the incremental behavior of DWH.
Tts local variable next_sn (initialized to 0) allows it to correctly order the Ap
increments.

In addition to x;, the manager of ; maintains a local variable A; (initialized
to L). This variable is used to record updates of x; between two consecutive
visits of the token. More precisely, each time the token leaves the x; node (line
[Q), A; is reset to L (line[d). Then, A; aggregates the updates of x; (line [[3)
until the next visit of the token. (When we consider an update of x; (lines [II}
[[3), we only consider the case of the & operation, as the & operation can be
expressed from @ as it is its inverse.)

The behavior of the node z; when it receives the pair (token,sn) can be
decomposed into two parts. In the first part (lines 2Ha), the node provides DwH
with the next Ap value, if necessary. After a full revolution of the token from x; to
itself, the tokenli] entry contains the increment Ap corresponding to the previous
A; multiplied by the value of each other z; when the token visited it. If A; was
null (a L value), then Ap is null and no message is sent to DWH. Basically, this
part (together with the perpetual motion of the token, line [[0)) ensures the Up-
to-dateness property (liveness). The second part (lines BHITO) concerns the token
management, and basically ensures the Validity and Order Consistency properties
(safety). In this part, the x; node updates each token entry: (1) token[i] at
line [6] which corresponds to the new updates, and (2) token[j], j /=, at lines
which corresponds to the effects of z; on updates of other nodes. Let us
consider the case where a single data object z, is updated (hence Ay /=, while
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(1) when token_sn(token, sn) is received by x;:

(2) let Ap = token[i];

(3) if (Ar /=) then sn <+ sn+1;

(4) send incr (Ap, sn) to DWH

(5) endif;

(6) token[i] + A

(7) Vi e l.n],j /=%:

(8) do token[j] + (token[j] ® (z; © Az)) enddo;
(10)  send token_sn (token, sn) to next_data

(11) when update (9;) is received by z;:
(12) T; <— x; D 51‘;

4) when incr (Ar, sn) is received by DWH:
5)  wait (next_sn = sn);

6) [« DA

7)  next_sn < next_sn+1

Fig. 1. An Basic Single Term View Maintenance Protocol

Vj /% : A; = 1). Then, starting from xj, we have Vj /% : token[j] = L, and
token[k] = Aj. When the token moves along the ring, we have: Vj /% : token][j]
remains equal to L, while token[k] is updated at line B by each visited node as
follows token[k] < (token[k] @ z;). Consequently, when the token returns to the
node zy, we have token[k] = 1 ® -+ @ Tj—1 ® A ® Tp41 @ Tp, and xy sends
this value to DWH as the next Apg.

Remark. The protocol aggregates all the updates (d;1,9;2,...) on x; that
occur between two consecutive visits of the token, and considers them as a single
update, namely A;. If we do not want to allow the gathering of consecutive
updates (J;) into a “big” update (4;), each data node x; can use a list recording
its successive §; updates, and define A; at line [3] as the first ¢; of the list not
yet considered. End of remark.

Latency of the basic protocol: We evaluate here the time latency of the protocol
as the time that elapses between an update to the time when its effects are
incorporated at DWH. We assume that each message takes one time unit, and
that processing takes no time. Let us consider the two following extreme cases.

Case 1: a single data object has been updated. In that case, the token has
to arrive at the corresponding node, then the token has to complete a turn of
the ring. Moreover, an incr message has then to be sent. This means that, in the
worst case, 2n time units are required.
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Case 2: each data object has been updated. It easy to see that in that case
2n time units are also required. This means that, in that case, the average cost
of an update is 2 time units.

Section 4 presents improvements that provide an efficient version of the
protocol that reduces the cost to n time units in Case (1), while not increasing
it in Case (2).

4.3 Correctness Proof

Theorem 1. The protocol described in Figure [l solves the view maintenance
problem.

Proof We have to show that the protocol satisfies the Validity, Order Consistency
and Up-to-dateness properties described in Section[3l The proof uses the following
notation: Vi € [1.n]: Vk € Z: xiyppn = ;.

Let us define a virtual time notion as follows: the time progress is measured
as the number of steps performed by the token. Hence, at t = 1 the token is in
x1’s possession, at t = 2, the token is held by zo, at ¢ the token goes for the
((t +mn) + 1)th time to the site site T(;—1)modn+1 = Tt-

Let us rewrite (:cgt])tzo as the local history of x; sampled every n time units
(n is the time duration for a complete tour of the ring by the token). This means

that the semantics of xgﬂ is as follows: for any k € N, xEHk”] = a:EHk”H] =

i+kn+n—1 . . . .

= xEH nn ], meaning that, from an external observer point of view, x; is
. i+kn] .
seen as constant during a tour, and xEH " includes all the updates made on x;

during the kth tour of the ring (these updates are locally kept at the node x; in
A;). We also define for convenience of the proof x[t] = 1:[0] vt < 0.

The proof basically follows from the following clalm.

Claim: At step t,

1. The value computed on the DWH based on all messages for steps up to ¢t — 1
satisfies: f-U = (21 @ 2y ® -+~ @z, 77,

2. The token value received by the data manager of z; (with ¢ = (t—1)modn+1)
is the array:

token|i] = (i g gl QT ® Tl ®Tip1 ® -+ @ Tp) ™
token[i +1] = (z' ;" 02! @1 @ - @21 @i @ - @ 3yl
tokenli — 2] = <x£t:5] o) @@
token[i — 1] = (z; [7 @az[t " 1])

Using this Clalm the proposed protocol trivially satisfies Validity, since any
query returns an f =, <i<n® 2 for some t.

Order Consistency is ensured because the DWH always updates its state from
1 to fI¥'1 with ¢ > ¢. This means that if DWH procebbeb the query g1 before
the query q2 and if ¢l returns fll = (®1<1<n ) then ¢2 will return fIf'l =

(®1<Z<n ) such that ¢’ > t.
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For Up-to-dateness, let us observe that, the token turning endlessly on the
ring, any update is taken into account in the token during one on its turns
on the ring, say during tour k. Then, this modification will be committed on
DWH at the latest in the value fI++D*n+1] ysing the first item of the claim.

Proof of the claim:

e Initialization. The token is initialized to [L,..., L]. Since L is the zero of
the @ operation, during the first tour, the value on DWH remains unchanged.
As it is initialized to @, ;< xEo], the first item of the claim holds for 1 <t < n.
The second item is satisfied for ¢ = 1 because there are no changes for x; before
t=0.

e Induction. Let us suppose that the two items are satisfied until some t > 0,

and let us show that they hold for ¢ + 1. Let i = (¢t — 1) mod n + 1.
1. There are two cases corresponding the test at line Bl If token([i] is equal to L,
it means that p; had no update to commit the previous time it got the token.
Hence x; was not modified at time ¢ — n, and no update is needed on the DWH ;
therefore, the first item of the claim holds for ¢ + 1.

If token[i] contains a value, the x; data manager sends the value Ap =
tokenli] to DWH(line b)) with an incremented sequence number. DWH adds it to
its current view of the product at line[Id. Due to the sequence number synchro-
nization (line [[H)), and using the induction hypothesis on the token shape, the
new value computed at line [I6lis :

f/ — f[t—l] ® (xgtfn] o) $£t72n]) ® (-Tl ® RTi1OTi1® - @ xn)[t—n—l]
and, by the induction hypothesis on fl} we get:

fr=@e- o)t Ve el e@me on10nn0 8
)=,

But, for any z; (j /=) the values of z; are equal at times t —n and t —n—1
[¢]

(definition of x;"), so the previous expression reduces to:
[t—n—1] [t—2n]

=@ - 0n @m0l e ( oz o),
Since xgtfnfll = a:gt*zn], we conclude that the new value f/ computed by
DWH is equal to f[¥/, which proves the first item of the claim.

2. Then, the data manager multiplies each other term by its old value of z; (lines
[R), that is the value that does correspond to dates t —1, ¢t —2, ..., t —n. Hence,

the token is now made up of the following values:

token[i + 1] = (xEtJ:anrl] o xgt—znﬂ]) QTR T QT2 ® -+ ® mn)[t—n-i-l]
token[i — 2] = (:rgt__;} S xgt__;_Q]) ®(zi_q ® x;)lt2

token[i — 1] = (l"gt—_ll] = IEt—_ln_l]) ® ()1,

Finally, the data manager of x; updates token[i] to (l‘gﬂ o xEtin]) = Agﬂ
(line[@) before sending the token to x;1(that is x;41). Since the time increases
one tick at each token move, it follows that ;. will get a token of the same

shape, thus proving the second part of the claim. End of the proof of the claim.

DTheorem |I|
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4.4 An Efficient Protocol

This section presents a version of the basic protocol in which (1) the data nodes
are not required to know each other, and (2) each query/update gives rise to a
finite number of control messages (this means that the protocol eventually stops
sending message if there is no more query or updateﬁ).

So the goal is to suppress (1) the ring and (2) the perpetual motion of the
token. Issue (1) can easily be realized by structuring the system as a star whose
center is the DWH node: each data object x; sends messages only to (and re-
ceives only from) DWH. (Interestingly, this makes useless the sequence numbers
used in Figure[l) Issue (2) deals also with efficiency. There are several possible
approaches to address it. One is for a data node z; to query the DWH node to
get the token when x; has been updated. According to the quality of service
desired for the up-to-dateness of F', the data nodes can require the token each
time their data is updated, or only after some “quantity” of updates have been
done (“data update-driven” refreshing of F'). Another approach could be for the
DWH node to entail a token motion periodically or each time the value of F' is
queried by its clients (“DWH-driven” refreshing of F').

Here we describe a protocol (Figure[2) that implements the data-driven up-
date approach. When compared with the basic protocol, the main modifications
concern DWH.

Behavior of a data node: (Lines[IHIZ) When z; is updated, the data node requests
the token by sending a message to DWH (line [[0). When it receives the token
(that now no longer carries a sequence number generator), the data node x;
updates appropriately the token entries (i.e., as in the basic protocol, see lines

i), and sends back the token to DwH (line [H).

Behavior of the DWH node: (Lines[I3H36) DWH manages the following local vari-
ables and uses two functions:
- pendingl[l..n] is a boolean array, such that pending[i] = true means that x; has
required the token (in order the increment Ap due to the update A; be taken
into account).
- holder contains the identifier of the current token owner (€ [1..n]). When no
token is running, holder = —1.
- succ(?) (line B0) is a function that returns the data node that follows the node
x; on the “ring”.
- next_holder() (lines BI}36]), assumes that x; was the previous token holder, and
delivers the next token holder (according to the position on data nodes on the
“ring”), or —1 if the token has not been requested by a data node.

When DWH receives a request for the token from z; (line [3)), it creates a
token and sends it back to x; if there is no token (lines [[AHTH). Otherwise, it
records the fact that x; has required the token (line [I7).

5 The property for a protocol to eventually stop sending control messages when they
are no more request (update/query) is sometimes called quiescence [5].
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(1) when token_sn(token) is received by z;:

(2) token[i] < Aj;

(3) Vj € [1..n],j /=%: do token[j] < (tok:en[j] ® (z; © Az)) enddo;
(4) A; J_;

(5) send token_sn (token) to DWH;

(6) sent_request; <— false

(7) when update (9;) is received by x;:

(10)  if (—sent_request;) then send request (i) to DWH;

(11) sent_request; < true

(12)  endif

(13) when request (i) is received by DWH:

(14)  if (holder = —1) then holder <+ i;

(15) token + [L,..., 1] % create a token %
(16) send token_sn (token) to z;

(17) else pending[i] < true

(18)  endif

(19) when token_sn (token) is received by DWH from z;:
(20) let Ap = token[succ(i)];

(21) if (Ar /=) then [+ f® Ap;

(22) token[succ(i)] « L

(23)  endif;

(24)  if (token /=l],...,1]) then holder + succ(i)

(25) else holder < next_holder()
(26)  endif;

(27)  if (holder /=1) then pending|holder] < false;
(28) send token_sn (token) to Thoider
(29) endif

(30)  function succ(i) returns ((z mod n) + 1)

(31)  function next_holder(i):

(32) Y < 1 % x; was the previous token holder %

(33) repeat y + succ(i) until (y =4 V pending[z]) endrepeat;
(34) if (y = 4) then returns (—1)

(35) else returns (y)

(36) endif

Fig. 2. A Quiescent Single Term View Maintenance Protocol

When DWH receives the token from x; (line [[9)), it first incrementally updates
f with the appropriate value Ap if necessary (lines 2ZONZ3), exactly as in the
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basic protocol. Then, DWH determines the next holder of the token (lines 24
26). If token /=, ..., 1], then the token has to complete its current turn of
the ring (line 4)); otherwise, the token skips to a requesting data node (if there
is no requesting data node we have holder = —1). Finally, according to the
value computed for holder, DWH sends the token to Zpeider if holder € [1..n], or
destroys it if holder = —1.

It is easy to see that the protocol is quiescent. The proof that it solves the
view maintenance problem is similar to the proof of the basic protocol.

5 The General Case

This section addresses the case where the view F' is composed of several terms,
ie., F(x1,...,x,) = @, term, where each term, is a term. The following view
will be used in the following as an example to illustrate the underlying principles
of the proposed solution:

F(xy,...,25) = (21 @22 Q23 @ 75) B (1 @ T2 @ 74) D (T3 @ 14).

When the view F' includes a single term, as we have seen, the main problem
that has to be solved is the management of concurrent updates. Basically, this
was a parallelism management problem. The basic protocol (and its improve-
ment) described in the previous section addressed this issue with an appropriate
pipelining technique implemented by a token moving on a ring.

When the view is composed of several terms, the new problem that appears
is the following. Considering the previous view F (the initial value of which is
fo), let us look at the data x4, and assume it is the only data that is updated,
namely to x4 @ dq. We get:

F(x1, 22,23, 24P04,T5) = (21Q220230%5) B (21 @22Q(24B04) ) B (3@ (24Pd4)),
i.e., from an incremental computation point of view:
F(x1,29,23,24 © 04,75) = fo © (11 @ T2 ®d4) D (v3 ® 4) = fo © AOp O Alp.

This means that, not only a single update of a data entails more than one
Ap computation (namely, here AOp and Alg), but their results have to be
atomically added to fo (adding them separately would produce an intermediate
value of f that does not correspond to a valid view with respect to the given
specification ). Basically, this is a synchronization problem (in some sense, this
problem is dual with respect to the parallelism management problem due to the
concurrent updates).

The solution we propose is the following. It actually generalizes the basic
protocol described in Figure [l

— First, a ring and a token are associated with each term of the view. Hence,
a token-based protocol is associated with each term (if the view is made
up of a single term, the protocol simplifies and becomes the basic protocol
described in Figure [I).
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— If a data object x; belongs to several rings (i.e., it appears in several terms),
its updates A; not yet taken into account in the computation of F', require
all the corresponding tokens to be simultaneously present at z; in order the
corresponding Ap increments (one for each term to which z; belongs) be
computed. In the previous example, both the token associated with the ring
including 1, z2 and x4 (second term) and the token associated with the ring
including x5 and x4 (third term) have to be simultaneously present on the
node z4 for A4 to be taken into account.

Moreover, as previously, each token carries a sequence number generator to
allow DWH to correctly add the Ap increments to the current value f, i.e.:
- in the correct order for each ring considered separately, and

- at the same time (i.e., atomically) for the Ar increments that come from
different rings but are due to the same update A; of a data object x;.

A protocol that follows these principles can be found in [3].

6 Concluding Remarks

This paper has developed a formal model for maintaining views at data ware-
houses in a distributed asynchronous system. The view maintenance problem
associated with distributed data warehouses has been investigated primarily by
the database community. In general, the focus has been directed towards an
appropriate storage model for supporting fast OLAP queries as well as rapid
integration of updates at the data sources into the data warehouse. There is
relatively little emphasis to provide a formal definition of the view maintenance
problem and formally develop a correct solution. In this paper, we provided a
formulation of the view maintenance problem in terms of abstract update and
data integration operations and defined the notions of correctness associated
with data warehouse views. We also introduced a basic protocol and established
its proof of correctness. Then, we presented an efficient version of the proposed
protocol by incorporating several improvements. We also included the principles
of the solution to a more general view formulation which currently does not have
a similar semantics in database systems. However, this general framework could
be particularly promising to integrate semi-structured data sources.

To conclude, we would like to point out that this paper is an outcome of inter-
actions between researchers working in the areas of distributed computing and
databases, respectively. We believe that such interactions are highly beneficial to
both communities. Interestingly, when looking in the past, we can observe such
beneficial influences. We cite two: the area of epidemic communication [7/16] that
first appeared in the distributed computing area and has then been successfully
applied to databases (e.g., [4]), and the domain of atomic broadcast/multicast
and group communications [TJT2/13].
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Abstract. A condition C' is a set of input vectors to a problem. A class
of conditions that allow to solve k-set agreement in spite of f crashes in
an asynchronous system is identified. A k-set agreement protocol that is
always safe is described: it is guaranteed to terminate when the input
vector belongs to C' and it always decides on at most k& different values,
even if the input vector does not belong to C'. While there are simple so-
lutions when f < k, it is known that the k-set agreement problem has no
solution when f > k. Thus, the paper identifies classes of conditions that
allow to solve this problem even when f > k. The paper gives evidence
that these are the only conditions that allow to solve set agreement, by
proving the wait-free case. Two natural concrete conditions that belong
to such a class are described. Finally, a more efficient k-set agreement
protocol with only linear complexity (does not use snapshots), for any
C that allows to solve consensus, when k < f/(n — f) + 1 is presented.
This shows how to trade fault-tolerance for agreement precision using
the condition based approach.

1 Introduction

Agreement Problems and the Condition-Based Approach. Modern distributed
applications have to run efficiently and reliably in complex environments where
network components can fail in various ways, and under a range of network and
processor loads. To cope with these difficulties, system designers often tailor
their applications to run fast under “normal circumstances,” and accept to pay
the price of expensive recovery procedures, or even manual intervention, in the
relatively rare event of unexpected situations happening. Various definitions of
“normal circumstances” are made, in terms of synchrony or reliability assump-
tions about the network. There are, for example, partially synchronous systems
where delays and relative processor speeds are bounded [9I[10], failure detectors
[[123] that abstract away from the details of how a processor suspects failures
without referring to particular synchrony assumptions, or group communication
systems that assume the network eventually stabilizes. Consensus algorithms
that use typical failure detectors can take an unbounded amount of time to ter-
minate, but in failure-free executions where communication is timely, there are
algorithms that terminate using only two rounds of communication, and this is
a lower bound [I9].

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 48-[62, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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Such optimistic approaches can be used to deal with (i) problems that would
be too inefficient to solve under every possible network behavior, or (ii) prob-
lems that are not solvable at all. In the first case, a protocol would solve the
problem in question fast under normal circumstances, and in other rare circum-
stances would take longer to terminate. In the second case, a protocol would
solve the problem under normal circumstances, and perhaps not terminate at all
in other cases. In this paper we consider both scenarios using the optimistic con-
dition based approach introduced in [20] to design distributed algorithms for set
agreement problems. In the condition based approach, “normal circumstances”
is understood with respect to possible input configurations of a system. For ex-
ample, in a voting system it may be expected that only in rare situations the
votes proposed to the system are evenly divided, while most of the time one
candidate gets a clear majority of the votes. More generally, a condition is a
set of input configurations to the system. A protocol tailored for a condition C'
expects that most of the time the system starts in a configuration that belongs
to C.

In this paper, we present condition based solutions to k-set agreement prob-
lems. Each processor in the system starts the computation with an input value,
and after communicating with the others, has to irrevocably decide on one of
the input values, such that the set of decided values contains at most & different
elements. Thus, an input configuration for this problem can be described by a
vector with one entry per process, such that the i-th entry contains the value
proposed by the process p;. A condition C'is a set of input vectors over a set of
values V. A simple example of a condition includes every input vector over V.
However, there is no set agreement solution for C when |V| > k (see below). In
the other extreme there is the condition C’ that includes all input vectors with no
more than k different values. If only input vectors belonging to C’ are possible, it
is easy to solve k-set agreement (see Section[34]). We would like to identify what
exactly is the class of conditions that allow to solve k-set agreement in spite of
f crashes in an asynchronous system. Moreover, we are interested in protocols
that are always safe: processes should always decide on at most k different val-
ues, even for inputs vectors that do not belong to the condition. Termination is
required only for input vectors belonging to the condition. Notice that under this
additional requirement, a protocol where each process always decides its initial
value does not solve k-set agreement for C’.

In an asynchronous read/write shared memory system of n processes where
at most f can crash, k-set agreement protocols have been designed for f < k [§]
(i.e, all input vectors over V are possible). It has then been shown that the k-set
agreement problem cannot be solved in systems in which f > k when |V| > k
[6I17/27). Thus, the degree of achievable agreement in an asynchronous system
is related to the number of faults tolerated. In this paper we present condition-
based k-set agreement protocols for f > k. We also identify conditions for which
very efficient set agreement protocols exist.

An important particular case of k-set agreement is consensus, when k = 1.
The condition-based approach to the consensus problem was studied in [20]
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where a generic, f-fault tolerant condition based protocol that solves consensus
for any condition in a class denoted G”Jt’k was designed. It was proved that there
is no such protocol for conditions not in G;ﬁ’k. In [21] the structure of the class
@}”’“ was studied, and it was defined a hierarchy of classes of conditions, each
one of some degree d of “easiness”

[f] [d+1] [d] (1] 0] _ owk
Gf C-~-c(2f cef c---c(?f cef _Gf.

A generic consensus protocol was described whose efficiency is related to the
degree of the condition.

Results. This paper has three contributions. The first is the definition and study
of a class of conditions for each pair f, k, denoted 8¢, that allows k-set agree-
ment to be solved. We describe two particular conditions, C'l;; and C2y , and
show that both belong to 8y 5. These natural conditions generalize those of [20]
for the consensus problem. The first one allows processes to decide on one of
the k largest proposed values; this is achieved by considering only input vectors
where the first & largest proposed values are proposed more than f times. In
contrast, the second condition allows processes to decide on the most common
proposed values; here it is required that the difference between the number of &
most common proposed input values and the rest is sufficiently greater than f.
We prove that
Sﬁl C Sﬁg [@GIEERNE Sf7f_1 C Sﬁf.

The C containments are fairly easy to show. Proving they are strict is more
involved: we use techniques from algebraic topology [I5/16] to prove it by showing
that Cly 1 is not in Sy .

The second contribution is an f-fault tolerant protocol that, given any con-
dition C' € 8y, solves k-set agreement for C. The protocol is presented in the
shared memory model and for simplicity using atomic snapshots [2]. It is generic
in the sense that it can be instantiated to work for any C' € 8 ;. We show that
if (1) the input vector satisfies C, or (2) less than k processes crash (whether or
not the input vector satisfies C), then the protocol terminates. Moreover, safety
is never violated: no more than k£ values are ever decided.

We conjecture that the class 8¢ captures exactly the conditions that allow
k-set agreement to be solved. That is, that it is possible to show that if there is
a k-set agreement protocol for C, then C € 8¢ ;. As evidence, we show that this
is true for f =n—1, for f =1 (and hence k = 1) and for k = 1 (and f > 1). The
proof of the f = n—1 case is a direct application of the impossibility result of [6l
17127], and we show it using the techniques of [I5] (to follow the algebraic style
used to show the strict containments above, but it is possible to do it with other
direct uses of previous approaches, e.g. [3]). The case of k = 1 follows because
8,1 are the solvable conditions for consensus 871 = }“k, and we know from [20]]
that consensus can be solved for a condition C' only if C € @}“k. Intuitively, our
conjecture says that if k-set agreement is solvable for C', then it is solvable by a
protocol that bases its output decisions only on a single snapshot of the input
values (taken after waiting for at least n — f processes to show up).
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The third contribution is related to efficiency. For the particular case k =1,
the previous k-set protocol reduces to the one in [20], and both solve consensus
for C' € 851, with an O(nlogn) cost. So, the third contribution of the paper
is a k-set agreement protocol that, for any f and when instantiated with a
condition C' € 8y, enjoys the following noteworthy property. Let J be the
input vector: (1) If J € C, it solves the consensus problem and its cost is O(n);
(2) If J ¢ C, the number of decided values is < f/(n — f) 4+ 1 (and its cost
is then O(n) or O(n logn) according to the actual value of J). This shows
that it is possible to reduce the time complexity of solving consensus under
normal circumstances by sacrificing agreement precision in other cases. Let us
notice that, interestingly, this k-set agreement protocol always solves consensus
when J € C or f < n/2, and then yields a consensus protocol whose cost is
always O(n). This improves on the consensus protocol described in [2I], that
requires (2n+ 1) [logy([(f — d)/2] + 1)] shared memory read/write operations

per process, for any C € chd]. In other words, this shows that the hierarchy of
[21] collapses for f < n/2.

Related Work. The idea of considering restricted set of inputs to a problem
is very natural and has appeared in various contexts, like on-line algorithms,
adaptive sorting, etc. Agreement problems with a restricted set of inputs vectors
were considered in [2526], where possibility and impossibility results in a shared
memory system and a hierarchy of problems that can be solved with up to f
failures but not for (f 4 1) failures are introduced. More generally, an approach
for designing algorithms in situations where there is some information about the
typical conditions that are encountered when the respective problem is solved is
presented in [4]. In this paper the consensus problem in a synchronous setting is
analyzed taking as parameter the difference between the number of 0’s and 1’s
in the input vector.

The foundation underlying the proposed condition-based approach can be
formalized using topology (e.g., [14]). Our setting is similar to that of the previ-
ous topology papers, except that those consider decision tasks where processes
have to terminate always, with an output vector satisfying the task specification.
In general, the study of f-fault tolerant decision tasks requires higher dimen-
sional topology (except for the case of f = 1 which uses only graphs [3]), and
leads to undecidable characterizations [I2[13] (NP-Hard for f =1 [5]). Our con-
jecture would imply that the characterization of the k-set agreement conditions
is decidable.

A result similar to our f = n — 1 characterization has been independently
developed by Attiya and Avidor[I]. Their model is slightly different because they
assume that input vectors outside of the condition can never occur. The proof
of their characterization uses new notions of knowledge to derive combinatorial
topology arguments for the upper and the lower bounds. In contrast, the lower
bound derived here uses algebraic topology, and the upper bound is obtained
using a generic algorithm.

A full version of this paper appears in [22].
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2 The Condition-Based Approach

Computation Model. We consider a standard asynchronous shared-memory sys-
tem with n, n > 1, processes where at most f, 0 < f < n, processes may crash.
The shared memory consists of single-writer, multi-reader atomic registers. In
addition to the shared memory, each process has a local memory. The subindex
1 is used to denote p;’s local variables.

The shared memory is organized into arrays. The j-th entry of an array
X|[1..n] can be read by any process p; with an operation read(X|[j]). Only p;
can write to the i-th component, X[i], and it uses the operation write(v, X|[i])
for this. The notation collect(X) is an abbreviation for: read(X[j]) for all j in
arbitrary order. Hence, it defines a non-atomic operation that returns an array
of values [a1,... ,a,] such that a; is the value returned by read(X[j]).

We assume that processes can take atomic snapshots of any of the shared
arrays: snapshot(X') allows a process p; to atomically read the content of all the
registers of the array X. This assumption is made without loss of generality,
only to simplify the description of our algorithms, since it is known that atomic
snapshots can be wait-free implemented from single-writer multi-reader registers.
However, there is a cost in terms of efficiency: the best implementation has
O(nlogn) complexity [2].

The k-Set Agreement Problem. The k-Set Agreement problem has been intro-
duced by Chaudhuri [8] to study whether the number of choices allowed to
processes (namely, k) is related to the maximal number of processes that can
crash (f). More precisely, there is a set of values V that can be proposed by the
processes, |V| > k and L /€ VEach process starts an execution with an arbi-
trary input value from V), the value it proposes, and all correct processes have to
decide on a value such that (1) any decided value has been proposed, and (2) no
more than k different values are decided. The classic consensus problem is k-set
agreement for k¥ = 1. As mentioned in the introduction, k-set agreement can be
solved if and only if f < k.

The Condition-Based Approach. The proposed values in an execution are rep-
resented as an input vector, such that the ¢-th entry contains the value v € V
proposed by p;, or L if p; did not take any steps in the execution. We usually
denote with I an input vector with all entries in V, and with J an input vector
with some entries equal to L. If at most f processes may crash, we consider
only input vectors J with at most f entries equal to L, called views. Let V"
be the set of all possible input vectors with all entries in V, and Vi be the set
of all the vectors with at most f entries equal to L. For I € V", let Z; be the
set of possible views, i.e., the set of all input vectors J with at most f entries
equal to L, and such that I agrees with J in all the non-1 entries of J. For a
set C, C' C V", let C; be the union of the Z¢’s over all I € C. Thus, in the set
agreement problem, every vector J € VY is a possible input vector.

The condition-based approach consists of considering a subset C' of V™, called
a condition, that represents common input vectors for a particular distributed
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problem. We are interested in conditions C' that, when satisfied, i.e., when the
proposed input vector belongs to Cy, make the problem solvable despite f process
crashes. Notice that if a problem is solvable for a condition C, then it is solvable
for any C’ contained in C: the same protocol works. In this paper the problem
considered is k-set agreement. We assume f > k, since as explained above when
f < k, k-set agreement is solvable for V", hence for any condition C. More
precisely, we say that an f-fault tolerant protocol solves the k-set agreement
problem for a condition C' if in every execution whose input vector J belongs to
V}}, the protocol satisfies the following properties:

— Validity: A decided value is a proposed value.

— k-Agreement: No more than k different values are decided.

— (k,C)-Termination : If (1) J € C; and no more than f processes crash, or
(2.a) less than k processes crash, or (2.b) a process decides, then every correct
process decides.

The first two are the validity and agreement requirements of the standard
set agreement problem, and are independent of a particular condition C'; they
should hold even if the input pattern does not belong to C. The third require-
ment, requires termination under “normal” operating scenarios, including inputs
belonging to C, and runs where less than k processes crash, a situation where
k-set agreement is solvable. Part (1), requires termination even in executions
where some processes crash initially and their inputs are unknown to the other
processes. This is represented by a view J with L entries for those processes.
Termination is required if it is possible that the full input vector belongs to C;
i.e., if J can be extended to an input vector I € C. Part (2) defines two well-
behaved scenarios where a protocol should terminate even if the input vector
does not belong to C.

3 Conditions for Set Agreement

Here we define the class 8y, of conditions, for each pair f, k. In the next section
we prove that any C' € 8¢, allows k-set agreement to be solved with f faults.
We also show here that 8y 1 C 852 C -+ C 8y y_1 C 8y,s. For the case of k = 1,
we know from [20] that consensus can be solved for C only if C' € 8¢,;. We prove
a similar impossibility for the wait-free case.

The class 8¢, consists of all conditions C' whose views C¢ can be colored with
input values, such that (i) the color assigned to a view J is one of the inputs
appearing in J, and (ii) a set of views that can be ordered by containment
have at most k different colors assigned. We next describe two perspectives of
this definition called acceptability and legality (following the style of [20021]).
We will use the first to derive protocols, and we use the second to show lower
bounds. Either of these descriptions shows that deciding if a condition C' belongs
to 8¢ 1 is computable, in contrast to the situation for arbitrary decision problems
[12/13]. Although we do not know if this can be done in polynomial time, except
for the case of k = 1[20].
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3.1 The Class Sy

We use the following notation. For vectors J1,J2 € V¥, J1 < J2if Vk: J1[k] /=
1 = J1[k] = J2[k], and we say that J2 contains J1. Let #,(J) denote the
number of entries of J whose value is z, with € VU {L}.

Acceptability of a Condition. Given a condition C' and values for k£ and f, ac-
ceptability is defined in terms of a coloring function S described above, and a
predicate P that indicates when is S defined, that have to satisfy three proper-
ties in order that a protocol can be designed. The intuition for the first property,
Tc_ p is that the predicate P allows a process p; to test if a decision value can be
computed from its local view. The intuition that underlies the second property,
Vp_.g, is clear: a decided value has to be a proposed value. The intuition that
underlies the third property, Ap_,g, is as follows. If several processes get the lo-
cal views Ji,Ja, ... , Jy, ordered by containment, and such that P(Jy),..., P(Jy)
are satisfied, these processes have to decide at most k different values. Formally:

— Property To,p: VJ €V} J €Cr = P(J).
— Property Vp_,5: V.J €V} P(J) = S(J)= a non-L value of J.
— Property Ap_.g:

Ji< << Uy

VJ1,...,J46V}LZ {/\g P(J)
=1 ?

} = [{S(J;) s.t. i € [1.4}] < k.

Definition 1. A condition C' is (f,k)-acceptable if there exist a predicate P
and a function S satisfying the properties Tc_p, Ap_s and Vp_g for f and
k. Any such P, S are said to be associated with C, f and k.

When clear from the context, we omit mentioning the parameter f. Notice that
when k = 1, the (f, k)-acceptability definition reduces to the consensus accept-
ability definition of [20].

Legality of a Condition. In [20], we described an equivalent formulation of (f,1)-
acceptability, in terms of a graph, Gin(C, f) (close to the graph defined in [5)
for f = 1): Its vertices are Cy, i.e., the input vectors I of C plus all their views
J € Iy for every I in C. Two views J1,J2 € C; are connected by an edge if
J1 < J2. (Hence, two vertices 11, 12 of C' are connected if their Hamming dis-
tance d(I1,12) < f.) The graph Gin(C, f) is made up of one or more connected
components, namely, G1,... ,G,. A condition C is (f,1)-legal if, for each con-
nected component of Gin(C, f), all the vertices that belong to this component
have at least one input value in common.

For the k-set agreement problem, we need to generalize from a graph, which
is a one dimensional structure, to a compler, which is a higher dimensional
structure: instead of joining pairs of vertices to form edges, we need to join sets
of vertices to form simplezes. To motivate the generalization, think of the (f, 1)-
legality definition, as requiring the existence of a map ¢ from Gin(C, f) to a
graph Gout(C, f) consisting of one vertex for each element of V, and no edges.
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The map § chooses the input value in common of a component. It is easy to
see that & sends vertices of Gin(C, f) to vertices of Gout(C, f) in a way that
0(J) is a value of J, and such that two vertices which are connected by an edge
are mapped to the same vertex (a vertex is a singleton simplex). Such a map
is called simplicial because it sends a set of vertices that form a simplex into a
set of vertices that form a simplex (intuitively, it sends connected pieces of one
complex to connected pieces of another complex).

Let Kin(C, f, k) be the complex whose vertices are Cy, and whose simplexes
are all sets of at most k+1 vertices, {J1, Ja, ... , J¢}, that can be ordered by con-
tainment, i.e., J; < Jy <--- < Jy. In particular, every vertex is itself a simplex.
Let Kout(C, f, k) be the complex whose vertices are V, and whose simplexes are
all subsets of V with at most & different values (so it depends only on V and k).

Definition 2. A condition C is (f,k)-legal if there exists a simplicial map §
from Kin(C, f, k) to Kout(C, f, k) such that 6(J) is a value that appears in J.

It is straightforward to check that both definitions are equivalent:
Lemma 1. A condition C is (f, k)-acceptable if, and only if, it is (f, k)-legal.

Thus, we define 8¢, to be the set of all (f, k)-acceptable conditions, or equiva-
lently, the set of all (f, k)-legal conditions, and we have:

S1,p €825 C - C 851,57 C 8y

3.2 Two Conditions

This section presents two conditions and proves them be in 8. They can be
seen as generalizations of conditions stated in [20] for the consensus problem.

Condition C1. For each pair (f,k) we define a condition C1y . For this we
assume the set V is ordered. Its aim is to allow a process to decide the greatest
value it has seen (the smallest value could be used instead). Let us denote a;
the i-th greatest value of a vector J; e.g. ay=max(J) the greatest value and as
is the second greatest value of J. We have a; > as > --- > ay, where £ is the
number of different values of V that are in J. If £ < k, we assume for notational
convenience that #,, , = -+ = #,, = 0. With these notations C1y, can be
stated as follows:

1€Clyy iff SF #a()>f.
Let J € Zy. The genericity parameters associated with C'ly;, are:

— PI(J) = i #a () > f—#L(]).
- S1(J) = max(J).

Theorem 1. The k-set agreement problem is solvable for Clyy (i.e., Clyy €
Sf,k). (PrOOf in [22})
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Condition C2. For a vector J with ¢ different input values (different from L), let
x1 denote the occurrence number of its most common value, xo the occurrence
number of its second most common value, and so on. Thus we have x1 > x5 >
<+« > xp. When ¢ < (k+ 1), it will be convenient to set zy11 = Xpyo = -+ =
Th+1 = 0.

With the previous notations, C2 for f and k (denoted C2y¢ ) is stated as
follows for any vector I € V™ (recall that I has no entry equal to L):

Ie C2f7k iff Zle i —kxp > f .

The underlying intuition is the following. We would like any process p; to decide
the value it sees the most often and no more than k values should be decided.
Hence, at least one of the k& most common values of I has to appear more than
its (k + 1)-th most common value despite the occurrence of up to f crashes. In
this context, the pigeonhole principle ensures that at least one value from the &
most common values of T appears at least (Zle x; — [)/k times. The condition

(Zle x; — f)/k > xp41 guarantees a safe decision. Let J € Z;. The parameters
associated with C2y , are:

— P2(J) S @i —k x> f—#1(J).
- S2(J) a: #q(J)=m1.

Theorem 2. The k-set agreement problem is solvable for C2; ), (i.e., C2¢y €
8s.k). (Proof in [22].)

3.3 Proving 8¢ # Sfr+1

As we have seen above, 8¢, C 8¢ 1. Here we prove that this containment is
strict, by showing that C1ly ;41 (which belongs to 8¢ ,11) is not in 8. Then
Lemma [T implies the claim. We start by proving some topological properties of
the complex Kin(Clyy, f, k). Namely, that it has some acyclic parts. A complex
KC is acyclic if it has no “holes”, and it is g-acyclic if it has no “holes” up to
dimension ¢; for ¢ = 0 no “holes” means connected. Precise definitions appear
in the appendix.

Let Kin(Clyy, f, k) {U} be the subcomplex of Kin(C1y,, f, k) generated by
the condition C1y {U}, which contains all input vectors of C1; ) with input
values from a set U, U C V. Notice that if [U| < k, then Cly; {U} = U". The
following technical result is proved in the appendix using techniques of [16].

Lemma 2. Let C =U™. Then Kin(C, f, k) is (f — 1)-acyclic.

Let P be the function that assigns to each simplex S of KCout(C1¢ j41, f, k+1)
the (non-empty) subcomplex Kin(C1y pt1, f, k+1) {U} of Kin(Cly i1, f, k+1),
where U is the set of input values in S. Then, it follows directly from Lemma [2]
that P is an acyclic carrier [15]:

Lemma 3. P is an acyclic carrier, namely: (1) P(S™) is non-empty and (m —
1)-acyclic; (2) S C S’ implies P(S) C P(S’).

Lemma 4. Clj 41 ts not in 8¢ . (Proof in [22].)
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3.4 The Wait-Free Lower Bound

Let £ < f, and f = n — 1. Assume that there is a k-set agreement protocol for
a condition C. We show that then C € 8¢ by proving that every input vector
I € C contains at most k different input values (similar to the algebraic proof in
[15] or its combinatorial version in [3]). This will imply the result, because any
decision function ¢ that for each view J of Cy chooses some value of J trivially
satisfies the legality (or the acceptability) definition. This is due to the fact that
the union of a set of views of C¢ ordered by containment is also a view of Cy,
and hence they can contain at most k different values overall.

Assume for contradiction that C' contains I, an input vector with at least
k + 1 different input values. Pick a set U of k + 1 different values of I. Let S*
be the complex that consists of a simplex S* with k + 1 vertices v;, one for each
value in U, and all faces (subsets) of S*. For a simplex S in S¥, let val(S) be
the union of the values labeling vertices of S. Let I’ be the face of I with input
values in U. Consider ff (Z), the complex of all possible views of I'.

For i < k there is an acyclic carrier X’ from S* to ff (Z') that assigns to each
i-dimensional S’ the subcomplex %'(S%) = &(Z') {val(S")}, the subcomplex of
éf (Z') spanned by inputs in the set val(S?). This carrier is acyclic by Lemma Bl
because i < k < f. Therefore, we know from topology, that there is a chain map
o’ from C(S*) to C(£4(Z')) carried by X

Let P map each input simplex to the complex of final states of the protocol
reachable from it [17]. We know (e.g. [IZ/15]) that P is an acyclic carrier from
é #(Z") to the protocol complex, denoted also P. So, there is a chain map o from
C(£4(Z")) to C(P) carried by P, called an algebraic span [15]. Thus, o(S) is a
chain with process ids belonging to S.

Considering the chain map ¢ corresponding to the decision map of the pro-
tocol, and the chain map 7 corresponding to the projection from O to V (the
complex consisting of a simplex with one vertex per value in I, plus all its faces),
and the chain map 7’ corresponding to a projection from V to S*. We have

O(S*F) 25 C(E4(T)) -2 C(P) -2 C(O) =5 C(V) =5 C(SH).

Let ¢ : C(S*) — C(S*), be the composition of ¢/, o, §, m and 7'. Let & be
the the trivial acyclic carrier from S* to itself. Notice that & carries ¢, by the
validity requirement of set agreement. The identity chain map ¢ is also carried
by ®. Thus ¢ and ¢ are equal, since @ preserves dimension [22]. Now, S* of S¥ is
labeled with k41 different sets, and its mapped by ¢ to itself. Thus, ¢(S*) = Sk,
and there must be an execution with k£ + 1 different values, one value from each
V; (otherwise ¢ o 7 is zero in dimension k). We have shown

Theorem 3. If there is a wait-free k-set agreement protocol for a condition
C' then C does not contain vectors with more than k different input values.
Therefore, C is (f, k)-legal.
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4 A Condition-Based k-Set Agreement Protocol

Figure [ presents a protocol that solves k-set agreement for any condition C' €
8.x- This protocol assumes P and S have been instantiated to correspond with
the parameters associated with C.

The protocol uses a fixed, deterministic function F, that returns F'(J), a non-
L value of the vector J to which it is applied (any such function will do, such
as max). An implementation of F' that does not depend on ordering the input
values is the following one. Let ITj be a predetermined set of k processes. F'(J)
considers the values of the entries of J corresponding to the processes of ITy,
and outputs the first of them (according to the process order) that is different
from L. The function F will be applied only to vectors J that contain at most
(k — 1) entries equal to L, and such that they can be ordered by containment.
Thus, F' is applied to a set of at most k£ such vectors, and hence it satisfies the
following property:

Property 1. Let Ji, Ja,...,Js be a set of vectors, J; < Jo < --- < Jy, and such
that each contains at most (k—1) entries equal to L. Then, {F'(J1),...,F(Jr)},
contains at most k different values.

Protocol description. A process p; starts the k-set agreement protocol by invok-
ing k-Set_Agreement(v;) where v; is the value it proposes. It terminates when it
executes the statement return which provides it with a decided value (at line
Bl Rlor [[I)). A process p; first writes its input to a shared array V (line[I]). Then
p; reads V until it sees at least n — f input values, and once this happens it
takes a snapshot of V' to create its local view V; (line[3). This process guarantees
that all local views contain at least n — f non-_L entries, and can be ordered by
containment. From this local view V;, p; computes its decision estimate w; (line
H), using the parameters P and S associated with the condition C, and makes
w; visible to the other processes by writing it into the shared array D[i] (line
B). Thus, w; will be different from | and T if the predicate P is evaluated to
true, and in this case p; will decide (line [5]). By writing w; to D, p; helps the
other processes that might not have evaluated P to true to decide (this is the
case when the input vector /&C'). The write statement line [@ informs the other
processes that p; has executed the first part of the protocol but was not able
to decide whereas the default initial value | means that either p; has not yet
executed its protocol or p; is crashed. The remaining of the protocol is the “best
effort termination” part. Here p; enters a loop (line[7) during which it looks for a
decision estimate (e.g., a non-_L and non-T value by p; in D;[j]) that allows it to
decide or possibly a situation where # (D;) < k. Notice that the latter case is
the only place where k is used. Then p; builds a local view Y; of the input vector
(lines BHIT)). These views can be ordered by containment. Finally, p; decides on
the value F(Y;). Note that if p; terminates at line [1] due to lines and the
test line [7 the array Y; has at most (k — 1) entries equal to L. Property [l com-
bined with the function F and the linearizability of the snapshot(D) invocations
at line [ ensures that at most k different values can be decided at line [[1l The
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proof will show a stronger property, namely, a + 8 < k where « (resp. 3) is the
number of values decided at lines Bl and B] (resp. line [1].)

Function k-Set_Agreement(v;)

(1) write(vs, V[i]);

(2) repeat V; < collect(V) until (#. (Vi) < f);

(3) Vi + snapshot(V);

(4) if P(V;) then w; < S(V;) else w; < T endif;

(5) if w; /= then write(w;, D[i]); return(w;)

(6)  else write(T, D[i]);

(7 repeat D; < snapshot(D) until ((3 Di[j] /=, T) V (#.(Di) < k));
(8) if (3 D;[j] /=, T) then return(D;[j])

(9) else Vj: if (D;[j] = T) then Y;i[j] «+ read(V[j])
(10 else Y;[j] < L endif;
(11 return(F(Y3))

(12

(13

Fig. 1. A Generic Condition-Based k-Set Agreement Protocol

Theorem 4. For any condition C € 8, the k-Set_Agreement protocol satisfies
the Validity, k-Agreement and (k, C)-Termination properties. (Proof in [22].)

5 An Efficient Set Agreement Protocol

The protocol of Figure [l solves k-set agreement for any condition C € 8¢ . In
particular, for k = 1, it solves consensus for C' € 841, as in [20]. The cost of
the condition-dependent part of the protocol can be considered to be O(nlogn)
steps, since this is the known complexity [2] of implementing the snapshot op-
eration of line Bl with read/write operations. Here, we show how to trade fault-
tolerance for agreement precision using only O(n) steps, namely, in this case,
it is possible to solve k-set agreement for k = | f/(n — f)] + 1. It follows from
this trading that there is a consensus protocol that requires only O(n) steps
when f < n/2 or the input vector J € Cy with C € 8¢,. As indicated in the
introduction, this improves upon the results of [21].

5.1 An Efficient Set Agreement Protocol for Consensus Conditions

Such a protocol trading fault-tolerance for agreement precision is described in
Figure[2l It has been designed with a structure as close as possible to the struc-
ture of the protocol described in Figure [l Hence, it is self-explanatory (the
additional shared register W is initialized to [L, ..., L]). It assumes that P and
S have been instantiated to correspond with the parameters associated with a
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given condition C' € 8 1. It always solves k-set agreement for k = | f/(n—f)]|+1,
but if the input vector J actually belongs to C'¢, then it satisfies a stronger agree-
ment property, namely, it solves consensus. More explicitly, the protocol satisfies
the following specification:

Specification 1 (Set Agreement + Consensus for inputs in C € 8¢ ;)

— Validity: A decided value is a proposed value.

— Set Agreement: No more than n%—i—l values are decided. Moreover, if J € C
then no two processes decide diﬁ’érent values.

— Termination: If (1) J € C and there are at most f crashes, or (2) no more
than n%f processes crash, or (3) a process decides, then all correct processes

decide.

Function Set_Agreement(v;)

(1) write(v;, V[i]);

(2) repeat V; < collect(V) until (#, (Vi) < f);

(3) if P(V;) then w; + S(V;) else w; < T endif;

(4) write(w;, Wi]);

(5) repeat W, < collect(W) until (# (W) < f);

(6) if (the same w /=1, T appears (n — f) times in W;)
(7)  then write(w, D[i]); return(w)

(8)  else write(T, D[i]);

(9) repeat D; < snapshot(D) until ((3 D;[j] /=L, T) V (#.(D;) < T{f));
(10) if (3 D;[j] /=L, T) then return(D;[j])

(11) else Vj: if (D;[j] = T) then Y;[j] + read(V[j])
(12) else Y;[j] + L endif;
(13) return(F(Y;))

(14) endif

(15) endif

Fig. 2. A Condition-Based Set Agreement Protocol for C' € 8

The protocol described in Figure Muses a strong operation at line[3 (snapshot)
that is suppressed from the protocol of Figure 2l This has no effect as long as the
input vectors belong to the condition with which the protocol is instantiated.
However, if this is not the case the agreement property is no longer guaranteed,
because there is no order between the views. This is why a second phase serving
as a filter (lines @land [ is added to the protocol of Figure[d. Consequently, the
first protocol allows to decide as soon as the predicate P is evaluated to true
whereas the second protocol waits for the values collected during the second
phase to decide a value that appeared sufficiently many times. Of course, in the
latter case, the “quality” of the decision depends on the number of failures; in
particular, if f < n/2 the problem it solves is always consensus.

It is important to see that this protocol solves consensus without snapshot
operations when the input vector J € Cj (the snapshot operation at line B
of Figure [I has been eliminated). This shows that the protocol is particularly
efficient in “normal circumstances”. More generally, Figure[3 depicts the maximal
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number k of values decided by this protocol, according to the ratio z = f/n,
i.e., the percentage of processes that may crash. More precisely, k = | %] + 1.
As we can see, when less than a majority of processes are allowed to crash, the
protocol guarantees consensus (and, as indicated before, if J € Cy without a
snapshot). Then, the degradation of its “quality of service” (increase of k) is

more and more severe when the ratio f/n increases.

Theorem 5. The Set_Agreement protocol satisfies the Validity, Set Agreement
and Termination properties defined in Specification 0. (Proof in [22].)
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Abstract. The condition based approach identifies sets of input
vectors, called conditions, for which it is possible to design a protocol
solving a distributed problem despite process crashes. This paper
investigates three related agreement problems, namely consensus,
interactive consistency, and k-set agreement, in the context of the
condition-based approach. In consensus, processes have to agree on one
of the proposed values; in interactive consistency, they have to agree
on the vector of proposed values; in k-set agreement, each process
decides on one of the proposed values, and at most k different values
can be decided on. For both consensus and interactive consistency, a
direct correlation between these problems and error correcting codes
is established. In particular, crash failures in distributed agreement
problems correspond to erasure failures in error correcting codes, and
Byzantine and value domain faults correspond to corruption errors.
It is also shown that less restrictive codes can be used to solve k-set
agreement, but without a necessity proof, which is still an open problem.

Keywords: Asynchronous Distributed System, Code Theory, Condition,
Consensus, Crash Failure, Distributed Computing, Erroneous Value,
Error-Correcting Code, Fault-Tolerance, Hamming Distance, Interactive
Consistency.

1 Introduction

Context of the paper. Agreement problems are among the most fundamental
problems in designing and implementing reliable applications on top of an asyn-
chronous distributed environment prone to failures [3/21]. Among these prob-
lems, consensus has been the most widely studied. Specifically, in consensus,
each process proposes a value, and all processes have to agree on the same pro-
posed value. In the interactive consistency problem (initially stated in [30] for
the case of Byzantine failures) each process proposes a value, and processes have
to agree on the same vector, such that the i-th entry of the vector contains the
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and [24], which were developed separately.

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 63-[87, 2002.
© Springer-Verlag Berlin Heidelberg 2002



64 R. Friedman et al.

value proposed by process p; if it is correct. Interactive consistency is at least as
difficult as consensus: a solution to interactive consistency can be used to solve
consensus.

Given the importance of agreement problems in distributed computing, it is
remarkable that they cannot be solved in an asynchronous system if only one
process can fail, and only by crashing. More precisely, it can be shown that for
any protocol that tries to ensure agreement, there is an infinite run in which no
process can decide. The first such result is the FLP impossibility for consensus in
a message passing system [15], which has been extended to many other agreement
problems and distributed models [3|2T].

Over the years, researchers have investigated ways of circumventing these
impossibility results. The first approach for overcoming the impossibility result
considers weaker agreement problems, such as approximate agreement [13], set
agreement [I0], and randomized solutions [5]. The second approach considers
stronger environments that are only partially asynchronous [12/14] and/or have
access to failure detectors [ITJI8]. The third, condition based approach, is the
focus of this paper [2325)26)27/34)35]. This approach consists of restricting the
set of possible input configurations to a distributed problem. An input configu-
ration can be represented by a vector whose entries are the individual processes’
input values in an execution. It has been shown [23] that in asynchronous envi-
ronments, consensus is solvable despite f failures when the set of allowed input
vectors obey certain conditions, which are shown to be necessary and sufficient.
This area is also related to the work of [8], which developed an approach for de-
signing algorithms that can utilize some information about the typical conditions
that are likely to hold when they are invoked.

The condition based approach can serve two complementary purposes. It can
first be viewed as an optimization tool. That is, it allows to identify scenarios
where it is always possible to guarantee termination of agreement protocols, yet
design the protocols in a way that will prevent them from reaching unsafe deci-
sions even if these scenarios (conditions) where not met. As can be seen from [23]
25I26/27), such scenarios or conditions, are likely to be common in practical sys-
tems. Second, as it becomes evident from this work (Section [Hl), one can utilize
the conditions as a guideline to augmenting the environment with optimal levels
of synchrony that are cheap enough to support, yet guarantee the solvability
of the corresponding agreement problem. In these cases, it is then possible to
employ highly efficient protocols that terminate in at most two communication
steps even when there are failures. Thus, in comparing this approach to failure
detectors, the latter can be viewed as an abstraction that encapsulates the mini-
mal synchrony assumptions on the environment in terms of the ability to detect
failures in order to solve agreement problems. On the other hand, a result of
this paper shows that the condition based approach can be viewed as capturing
minimal requirements on the number of synchronous communication links to
solve these problems.

Content of the paper. This paper takes the condition based approach a step fur-
ther, and establishes a direct relation between error-correcting codes and agree-
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ment problems, based on the notion of condition based agreement. In particular,
in this paper we obtain the following results. First, we show that the conditions
that allow interactive consistency to be solved despite f. crashes and f. value
domain faults is exactly the set of error correcting codes capable of recovering
from f. erasures and f, corruptions. Second, we prove that consensus can be
solved despite f. crash failures iff the condition corresponds to a code whose
Hamming distance is f. + 1 and Byzantine consensus can be solved despite fj
Byzantine faults iff the Hamming distance of the code is 2f;, + 1. (There is in
fact an additional requirement needed to satisfy the validity property of consen-
sus, as discussed later in the paper.) Third, we show a code that allows solving
k-set agreement in both the benign and Byzantine failure models using a simple
protocol, but were not able to prove the necessity of the code.

The paper also presents several interesting results that are derived from the
main results mentioned above. Namely, we show that by exploring error correct-
ing codes, we can find the parameters needed by our protocols to solve interactive
consistency and consensus. On the other hand, coding theory may benefit from
this connection. As a simple example, we show that there are no perfect codes
that tolerate erasure failures, for otherwise it would have violated the consen-
sus impossibility results. Moreover, we discuss the practical implications of our
work to the design choices of distributed consensus algorithms in mixed environ-
ments, and introduce the notion of cluster-based failure detectors. Furthermore,
our results imply that coding theory can serve as a guideline to efficient deploy-
ment and utilization of sparse synchronous communication lines, as promoted,
for example, by the wormholes approach [36].

The fact that agreement problems are solvable when the input vectors are
limited to error correcting codes is not surprising. In particular, error correcting
techniques were used in [6] as basic building blocks in constructions for comput-
ing arbitrary functions in synchronous systems. Thus, the main challenges of this
work include finding algorithms that provide safety always and termination in
all favorable circumstances. Additionally, the discussion of the cost of providing
agreement, validity, and termination in all possible scenarios shed an important
insight into these problems. Finally, the fact that these conditions are necessary
for consensus is somewhat surprising, since the problem definition of consensus
allows for initial bi-valent configurations. The interesting insight that comes out
of the proofs is that these conditions are the minimal requirement to avoid initial
bi-valent configurations, and this is exactly why they are required.

Road map. The paper is made up of six sections. Section [2] introduces the com-
putation model and defines the main agreement problems we are interested in
(namely, consensus and interactive consistency). Section [ addresses condition-
based interactive consistency and shows that the conditions that allow to solve
this problem are exactly error-correcting codes. Section ] provides a code-based
characterization of the conditions that allow to solve consensus. Then, Section
Bl focuses on the practical implications of the previous results. Finally, Section
concludes the paper. More details and proofs of theorems can be found in [I7]
24].
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2 Model and Problem Statement

In this paper we assume a standard asynchronous shared memory model or
message passing model [32I] according to our needs, and consider the typical
notions of processes, local histories, executions, and protocols. We also assume
a fixed set of n processes trying to solve an agreement problem. In agreement
problems, each process has an initial input value, and must decide on an output
value. In our model, in each execution at most f. < m processes can fail by
crashing. Additionally, up to f. < n/2 processes may suffer value domain errors
[B2] and up to fp < n/3 incur Byzantine errors, depending on the circumstances.
We sometimes simply write f to denote the total number of failures. A process
that suffers a value domain error, also known as value-faulty, behaves as if it
had a different input value than the one actually given to it, but must otherwise
obey the protocol. On the other hand, a process that suffers a Byzantine error,
also known as Byzantine process, behaves in an arbitrary manner. A process
that does not crash and does not suffer any error is called correct; otherwise, it
is faulty.

A universe of values V is assumed, together with a default value L not in V.
In the consensus problem, each process p; proposes a value v; € V (the input
value of that process), and has to decide on a value (the output value), such that
the following properties are satisfied:

— C-Agreement. No two different values are decided.
— C-Termination. A process that does not crash decides.
— C-Validity. A decided value v is a proposed value.

For Byzantine failures, we modify the requirements to be:

— BC-Agreement. No two different values are decided by correct processes.

— BC-Termination. A correct process decides.

— BC-Validity. If all proposed values are the same value v, then the value de-
cided by correct processes is v.

The interactive consistency (IC) problem is defined as follows. Each process
p; proposes a value v; € V (the input value), and has to decide a vector D; (the
output value), such that the following properties are satisfied:

— IC-Agreement. No two different vectors are decided.

— IC-Termination. A process that does not crash decides.

— IC-Validity. Any decided vector D is such that D[i] € {v;, L}, and is v; if p;
does not crash.

It is easy to see that, as noted in the Introduction, the IC problem is at least
as hard as consensus, and hence unsolvable even if at most one process can crash.
Also, it is possible to view the collection of input values to each of these problems
as an input vector to the problem. We are interested in conditions on these input
vectors that allow the IC and consensus problems to be solved despite process
failures.
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3 Condition-Based Interactive Consistency

3.1 Notation

Let the input vector associated with an execution be a vector J, such that J[i]
contains the value v; € V proposed by p; or L if p; crashes initially and does
not take any steps. Let V" be the set of all possible vectors (of size n) with all
entries in V. We typically denote by I a vector in V" and by J a vector that
may have some entries equal to L, and hence in V;}c, the set of all the n-vectors
over V with at most f. entries equal to L. For vectors J1,J2 € Vi, J1 < J2if
Vk: J1lk] /= = J1[k] = J2[k]. We define two functions:

— #,(J) = number of entries of J whose value is x, with z € VU {L}.
— d (I, J) = number of corresponding non-_L entries that differ in I and J.

When I has no entry equal to L, we have d(I,J) = # ., (J) + d(I,J). Where
d(I,J) is the Hamming distance, i.e., total number of entries where I and J
differ. Given a vector I € V",

I g = {J | #2(J) < fe A dalL,J) < fe }
and for a subset C of V",

Cr.ro = U L.
IeC

Thus Iy, ¢ represents a sphere of vectors centered at I and including the vectors
J whose distances # , (J) and d 4(I, J) are bounded by f, and f., respectively.
Also, Cy, 7. is the union of the spheres centered in vectors of C.

3.2 The CB.IC Problem

As indicated in the Introduction, the idea of the condition-based approach is
considering sets of input configurations for which a particular agreement problem
can be solved. Such sets C' are called conditions. In the IC problem, as in other
agreement problems, a condition C' is a subset of V™. It is assumed that C
represents input configurations that are common in practice. Hence, it is required
that the protocol terminates whenever the input configuration belongs, or could
have belonged to C. That is, if the input vector is J (some processes may have
crashed initially), termination is required if J < I for some I € C, since it is
possible that the processes that crashed initially had inputs that would complete
J into a vector I € C. Similarly, termination is required if some (at most f)
non-_L values of J can be changed to obtain a vector J’, such that J' < I for
I € C, since it is possible that the corresponding processes are value-faulty.

More precisely, here follows a condition-based version of the interactive con-
sistency problem. Each process p; proposes a value v; € V and has to decide a
vector D;. We say that an (f., fe)-fault tolerant protocol solves the CB_IC prob-
lem for a condition C| if in every execution whose proposed vector J belongs to
V7 , the protocol satisfies the following properties:
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— CB_IC-Agreement. No two different vectors are decided.

— CB_IC-Termination. If (1) J € Cy, y, and no more than f. processes crash, or
(2.a) no process crashes, or (2.b) a process decides, then every crash-correct
process decides.

— CB_IC-Validity. If J € Cy, ¢., then the decided vector D is such that J €
Dy, ¢, with D € C.

The agreement property states that there is a single decision, even if the
input vector is not in C, guaranteeing “safety” always. The termination prop-
erty requires that the processes that do not crash must decide at least when
the circumstances are “favorable.” Those are (1) when the input could have be-
longed to C, as explained above, (provided there are no more than f. crashes
during the execution), and (2) under normal operating conditions. The validity
property eliminates trivial solutions by relating the decided vector and the pro-
posed vector. It states that, when the proposed vector belongs to at least one
sphere defined by the condition, the center of such a sphere is decided, which
is one of the possible actual inputs that could have been proposed. To simplify
the notation we do not allow L entries in the decided vector (the same results

apply).

3.3 The Interactive Consistency Conditions

We define here a set of conditions for which there is a solution to the CB_IC
problem. Then, the next section presents a protocol that solves CB_IC for any
condition in this set. As it can be seen from the definitions below, this set is
quite restricted. Nevertheless, in the following section we prove that those are
the only conditions for which the CB_IC problem can be solved.

Similarly to the approach used in [23], we define the set of conditions in two
equivalent ways, called acceptability and legality. We start with acceptability,
which is useful to derive protocols. We then consider legality, which is useful to
prove impossibility results.

Acceptability is defined in terms of a predicate P and a function S. Given a
condition C and an input vector J € V5. proposed by the processes, P(J) has to
hold when J € Cy, ¢, to allow a process to decide at least in those cases. Then,
S(J) provides the process with the corresponding decision vector. To meet these
requirements, P and S have to satisfy the following properties.

— Property Tep: I € C= VYJ €1y, 5.+ P(J),
— Property Ap_.g:

VJ1,J2 € V. (J1 < J2) AP(J1) AP(J2) = S(J1) = S(J2),
— Property Vp_,s:

VJeVE: P(J) = S(J)=1Isuchthat I€C A J€ly g.

Definition 1. A condition C' is (f., f.)-acceptable if there exist a predicate P
and a function S satisfying the three previous properties.
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The following is a more geometric version of acceptability (where d(,) is Ham-
ming distance).

Definition 2. A condition C is (fe, fo)-legal if for all distinct 11,12 € C,
d(I1,12) > 2f. + fo + 1.

We will prove that the set of (f, f.)-acceptable conditions is the same as
the set of (f¢, fe)-legal conditions, and this is precisely the set of conditions for
which there exists an (f., fe)-fault tolerant protocol that solves CB_IC.

3.4 A Shared Memory CB_IC Protocol

We show in this section that for any (f., fe)-acceptable condition C there is a
(fe, fe)-fault tolerant protocol that solves CB_IC. Such a protocol is described in
Figure [M which needs to be instantiated with parameters P and S associated
to C. Interestingly, the protocol is very similar to the condition-based consensus
protocol presented in [23], illustrating the relation between consensus and CB_IC.

Computation Model

We consider a standard asynchronous system made up of n > 1 processes,
P1y- - ,Pn, that communicate through a single-writer, multi-reader shared mem-
ory, and where at most f., 1 < f. < n, processes can crash [3I21].

We assume the shared memory is organized into arrays. The j-th entry of an
array X [1..n] can be read by any processes p; with an operation read(X[j]). Only
p; can write to the i-th component, X[i], and it uses the operation write(v, X[i])
for this.

To simplify the description of our algorithms, we assume two primitives,
collect and snapshot. The collect primitive is a non-atomic operation which can
be invoked by any process p;. It can only be applied to a whole array X|[1..n],
and is an abbreviation for V5 : do read(X[j]) enddo. Hence, it returns an array
of values [a1,...,an] such that a; is the value returned by read(X[j]). The
processes can take atomic snapshots of any of the shared arrays: snapshot(X)
allows a process p; to atomically read the content of all the registers of the array
X. This assumption is made without loss of generality, since atomic snapshots
can be wait-free implemented from single-writer multi-reader registers (although
there is a cost in terms of efficiency: the best known simulation has O(nlogn)
time complexity [2]).

Each shared register is initialized to a default value L. In addition to the
shared memory, each process has a local memory. The subindex i is used to
denote p;’s local variables.

Protocol

A process p; starts by invoking SM_CB_IC (v;) with some v; € V. It terminates
when it executes the statement return (line[7, @ or [[0) which provides it with a
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decision vector. The shared memory is made up of two arrays of atomic registers,
V[1..n] and W][1..n] (the aim of Vi] is to contain the value proposed by p;, while
the aim of W[i] is to contain the vector p; suggests to decide on or T if p; cannot
decide by itself). The protocol has a three part structure.

— Local view determination: lines [IH3. A process p; first writes into V[i] the
value it proposes (line [[). Then, it reads the array V until it gets a vector
(V;) including at least (n — f.) proposed values.

— Wait-free condition-dependent part: lines If P(V;) holds, p; computes its
view w; = [aq,... ,ay] of the decided vector. If p; cannot decide, it sets w;
to T. p; also writes w; in the shared register Wi] to help the other processes
decide.

— Termination part: lines If w; /=T, then p; unilaterally decides the
vector w;. If it cannot decide by itself (w; = T) p; waits until it knows (1)
either that another process p; has unilaterally decided, (2) or that no process
can unilaterally decides. In the first case, it decides p;’s suggested vector,
while in the second case it decides the full vector of proposed values.

Function SM_CB_IC (v;)

(1)  write(vs, V[i]);
(2) repeat V; < collect(V) until (#.(V;) < f.) endrepeat;
(3) Vi < snapshot(V);
(4) if P(V;) then w; < S(V;) else w; < T endif;
(5)  write(w;, Wi]);
(6) if (ws /=)
(7) then return (w;)
(8) else repeat W; < collect(W)
until GWi[j] /=L, T) v (Wi =[T,...,T])
endrepeat;
(9) if (3W;]j] /=, T) then return (W;[j])
(10) else return (collect(V))
(11) endif
(12) endif

Fig. 1. A Shared Memory CB_IC Protocol

Theorem 1. The protocol described in Figure[ is an (fe, fe)-fault tolerant pro-
tocol that solves the CB_IC problem for a condition C, when it is instantiated
with P, S associated to C, and C is (f., f.)-acceptable.

Proof Follows directly from the next three Lemmas. O heorem I

In the following J denotes the vector actually proposed by the processes.
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Lemma 1. CB_IC-Validity. If J € Cy, 7., then the decided vector D is such that
J € Dy, 5. withDeC.

Proof There are three cases according to the line ([l [@ or [[0) at which a process
decides.

— p; decides at line [1. In that case, P(V;) held at line . Moreover, V; < J
and #, (Vi) < f., from which we conclude that if J € Cy, f,, we also have
Vi € Cy, t.. It then follows from Voo, p that S(V;) = I with I € C and
J € I, ..

— p; decides at line [ In that case, p; decides a vector decided by another
process at line[1. CB_IC-Validity follows from the previous item.

— p; decides at line In that case W = [T,...,T], i.e., no process has
suggested a decision vector. Hence, for any p;, P(V;) was false. Combining
this with the T¢_, p property, we get that the input vector J does not belong

to Cy, 7., and CB_IC-Validity trivially follows. O a0
Lemma

Lemma 2. CB_IC-Termination. If (1) J € Cy, 5. and no more than f. processes
crash, or (2.a) no process crashes, or (2.b) a process decides, then every crash-
correct process decides.

Proof We consider the three cases separately.

— Let us assume that J € Cy, ¢, and no more than f. processes crash.

Let p; be a crash-correct process. Let us first observe that, as at most f,
processes crash, p; cannot block forever at line Pl Moreover, let V; the local
view obtained by p;. As J € Cy, 7., Vi < J and #,(V;) < f., we have
Vi € Cy,.4., i.e., 3D € C such that V; € Dy, ¢ . It then follows from the
T p property that P(V;) holds. Consequently, w; /= and p; decides at
line [

— Let us assume that no process crashes and P(V;) holds for no process p;.
(Hence J ¢ Cy, 1.; otherwise, the previous item would apply.) As there is no
crash, no process blocks forever at line 2l Moreover, as P(V;) holds for no
process p; and no process crashes, W becomes eventually equal to [T, ..., T].
Consequently, no process blocks forever at line[8, and each process executes
line [0 and terminates.

— Let us assume that some process (p;) decides. In that case, as p; executed
line 2, we conclude that at least (n — f.) processes have deposited the value
they propose into V', and consequently, no crash-correct process can block
forever at line
Let us consider the case where p; decides at line[d. Let p; be a crash-correct
process that does not decide at line[[l As no crash-correct process p; blocks
forever at line 2] p; benefits from the vector deposited by p; into W[j] to
decide at line [@

Let us consider the case where p; decides at line[l In that case, some process
pr deposited a vector into W[k]. As we have seen just previously, all crash-
correct processes decide.



72 R. Friedman et al.

Let us finally consider the case where p; decides at line Then W =
[T,...,T], and consequently, no process decided at line [d or @ But, as
W = [T,...,T], any crash-correct process eventually exits line [8 and then

decides at line
I:‘Lemma

The following corollary follows from the proof of the previous theorem.

Corollary 1. Fither all processes that decide do it at lines[1A9, or at line[I

Lemma 3. CB_IC-Agreement. No two different vectors are decided.

Proof Let us consider two processes p; and p; that decide. By Corollary [ there
are two cases. Moreover, if a process decides at line[@ it decides a vector decided
by another process at line [7l So, in the following we only consider decisions at

line [ or [I0O

— Both p; and p; decide at line [7] In that case, their local views V; and Vj
are such that P(V;) and P(V;) hold. Since the snapshot invocations can
be ordered, these local views are ordered. Without loss of generality let us
consider V; < V;. As V; <V and both P(V;) and P(V}) hold, we conclude
from the Ap_,g property that S(V;) = S(V;).

— Both p; and p; decide at line [I0l In that case, it follows from the protocol
text that they decide the same vector (made up of the n proposed values).

I:‘Lernma

3.5 Characterizing the Interactive Consistency Conditions

A Characterization

In this section we prove the opposite of Theorem [} if there is a (f., f.)-fault
tolerant protocol that solves CB_IC for C, then C' must be (f., f)-acceptable.
The proof extends ideas initially proposed in [929] for f = 1. We start by
establishing a bridge from legality to acceptability.

Lemma 4. An (f., f.)-legal condition is (fe, f.)-acceptable.

Proof Let C be an (f., f.)-legal condition. We show that there are a predicate
P and a function S satisfying the properties Tc_p, Ap_,s and Vp_,g defined
in Section

As C is (fe, fe)-legal, for any two distinct input vectors Il and 12 we have
d(11,12) > 2f. + f.+ 1, from which we conclude that Cy, ¢, is made up of non-
intersecting spheres, each centered at a vector I of C. Let us define P and S as
follows:

— P(J) holds iff J belongs to a sphere (i.e., AT € C': J €1y, 1.),
— S(J) outputs the center I of the sphere to which J belongs.
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The properties To_, p and V p_, g are trivially satisfied by these definitions. Let us
consider the property Ap_,g. If P(J1) holds, J1 belongs to a sphere centered at
I1 € C (ie., J1 € Ily, 5,). Moreover, due to definition of S, we have S(J1) = I1.
Similarly for J2, if P(J2) holds, J2 belongs to a sphere centered at 12 € C (i.e.,
J2 € I2fc7fc) and S(JQ) = 12.

If 11 /<2, we have d(I1,12) > 2f. + f. + 1 from the legality definition.
It follows that there is at least one non-L entry in which J1 and J2 differ.
Consequently, in that case, we cannot have J1 < J2.

Let us now consider the additional assumption stated in Ap_.g, namely,
J1 < J2. From the previous observation, we conclude that, if P(J1) and P(J2)
hold and J1 < J2, then J1 and J2 belong to the same sphere, and consequently

have the same center I. Hence, S(J1) = S(J2) = I. O emmea [

Lemma 5. If there is an (f., fe)-fault tolerant protocol that solves CB_IC for C,
then C' must be (f., fe)-legal. (Proof in [24].)

We can now prove our main result.

Theorem 2. The CB_IC problem for a condition C is (fc, fe)-fault tolerant solv-
able iff C is (fe, fe)-legal.

Proof By Lemma [ if the CB_IC problem for a condition C is (f., f.)-fault
tolerant solvable then C' is (f., fe)-legal. By Lemma[ C'is (f., f.)-acceptable. By
Theorem [Mthe CB_IC problem for C'is ( f., f.)-fault tolerant solvable. O, .

Correspondence with Error-Correcting Codes

A one-to-one correspondence. Consider an error-correcting code (ECC) problem
where a sender wants to reliably send words to a receiver through an unreliable
channel. Each word is represented by a sequence of k digits from an alphabet A,
and is called a codeword. A code consists of a set of codewords. The channel can
erase or alter digits. The problem is to design a code that allows the receiver to
recover the word sent from the word it receives (the received word can contain
erased digitd] and modified digits). We assume all codewords are of the same
length, n. The ECC theory has been widely studied and has applications in many
diverse branches of mathematics and engineering (see any textbook, e.g., []).
Although its goal is different, the CB_IC problem can actually be associated

in a one-to-one correspondence with the ECC problem. More precisely, we have
the following correspondences:

— alphabet A/set of values V,

— codeword/ vector of the condition,

— codeword length /number of processes (n),

! An erasure occurs when the received digit does not belong to the alphabet A. Such
a digit is replaced by a default value ().
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— code/condition,

— erasure/process crash (upper bounded by f.),

— alteration/erroneous proposal (upper bounded by fe),
— word received /proposed input vector,

— decoding/deciding.

On the necessary and sufficient condition. We have stated in Theorem[2] that the
CB_IC problem is ( fe, f.)-fault tolerant solvable for a condition C iff V11,12 € C"
(I1 /#2) = d(I1,12) > 2f.+ f.+1. The “corresponding” code theory theorem
(whose proof appears in any texbook on error-correcting codes, e.g., Theorem
5.17 in [4], pages 96-97) is stated as follows:

“A code C'ist error/e erasure decoding iff its minimal Hamming distance
is>2t+e+ 1.

In this sense, CB_IC and ECC are equivalent problems:

Theorem 3. The CB_IC problem is (f., f.)-fault tolerant solvable for a condition
C iff C is f. error/ f. erasure decoding.

4 A Coding Theory-Based Approach to Consensus

An input vector can actually be seen as a codeword made up of n digits (one
per process) that encode the decision value. This observation [17] leads to an-
other way to characterize the set of conditions that allow to solve the consensus
problem. The discussion that follows uses the message passing model. As shown
n [I7], the results hold also in the shared memory model. So, similarly to [23],
the initial input values of all processes is seen as a vector of V™ (the set of all pos-
sible input vectors). We say that an f-fault tolerant protocol solves the consensus
problem for a given condition C' if it guarantees the following properties@:

— CB_C-Validity. If the input vector belongs to the condition C, then a decided
value is a proposed value.

— CB_C-Agreement. If the input vector belongs to the condition C, then no two
different values are decided.

— CB_C-Guaranteed Termination. If at most f processes fail and the input vector
belong to C, then every correct process p; eventually decides.

For Byzantine failures we use the following definition of validity and agreement:

— CB_BC-Validity. If all input values are v, then only v can be decided by a
correct process.

— CB_BC-Agreement. If the input vector belongs to the condition C, then no
two different values are decided by correct processes.

2 Notice that this condition-based definition of the consensus problem is weaker than
the one that we introduced in [23]. The definition in [23] requires validity and agree-
ment to hold even when the input vector does not belong to the condition, (i.e.,
C-Validity and C-Agreement), and termination to additionally hold whenever there
are no failures or a process decides. Section discusses these issues.
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4.1 Characterizing the Input Vectors with Codes

We define the initial configuration c of the system as bi-valent if there are two
executions o1 and o9 that start with ¢ such that the decision value in oy is vy, the
decision value in o9 is v9, and v; /=5. Otherwise, the configuration is univalent.

In our characterization, each allowed input vector must always lead the sys-
tem to the same decision value. In other words, the initial configuration of the
system is not allowed to be bi-valent. Thus, we can treat the set of allowed input
vectors as codewords coding the possible decision values. Clearly, in the case of
consensus, since the decision value has to be unique, the code maps words from
V" to values in V. Also, due to the validity requirement of consensus, we must
limit ourselves to codes in which at least one of the digits of every codeword
corresponding to a value v € V has to be v. Thus we have:

Definition 3. A d-admissible code is a mapping C : V* — V such that the
Hamming distance of every two codewords coding different values in V is at least
d and at least one of the digits in each codeword mapped to a value v €V is v.

Solving Consensus with d-Admissible Codes

A simple generic protocol for solving the consensus problem using d-admissible
codes in both the crash failure and Byzantine failure models is presented in
Figure 2] (this protocol combines protocols described in [I7J23]). V; is the vector
of initial values heard so far by process p;; code is a set of codewords defining
the allowed input vectors.

Function MP_Consensus(v;)

(1) Vj:send VAL1(v;, 1) to pj;

(2) wait until (at least (n — f) VAL1 msgs have been delivered);
(3) Vj:do if vaLl(vj,7) has been delivered then V;[j] < v;

(4) else V;[j] < L endif
(5) enddo;

(6) w; « match (V;,code);

(7) ifw; /= then return(w) endif

Fig. 2. A Message-Passing Consensus Protocol

For the crash failures model with at most f = f, failures, it is sufficient to use
an (f.+ 1)-admissible code, while for the Byzantine failures model with at most
f = fp failures we have to use a (2f, + 1)-admissible code. Also, the protocol
uses a subroutine called match to check whether the digits received so far can be
matched to any codeword. It returns L if no matching was found; otherwise, it
returns the value of the decoded word corresponding to the codeword matched.
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More precisely, each digit that was not received from some process is treated
as the special value L in the vector of received digits. Then, all match has to do
is to check if the distance of this vector is at most f from some legal codeword.
If it is, match returns the value mapped to by this codeword. Otherwise, match
returns L. Note that by the specific codes that we use, the same rule applies
in both benign and Byzantine failures, and in both cases, if there are at most
f failures, we are guaranteed to find such a codeword. Also, it is possible that
there would be several possible codewords to chose from, but in this case they
all have to be mapped to the same value, so any of them can be picked. The
match routine is the equivalent of the predicate P and function S introduced
n [23]. The exact implementation of the match routine is outside the scope of
this paper. Here we simply rely on coding theory to guarantee that it exists.

It is not hard to show [17] that the previous protocol satisfies validity, agree-
ment, and termination when the input vectors are indeed codewords of some
(fe + 1)-admissible (or (2f + 1)-admissible) code. Section [4.2] discusses the im-
plications of satisfying validity and agreement when the input vectors are not
always codewords, and termination when the input vectors are not codewords
but there are no failures.

Necessity of d-Admissibility for Solving Consensus

The consensus problem considered in Theorem Hl (resp. Theorem[) is defined by
the following three properties: CB_C-Agreement (resp.CB_BC-Agreement), CB_C-
Guaranteed Termination and CB_C-Validity (resp. CB_BC-Validity).

Theorem 4. If a condition C allows to solve consensus in the crash failure
model (with at most f. failures), then C consists of codewords of an (f.+ 1)-
admissible code.

Proof To prove the theorem, we first point the reader to the proof of the
consensus impossibility result as stated in [3]. In that proof, it was shown that if
there is a bi-valent initial configuration, then consensus cannot be solved. That
proof is for the case of a single failure, but the case of f. failures is completely
analogous. So, all that we have to show is that if the initial input vectors allowed
by the condition are not words of an (f. + 1)-admissible code, then there has to
be a bi-valent initial configuration.

Assume, by way of contradiction, that C' does not correspond to an (f.+1)-
admissible code and there is no bi-valent initial configuration. Thus, there are
two allowed univalent initial configurations ¢; and co that differ in less than
fe + 1 processes, yet each one leads to a different value v; and vy respectively.
Denote by P’ = p;,,...,pi, (k < fc) the processes that differ between ¢; and
co. Hence, there is an execution oy of the protocol that starts at ¢; in which all
processes in P’ fail before managing to take any action. All other processes must
decide in o1 on value v, without receiving any message from any process in P’.
Let p; be one of the processes that decides in o1 on v1, HP,, be the history
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prefix of p; at the moment it decides, and CH,, (o1, HP,,) be its causal history
at that point.

Since the network latency is unbounded, we can create another execution oo
that starts in cz, no process fails during o3, but CH), (01, HP,,) is also a causal
history of p; in 0. Given the determinism of p;, it must also decide in o2 on the
same value v1. Since the protocol is assumed to solve consensus, all processes
must decide v;. Thus, either ¢y leads to vy, or ¢ is bi-valent. A contradiction.

DTheorem @

Theorem 5. If a condition C allows to solve consensus in the Byzantine failure
model (with at most fp failures), then C consists of codewords of a (2f, + 1)-
admissible code.

Proof To prove the theorem, we first note that the proof in [3] that consensus
is not solvable if there is an initial bi-valent configuration is also valid for the
Byzantine case. Thus, all that we have to show is that if the initial input vectors
allowed by the condition are not words of a (2f, + 1)-admissible code, then there
has to be a bi-valent initial configuration.

Assume by way of contradiction that C' does not correspond to a (2f, + 1)-
admissible code and there is no bi-valent initial configuration. Thus, there are
two allowed univalent initial configurations ¢; and co that differ in less than
2f, + 1 processes, yet each one leads to a different value v, and vy respectively.
We can divide the set of processes whose initial state is different in ¢; and co
into two subsets, P’ and P” such that |P’| < |P”| < f. Due to termination,
there is an execution oy of the protocol that starts at ¢; in which all processes
in P’ crash before managing to take any action. All other processes must decide
in o1 on value v; without receiving any message from any process in P’. Let p;
be one of the processes in N\ P” that decides in o1 on v1, HP,, be the history
prefix of p; at the moment it decides, and CH,, (o1, HP,,) be its causal history
at that point.

Since the network latency is unbounded, we can create the following execu-
tion oo that starts in co. In o9, all processes in P” suffer the Byzantine failure
that makes them behave as if their initial configuration was as in c¢;, but oth-
erwise obey the protocol. No process crashes during o5. Due to the unbounded
message latency, all messages of processes in P’ are delayed enough so that
CH,y, (01, HP,,) is also a causal history of p; in go. Given the determinism of
pj, it must also decide in o2 on the same value v;. Since the protocol is assumed
to solve consensus, all correct processes must decide vy. Thus, either ¢y leads to
v1, O cg is bi-valent. A contradiction. O heorem [

4.2 Strict Condition-Based Consensus

In order to weaken the dependency of the possible solutions on whether the input
vectors are indeed codewords, we can make any of the validity, agreement, and
termination requirements more strict. Here we discuss the consequences of doing
S0.
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Agreement

In order to ensure that agreement holds even when the input vectors are not
codewords (i.e., C-Agreement), it is possible to augment the protocol described
in Figure [2 with additional checks that verify that all decided values are the
same. The modified protocol is depicted in Figure Bl It guarantees agreement
whenever f = f. < n/2 in the benign failures model and when f = f, < n/3
in the Byzantine model. The protocol also guarantees CB-C-Validity and CB-C-
Guaranteed Termination.

Function MP_Consensus(v;)

(1) Vj:send VAL1(v;, 1) to pjy;

(2) wait until (at least (n — f) VAL1 msgs have been delivered);
(3) Vj:do if vaL1(vj,j) has been delivered then V;[j] + v;

(4) else V;[j] < L endif
(5) enddo;

(6) w; < match (V;,code);

(7) Vj:send VAL2(wj, 1) to py;

(8) repeat wait for a new VAL2(wj,j) message;

(9) if vaL2(w, —) with the same non-_L value w has
(10) been received from at least (n — f) processes
(11) then return(w)

(12) endif
(13)

endrepeat

Fig. 3. An Always Safe Message-Passing Consensus Protocol

Validity

The previous protocol (Figure[) might not satisfy the C-Validity property when
the input vector is not a codeword of an admissible code (it only satisfies CB_C-
Validity). A slightly stronger definition of admissibility allows to overcome this
problem, namely:

Definition 4. A strongly d-admissible code is a mapping C : V* — V such that
the Hamming distance of every two codewords coding different values in V is at
least d and at least d of the digits in each codeword mapped to a value v €V are
v.

We say that an f-fault tolerant protocol solves the strict consensus problem for a
giwen condition C' if it guarantees C-Validity, C-Agreement, and CB-C-Guaranteed
Termination. Clearly, the protocol of Figure [3] solves strict consensus for strongly
(f + 1)-admissible codes.
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Theorem 6. A condition C' allows to solve strict consensus in the crash failure
model (with at most f. failures), iff C consists of codewords of a strongly (f.+1)-
admissible code.

Proof First, note that the proof of Theorem [ holds here as well. The only
thing we need to show is that C-Validity cannot be guaranteed unless the code
satisfies the property that each word is mapped to a value that appears in at
least f.+ 1 of its digits. Assume by way of contradiction that there is a protocol
‘P that solves strict consensus for a condition C' that includes an allowed input
vector V' in which no value appears more than k < f. times. In other words,
every execution of P that starts with V' has to terminate.

As discussed before, since P solves consensus for C'; V must be an initial uni-
valent configuration. Consider an execution of P that starts with V' and decides
some value v. Thus, every execution of P that starts with V' must decide v. Since
v only appears k < f. times in V, the execution E in which all processes whose
initial value is v crash before sending any message must also terminate with a
decision value v. Denote the set of corresponding processes by S. Therefore, there
exists an execution E’ in which the input vector is the same as V' except for all
processes in S for which the input value is different, and during E’ all processes
in S crash immediately. For processes outside S, E’ is indistinguishable from F,
and therefor E’ also terminates with a decision value v. However, this violates
C-Validity. O heorem [0

Note that instead of using strongly d-admissible codes, we could use a weaker
definition of validity that only requires it to hold if either all initial values are
the same, or when there are no failures. Such a definition is used in any case for
the Byzantine failure model.

It is shown in [I7] that strongly (f + 1)-admissible codes are the same as
f-acceptable codes in [23]. In particular, Condition C; in [23] requires that the
most popular value in a vector in C appear at least f + 1 times more than the
second most popular value in the same vector. Clearly, any two vectors that lead
to different decision values and obey this condition must differ in at least f + 1
places, and thus the Hamming distance of the code is f + 1.

Condition Cs in [23] requires that the largest value in a vector in Cy appear
at least f + 1 times. For any condition defined on values from some range V,
any vector mapped to a value v € V must include at least f + 1 v entries and
no entries larger than v. Consider two vectors V; and V; leading to different
decision values v and u such that v > u. Thus, V3 must include at least f + 1 v
entries, while V5 does not include any v entries, which means that they differ in
at least f+1 entries. In other words, the Hamming distance of the code is f+ 1.

Termination

To guarantee termination in the crash failure model with f. < n/2, both (1)
when the input vector is a codeword and (2) when the input vector is not a
codeword and there are no failures or a process decides, it is possible to use the
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protocols described in [23]. At present, we have no solution for the Byzantine
model.

4.3 k-Set Consensus

The augmented definition of k-set consensus when there are conditions on the
input vectors is:

— CB_K-Validity. If the input vector belongs to the condition C, then a decided
value is a proposed value.

— CB_K-Agreement. If the input vector belongs to the condition C, then at
most k distinct values are decided.

— CB_K-Guaranteed Termination. If at most f processes fail and the input vector
belongs to the condition C, then eventually every correct process p; decides.

For the case of Byzantine faults we use the following definitions of validity and
agreement:

— CB_KB-Validity. If the initial value of all processes is the same, then every
correct process that decides has to decide on this value.

— CB_KB-Agreement. If the input vector belongs to the condition C, then at
most k distinct values are decided by the correct processes.

Next, we define (d, k)-admissible codes:

Definition 5. A (d, k)-admissible code is a mapping C : V" — V such that: (a)
for every codeword w in C, all codewords whose Hamming distance from w is
less than d are mapped to at most k different values, and (b) at least one of the
digits in each codeword mapped to a value v €V s v.

Given the above definition, we claim that k-set consensus can be solved if
the input vectors are codewords of a (f. + 1, k)-admissible code in the crash
failures model, and (2f, + 1, k)-admissible code in the Byzantine model. Note
that by slightly changing the behavior of the match routine in the protocol in
Figure[2, we can use the protocol without any additional modifications to solve
k-set agreement for the above codes. The only difference is that now match
checks whether the Hamming distance of the vector of received digits from any
codeword is at most f. (f3). If the answer is yes, match returns the value pointed
to by the closest of these codewords, breaking symmetry arbitrarily. Otherwise,
match returns L.

5 Practical Implications of the Results

5.1 Benefiting from Error-Correcting Code Theory

Following the results of Sections B and M, we can use known t error/e erasure
correcting codes to define conditions suited to the CB_IC and consensus problems.
This is illustrated below with a simple example using a linear code. Interestingly,
linear codes can be composed. An additional benefit of using coding theory is
that some codes have been proved to be maximal. Using such a code gives a
condition that contain as many input vectors as possible.



Distributed Agreement and Its Relation with Error-Correcting Codes 81

From a code ... Let us consider the following linear code C, namely, the binary
[n, M,d]-code where n = 6 is the length of a codeword, M = 2¥ = 8 is the
number of codewords (k being the length of the words to be encoded) and d = 3
is the code minimal Hamming distance. As d = 3, C' can detect and correct one
error. The set C' of codewords can be obtained from a generator matrix G made
up of k linearly independent size n vectors. Considering a particular generator
matrix G, we get the following set C' of 8 codewords:

000000 111000 010101 101101
100110 011110 110011 001011

These codewords can also be defined from a check matrix A. This matrix is
obtained from G: it is such that A GT =0 (G is the transpose of G, and 0 is
a k x k zero matrix). We have:

0 0
A= 0 1
1 1

o O =
_ o

0
1
0

O = =

Let w be a received word. It is a codeword if its syndrome is equal to the 0
vector (the syndrome of a vector w is the value Aw”, where w” is the transpose
of w). When A w? /= 0, the syndrome value defines the altered position ofy.

... To a condition. Let us now consider a system made up of n = 6 processes.
The previous 8 vectors define a condition C' on the vocabulary V = {0,1}. Due
to Definition [ and Theorem 2l C' can cope with f. = 2 process crashes and
fe = 0 erroneous proposals (or alternatively, f. = 0 and f. = 1). The matrix A
provides a simple way to define the condition C' for the CB_IC problem:

C = {I such that syndrome(I) = 0}

where syndrome(I) = A IT. It is possible to show that the following accept-
ability parameters (predicate P and function S) can be associated with such a
condition C"

P(J)=3I": such that J € Iy, y, A syndrome(l) =0,
S(J) =1 such that J € Iy, ;. A syndrome(I) = 0.

The use of the syndrome function allows for an efficient determination of the in-
put vectors I defining a legal condition. As the CB_IC problem directly considers
input vectors of size n (each corresponding to a codeword), the generator matrix
G is useless for this problem.

5.2 Benefiting from Distributed Computing Results

Let a code C, |C] > 1, be (fe, f)-perfect if the spheres whose centers are the
vectors I of C define a partition of V | ie.,
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VILI2€ C: 11 /42: T,y N1y y =0  and Vi = |J Iy
IeC

When f. = 0, the notion of (f,, f.)-perfect code is the coding theory notion of
perfect code. Interestingly, perfect codes are known. (They are rare, and have the
property not to correctly decode a received word with more than f. errors.) The
following is a simple example of using distributed computing to prove a result in
coding theory. It states that code perfection does not exist when a code system
has to cope with digit erasures.

Theorem 7. There is no (fc, fe)-perfect code for fo > 1, fo < n.

Proof Let us assume that such an (f, f.)-perfect code C does exist. Then,
due to the definition of (f, fe)-perfection, we have Vi = ;¢ If. 1., i-e., all
the possible input vectors are included. As C'is (f, fe)-perfect, no two spheres
intersect. Consequently, C' is (f., fe)-legal, i.e., (f., fe)-acceptable. This means
that there is a CB_IC protocol that always terminates when the number of crashes
is < f.. Consequently, in every execution all decided vectors are equal. Moreover,
at least two different vectors are decided, since the code is non-trivial. This is a
version of consensus that is known to be unsolvable in the presence of crashes
(an implication of FLP [I5], e.g. [22]). It follows that C' is not (f.,0)-perfect.

DTheorem m

Another trivial result that stems from this work is that error correcting data,
e.g., parity bits (and in general xor), cannot be computed in asynchronous en-
vironments prone to failures.

5.3 Agreement in Mixed Environments

The practical implication of the previous coding-based characterization is the
ability to solve consensus in mixed environments. That is, assume that a set
of n processes is split into clusters, where in each cluster the communication
is synchronous enough so that consensus can be solved, but between clusters
the system is asynchronous. Clusters can correspond to different LANs, or a
single large LAN can be arbitrarily divided into several clusters for scalability
purposes. With such a division into clusters, it is possible to have all nodes of
a single cluster initially decide on one value, and use that value as their input
value to the global consensus problem, which will be run among all processes
using the protocol similar to the one described in Figure Bl If the size of the
smallest cluster is at least f. + 1 (resp., 2f, + 1), we can solve consensus in the
global system despite f. crash failures (resp., f, Byzantine failures).

A shortcoming of this approach is that if clusters become disconnected, the
previous protocol can block until they reconnect again. Another shortcoming of
the above scheme is that it requires a high degree of redundancy in the system.
However, if we look at error correcting codes, for both erasure and alteration er-
rors, there are more efficient codes. For example, parity can be used to overcome
one digit erasure with only one extra digit, while Hamming code can correct
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one digit flip with an overhead of log(n) digits. But, in both cases, some digits
in each codeword depend on many other digits in the same word. Practically
speaking, given a code, if some digit b depends on the values of some other
digits by,...,b;, it indicates that process b needs synchronous communication
links with b1,...,b;. Thus, it would be interesting to find codes that present
a good tradeoff between the number of digits each digit depends on, and the
digit overhead for error correction. That is, small overhead implies the ability
to solve consensus with small hardware redundancy, while low dependency be-
tween digits means that it can be applied more easily to real settings, since it
requires weaker synchrony assumptions. Looking at linear codes might be a good
direction for this [4I7].

Let us notice that Pfitzmann and Waidner have shown how to solve Byzantine
agreement for any number of faults in the presence of a reliable and secure
multicast during a precomputation phase [31]. Also, Fitzi and Maurer showed
how to obtain Global Broadcast in the presence of up to n/2 Byzantine failures
based on a Local Broadcast service [16]. However, none of these works draws
any relation from agreement to error correction.

5.4 Cluster-Based Failure Detectors

The above discussion indicates that it is possible to solve consensus despite a
small number of failures using failure detectors that provide the accuracy and
completeness properties of GW only among members of clusters. Such failure de-
tectors need not guarantee anything about failure suspicions of processes outside
the cluster. Formally, we assume that processes are divided into non-overlapping
clusters, and augment the definitions of accuracy and completeness given in [11]
as follows:

— Strong c-Completeness. Eventually, every process that fails is permanently
suspected by every non-faulty process in the same cluster.

— Weak c-Completeness. Eventually, every failed process is permanently sus-
pected by some non-faulty process in the same cluster.

— Eventual Strong c-Accuracy. There is a time after which no non-faulty process
is suspected by any non-faulty process in the same cluster.

— Eventual Weak c-Accuracy. There is a time after which some non-faulty pro-
cess is not suspected by any non-faulty process in the same cluster.

As discussed in [I1], guaranteeing one of these properties is trivial. The diffi-
cult problem (impossible in completely asynchronous systems) is guaranteeing a
combination of one of the accuracy requirements with one of the completeness
requirements. A failure detector belongs to the class c-OW if it guarantees Weak
c-Completeness and Eventual Weak c-Accuracy. Similarly, a failure detector be-
longs to the class ¢-OS if it guarantees Strong c-Completeness and Eventual Weak
c-Accuracy.

Clearly, it is possible to simulate a failure detector in ¢-CS from a failure
detector in ¢-OW by running within each cluster the simulation given in [II] for
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simulating ¢S from OW. It is thus possible to solve consensus among members
of the same cluster using ¢-CS and any of the ©&S-based consensus protocols
(e.g., [LI19120/28/)33]). Similarly to the discussion above, each process can use
the decision value of its cluster as its input value in the global consensus protocol
of Figure 2l We call this the direct cluster based approach.

On the other hand, it is easy to derive a failure detector in GW from a
failure detector in c-OW. Specifically, assume that each process is equipped
with a failure detector F'D from the class c-OW.

Theorem 8. A failure detector F'D' that adopts the failure suspicions of FD
for processes inside the cluster, but never suspects any process outside the cluster
is i OW.

Proof Note that FFD' € ¢c-OW, since it behaves the same as F'D for processes
inside the same cluster. Clearly, Weak c-Completeness is stronger than Weak
Completeness. This is because the latter only requires that eventually, every failed
process be permanently suspected by some non-faulty process, but different failed
processes can be suspected by different non-faulty processes.

Also, for each cluster, F'D guarantees that there it at least one non-faulty
process that is not suspected by any non-faulty process within the cluster. More-
over, by the construction of F'D’, this process is not suspected by any process
outside the cluster, and thus F D’ is in OW. Orheorem

Consequently, it is possible to employ Theorem [ to simulate a failure de-
tector in OGW, and use it to solve consensus with any of the previously cited
protocols. However, we argue that the direct cluster based approach is more effi-
cient and scalable. That is, the direct cluster based approach only requires failure
detection (heartbeats) among nodes of the same cluster. Specifically, there is no
need for long haul failure detection, and heartbeats are exchanged only among
a small set of close nodes. In contrast, the simulation of ¢S from GW given [11]
requires many long haul message exchanges. Moreover, with the direct cluster
based approach, all rounds of GW-based protocols are executed between a small
set of well connected processes. Given that consensus can be used as a building
block for solving other problems in distributed computing this can serve as a
basis for a scalable solution to these problems as well.

As before, the downside of this scheme is that if a single cluster becomes dis-
connected from the rest of the network, this might prevent the global consensus
from terminating until that cluster reconnects. Conversely, existing protocols for
solving consensus (with respect to the entire set of nodes) that rely on ¢S can
overcome up to [n/2] — 1 crash failures.

6 Discussion

This paper has investigated principles that underlie distributed computing by
establishing links between agreement problems and error correcting codes. The
results that have been presented draw a correlation between crash failures in dis-
tributed computing and erasures in error correcting, and between value domain
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faults and Byzantine failures in distributed computing and digits corruptions
in error correcting. In particular, it has been shown that condition-based in-
teractive consistency and error correcting are two facets of the same problem.
Similar conditions are shown to be sufficient and necessary for solving consen-
sus. Yet, the conditions for consensus are on one hand less restrictive, since in
consensus each decision value may be coded by more than one codeword. On
the other hand, the conditions for consensus include a restriction on the occur-
rence of the decoded value in the digits of the corresponding codewords, which
is due to the validity requirement of consensus. (This requirement is implicit in
interactive consistency.) For k-set agreement, we only showed sufficient condi-
tions, which are less restrictive due to the more relaxed agreement requirement
of the problem. Showing necessary error-correcting based conditions for k-set
agreement is still an open issue, although some advancements have been made
in giving topological characterizations for such conditions [127]. Interestingly
enough, the same protocol, instantiated with the appropriate conditions, can be
used to solve all three problems [27].

The paper has also discussed some interesting tradeoffs related to whether
the agreement, validity, and termination requirements should be preserved only
when the input belongs to the condition. Specifically, we showed that in order
to always obtain validity (i.e., even when the input vector does not belong to
the condition), it is necessary to use more restrictive conditions, while to obtain
always agreement and also termination when there are no failures, we need to
enrich the basic protocols. We have also discussed the implications of our results
in terms of applying limited synchrony technologies like wormholes [36] and
cluster based failure detectors in a clever way.

Another interesting result that comes from this paper is that interactive
consistency is harder than consensus in the sense that it requires more restrictive
conditions. This echos the known result that interactive consistency requires
perfect failure detectors [I8], while consensus can be solved with unreliable failure
detectors (this suggests that it might not be a good idea to solve consensus via
interactive consistency). It would be interesting to find a more direct linkage
between the strength of conditions and failure detectors. In particular, if one can
unify this with topological characterization of such conditions, it might enable
viewing failure detectors as topological tweaks on the environment that enable
agreement to be solved.

Finding a linkage between coding theory and agreement problems in dis-
tributed computing seems to be both an intellectually challenging task and a
practically relevant aim. Coding theory is an area that has been extensively
studied. By applying results from coding theory, it might be possible to find
simpler proofs to existing results, and ideally, even to obtain new results in dis-
tributed computing. At the same time, the paper has shown that it is possible to
draw simple proofs for results in error correcting codes by reduction to agreement
problems.

Our work leaves a few additional interesting open problems. For example,
can the results be generalized under a unified framework for general agreement
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problems? Is there a distributed computing problem that is a counterpart of
error detection codes similarly to the fact that CB_IC is the counterpart of error
correction? More generally, given a condition C, which agreement problem does
C allow to solve? And at what cost (see [25] for a related result in the case of
consensus)?

References

1.

2.

10.

11.

12.

13.

14.

15.

16.

17.

18.

Attiya H. and Avidor Z., Wait-Free n-Consensus When Inputs are Restricted. Proc.
16th Symposium on Distributed Computing (DISC’02), These proceedings.

Attiya H. and Rachman O., Atomic Snapshots in O(nlogn) Operations. STAM
Journal on Computing, 27(2):319-340, 1998.

Attiya H. and Welch J., Distributed Computing: Fundamentals, Simulations and
Advanced Topics, McGraw-Hill, 451 pages, 1998.

Baylis J., Error-Correcting Codes: a Mathematical Introduction. Chapman & Hall
Mathematics, 219 pages, 1998.

Ben-Or M., Another Advantage of Free Choice: Completely Asynchronous Agree-
ment Protocols. Proc. 2nd ACM Symposium on Principles of Distributed Comput-
ing (PODC’83), pp. 27-30, Montréal, 1983.

Ben-Or M., Goldwasser S., and Wigderson A., Completeness Theorems for Non-
Cryptographic Fault-Tolerant Distributed Computation. Proc. 20th ACM Sympo-
stum on Theory of Computing (STOC’88), pp. 1-10, 1988.

Berlekamp E.R., Algebraic Coding Theory (Second Edition). Aegean Park Press,
1984.

. Berman P. and Garay J., Adaptability and the Usefulness of Hints. 6th Furopean

Symposium on Algorithms (ESA’98), Springer-Verlag LNCS #1461, pp. 271-282,
Venice (Italy), 1998.

Biran O., Moran S. and Zaks S., A Combinatorial Characterization of the Dis-
tributed 1-Solvable Tasks. Journal of Algorithms, 11:420-440, 1990.

Chaudhuri S., More Choices Allow More Faults: set Consensus Problems in Totally
Asynchronous Systems. Information and Computation, 105:132-158, 1993.
Chandra T. and Toueg S., Unreliable Failure Detectors for Reliable Distributed
Systems. Journal of the ACM, 43(2):225-267, 1996.

Dolev D., Dwork C. and Stockmeyer L., On the Minimal Synchronism Needed for
Distributed Consensus. Journal of the ACM, 34(1):77-97, 1987.

Dolev, D., Lynch, N. A.] Pinter, S. S., Stark, E. W., and Weihl, W. E., Reaching
Approximate Agreement in the Presence of Faults. Journal of the ACM, 33(3):499—
516, 1986.

Dwork C., Lynch N. and Stockmeyer L., Consensus in the Presence of Partial
Synchrony. Journal of the ACM, 35(2):288-323, 1988.

Fischer M.J., Lynch N.A. and Paterson M.S., Impossibility of Distributed Consen-
sus with One Faulty Process. Journal of the ACM, 32(2):374-382, 1985.

Fitzi M. and Maurer U., From Partial Consistency to Global Broadcast. Proc. 32rd
ACM Symposium on Theory of Computing (STOC’00), pp. 494-503, 2000.
Friedman R., A Simple Coding Theory-Based Characterization of Conditions for
Solving Consensus. Technical Report CS-2002-06 (Revised Version), Department
of Computer Science, The Technion, Haifa, Israel, June 30, 2002.

Hélary J.-M., Hurfin M., Mostéfaoui A., Raynal M. and Tronel F., Computing
Global Functions in Asynchronous Distributed Systems with Perfect Failure De-
tectors. IEEE Trans. on Parallel and Distributed Systems, 11(9):897-910, 2000.



19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

Distributed Agreement and Its Relation with Error-Correcting Codes 87

Hurfin M., Mostefaoui A. and Raynal M., A Versatile Family of Consensus Proto-
cols Based on Chandra-Toueg’s Unreliable Failure Detectors. IEEE Transactions
on Computers, 51(4):395-408, 2002.

Hurfin M. and Raynal M., A Simple and Fast Asynchronous Consensus Protocol
Based on a Weak Failure Detector. Distributed Computing, 12(4):209-223, 1999.
Lynch N.A., Distributed Algorithms. Morgan Kaufmann Pub., San Francisco (CA),
872 pages, 1996.

Moses Y. and Rajsbaum S., The Unified Structure of Consensus: a Layered Anal-
ysis Approach. Proc. 17th ACM Symp. on Principles of Distributed Computing
(PODC"98), pp. 123-132, 1998. To appear SIAM Journal on Computing.
Mostefaoui A., Rajsbaum S. and Raynal M., Conditions on Input Vectors for Con-
sensus Solvability in Asynchronous Distributed Systems. Proc. 38rd ACM Sympo-
stum on Theory of Computing (STOC’01), pp. 153-162, Crete (Greece), 2001.
Mostefaoui A., Rajsbaum S. and Raynal M., Asynchronous Interactive Consistency
and its Relation with Error-Correcting Codes. Research Report #1455, TRISA,
University of Rennes, France, April 2002, 16 pages. (Also Brief Announcement in
PODC’02.) http://www.irisa.fr/bibli/publi/pi/2002/1455/1455.html.

Mostefaoui A., Rajsbaum S., Raynal M. and Roy M., A Hierarchy of Conditions
for Consensus Solvability. Proc. 20th ACM Symposium on Principles of Distributed
Computing (PODC’01), ACM Press pp. 151-160, Newport (RI), 2001.
Mostefaoui A., Rajsbaum S., Raynal M. and Roy M., Efficient Condition-Based
Consensus. 8th Int. Colloquium on Structural Information and Communication
Complezity (SIROCCO’01), Carleton Univ. Press, pp. 275-291, Val de Nuria (Cat-
alonia, Spain), 2001.

Mostefaoui A., Rajsbaum S., Raynal M. and Roy M., Condition-Based Protocols
for Set Agreement Problems. Proc. 16th Symposium on Distributed Computing
(DISC’02), These proceedings.

Mostefaoui A. and Raynal M., Solving Consensus Using Chandra-Toueg’s Unreli-
able Failure Detectors: a General Quorum-Based Approach. Proc. 13th Int. Sympo-
stum on Distributed Computing (DISC’99), Bratislava (Slovaquia), Springer-Verlag
LNCS 1693, pp. 49-63, 1999.

Moran S. and Wolfstahl Y., Extended Impossibility Results for Asynchronous Com-
plete Networks. Information Processing Letters, 26:145-151, 1987.

Pease L., Shostak R. and Lamport L., Reaching Agreement in Presence of Faults.
Journal of the ACM, 27(2):228-234, 1980.

Pfitzmann B. and Waidner M., Unconditional Byzantine Agreement for any Num-
ber of Faulty Processors. Proc. of the 9th Int. Symposium on Theoretical Aspects
of Computer Science, Springer-Verlag LNCS 577, pp. 339-350, 1992.

Powell D., Failures Mode Assumptions and Assumption Coverage. Proc. 22th IEEE
Fault-Tolerant Computing Symposium (FTCS’92), IEEE Society Press, pp. 386—
395, Boston (MA), 1992.

Schiper A., Early Consensus in an Asynchronous System with a Weak Failure
Detector. Distributed Computing, 10:194-157, 1997.

Taubenfeld G., Katz S. and Moran S., Impossibility Results in the Presence of
Multiple Faulty Processes. Information and Computation, 113(2):173-198, 1994.
Taubenfeld G. and Moran S., Possibility and Impossibility Results in a Shared
Memory Environment. Acta Informatica, 35:1-20, 1996.

Verissimo P., Traveling Through Wormholes: Meeting the Grand Challenge of Dis-
tributed Systems. Proc. Int. Workshop on Future Directions in Distributed Com-
puting (FuDiCo), pp. 144-151, Bertinoro (Italy), June 2002.



On the Stability of Compositions of Universally
Stable, Greedy Contention-Resolution Protocols

D. Koukopoulos!', M. Mavronicolas?, S. Nikoletseas', and P. Spirakis*

! Department of Computer Engineering & Informatics, University of Patras and
Computer Technology Institute (CTT), Riga Fereou 61, P. O. Box 1122, 261 10
Patras, Greece. {nikole,koukopou,spirakis}@cti.gr
2 Department of Computer Science, University of Cyprus, 1678 Nicosia, Cyprus.
mavronic@ucy.ac.cy

Abstract. A distinguishing feature of today’s large-scale platforms for
distributed computation and communication, such as the Internet, is
their heterogeneity, predominantly manifested by the fact that a wide
variety of communication protocols are simultaneously running over dif-
ferent distributed hosts. A fundamental question that naturally poses
itself concerns the preservation (or loss) of important correctness and
performance properties of the individual protocols when they are com-
posed in a large network. In this work, we specifically address stabil-
ity properties of greedy, contention-resolution protocols operating over a
packet-switched communication network.

We focus on a basic adversarial model for packet arrival and path deter-
mination for which the time-averaged arrival rate of packets requiring a
single edge is no more than 1. Stability requires that the number of pack-
ets in the system remains bounded, as the system runs for an arbitrarily
long period of time. It is known that several commonly used contention-
resolution protocols, such as LIS (Longest-in-System), SIS (Shortest-in-
System), NTS (Nearest-to-Source), and FTG (Furthest-to-Go) are univer-
sally stable in this setting — that is, they are stable over all networks. We
investigate the preservation of universal stability under compositions for
these four greedy, contention-resolution protocols. We discover:

— The composition of any two protocols among SIS, NTS and FTG is
universally stable.

— The composition of LIS with any of SIS, NTS and FTG is not uni-
versally stable: we provide interesting combinatorial constructions
of networks over which the composition is unstable when the adver-
sary’s injection rate is at least 0.519.

— Through an involved combinatorial construction, we significantly im-
prove the current state-of-the-art record for the adversary’s injection
rate that implies instability for FIFO protocol to 0.749. Since 0.519 is
significantly below 0.749, this last result suggests that the potential
for instability incurred by the composition of two universally stable
protocols may be worse than that of some single protocol that is not
universally stable.
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1 Introduction
1.1 Motivation-Framework

Heterogeneous Networks. A key feature of contemporary large-scale plat-
forms for distributed communication and computation, such as the Internet, is
their heterogeneity. Heterogeneity comes around in many different flavors. For
example, the specifics of how the computers in different parts of the network
are connected (directly or indirectly) with each other, and the properties of the
links that foster the interconnection, is difficult to characterize uniformly. Sec-
ond, different traffic sources over the Internet (due to varying mechanisms for
supporting different classes and qualities of service) result in a heterogeneous
mix of traffic traces. Third but not least, although, conceptually, the Internet
uses a unified set of protocols, in practice each protocol has been implemented
with widely varying features (and of course bugs). (See the recent interesting
article by Floyd and Paxson [] for an extended discussion on the heterogene-
ity of Internet.) Thus, heterogeneity is a crucial feature that makes it difficult
to model, verify and analyze the behavior of such large-scale communication
networks.

Objectives. In this work, we embark on a study of the impact of heterogeneity
of distributed systems on their correctness and performance properties. More
specifically, we wish to pose the general question of which correctness and per-
formance properties of individual, different modules of a distributed system are
maintained and which are not when such modules are composed into a larger,
heterogeneous distributed system. We choose, as a test-bed, the case of distinct
communication protocols that are simultaneously running on different hosts in
a distributed system. We ask, in particular, which (and how) stability proper-
ties of greedy, contention-resolution protocols operating over a packet-switched
communication network are maintained under composition of such protocols.
Framework of Adversarial Queueing Theory. We consider a packet-
switched communication network in which packets arrive dynamically at the
nodes with predetermined paths, and they are routed at discrete time steps
across the edges. We focus on a basic adversarial model for packet arrival and
path determination that has been recently introduced in a pioneering work by
Borodin et al. [3], under the name Adversarial Queueing Theory. Roughly speak-
ing, this model views the time evolution of a packet-switched communication
network as a game between an adversary and a protocol. At each time step,
the adversary may inject a set of packets into some nodes. For each packet, the
adversary specifies a simple path (including an origin and destination) that the
packet must traverse; when the packet arrives to destination, it is absorbed by
the system. When more than one packets wish to cross a queue at a given time
step, a contention-resolution protocol is employed to resolve the conflict. A cru-
cial parameter of the adversary is its injection rate r, where 0 < r < 1. Among
the packets that the adversary injects in any time interval I, at most [r|I|] can
have paths that contain any particular edge. Such a model allows for adver-
sarial injection of packets, rather than for injection according to a randomized,
oblivious process (cf. [H]).
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Table 1. Contention-resolution protocols considered in this paper. (US stands for
universally stable)

HProtocoI name [Which packet it advances:

Us]

Shortest-in-System (SIS) |The most recently injected packet into the network|./
Longest-in-System (LIS) |The least recently injected packet into the network [/
Furthest-to-Go (FTG) The furthest packet from its destination v
v
X

Nearest-to-Source (NTS) |The nearest packet to its origin
First-In-First-Out (FIFO)|The earliest arrived packet at the queue

Stability. Stability requires that the number of packets in the system remains
bounded, as the system runs for an arbitrarily long period of time. Naturally,
achieving stability in a packet-switched communication network depends on
the rate at which packets are injected into the system, and on the employed
contention-resolution protocol. Till our work, the study of stability has focused
on homogeneous networks, that is, on networks in which the same contention-
resolution protocol is running at all queues. In this work, we embark on a study
of the effect of composing contention-resolution protocols on the stability of the
resulting system. (By composition of contention-resolution protocols, we mean
the simultaneous use of different such protocols at different queues of the sys-
tem.)

Greedy Contention-Resolution Protocols. We consider only greedy
protocols— ones that always advance a packet across a queue (but one packet
at each discrete time step) whenever there resides at least one packet in the
queue. The protocol specifies which packet will be chosen. We study five greedy
protocols (all of which enjoy simple implementations): Say that a protocol is
stable [3] on a given network if it induces a bounded number of packets in the
network against any adversary with injection rate less than 1. (Note that the
bound may depend on parameters of the network.) The first four of these proto-
cols (namely, SIS, LIS, FTG and NTS) are universally stable— each is stable on all
networks [1} Section 2.1]. In contrast, FIFO (one of the most popular queueing
disciplines, because of its simplicity) is not universally stable [T} Theorem 2.10].
Approach. We consider all combinations of two from the four universally stable
protocols, and we examine whether the corresponding composition is universally
stable. We either show that it is, or we demonstrate a network and an adver-
sary (with some specific injection rate less than 1) such that the composition
is not stable on the network (against the adversary). In addition, in order to
qualitatively evaluate how unstable are the compositions that turn out not to
be universally stable, we also consider the FIFO protocol, which is known not be
universally stable; we measure the instability of the composition against that of
FIFO by establishing the best lower bound we can on the adversary’s injection
rate that implies instability for the composition and for FIFO, and we compare
the two resulting lower bounds.
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1.2 Contribution

Summary of Results. In this work, we initiate the study of the stability proper-
ties of heterogeneous networks with compositions of greedy contention-resolution
protocols, such as SIS, LIS, FTG, NTS and FIFO, running on top of them. Our
results are three-fold; they are summarized as follows:

— We establish universal stability for compositions of any two among the (uni-
versally stable) SIS, FTG, and NTS protocols (Theorem [I]).

— We establish that, surprisingly, the composition of LIS with any of SIS, NTS

and FTG is not universally stable (Theorem [2)).
To show this, we provide interesting combinatorial constructions of networks,
for each queue of which we specify the contention-resolution protocol to be
used, so that the composition of the protocols is unstable if the injection
rate of the adversary is at least 0.519.

— We establish a new lower bound on the instability threshold of the FIFO pro-

tocol. More specifically, we provide an involved combinatorial construction
of a network containing only FIFO queues and an adversary with injection
rate 0.749 that result to instability (Theorem [3).
This result not only significantly improves the current record (that is, the
lowest known) instability threshold for FIFO [5] Theorem 3.1]. More impor-
tantly perhaps, it provides, as we argue, a standard for evaluating the lower
bound (0.519) on the instability thresholds we established for the not uni-
versally stable compositions (Theorem ). Since 0.519 is substantially less
than 0.749 (in the climax [0.1]), and since lowering the instability thresh-
old for FIFO has undergone a series of subsequent improvements in recent
papers in the literature [IIRJ5] culminating to the 0.749 shown in this work,
these together may modestly suggest that composing two universally stable
protocols may, surprisingly, turn out to exhibit more unstable behavior than
a single protocol that is already known to not be universally stable (such as
FIFO).

The combinatorial constructions of networks and adversaries that we have
employed for showing that certain compositions of universally stable protocols
are not universally stable significantly extend ones that appeared before in [LJ3]
5]. In more detail, some of the tools we devise in order to obtain constructions
of networks and adversaries that imply improved bounds are the following:

— We employ combinatorial constructions of networks with multiple ”parallel”
paths between a common origin and destination; we judiciously use such
paths for the simultaneous injection of various non-overlapping flows.

— We introduce and use the technical notions of investing flow and short inter-
mediate flow; these are some special cases of packet flows that we use in our
adversarial constructions that consist of inductive phases. Roughly speaking,
an investing flow injects packets in a phase which will remain in the system
till the beginning of the next phase, in order to guarantee the induction
hypothesis for the next phase; on the other hand, short intermediate flows
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consist of packets injected on judiciously chosen paths of the network and
their role is to block all packets of the investing flows (so that the latter will
indeed remain in the system).

1.3 Related Work and Comparison

Composing Protocols and Objects. The issue of composing distributed pro-
tocols (resp., objects) to obtain other protocols (resp., objects), and the prop-
erties of the resulting (composed) protocols (resp., objects), has a rich record
in Distributed Computing Theory (see, e.g., [I0]). For example, Ferndndez et
al. [6] study techniques for the composition of (identical) causal DSM systems
from smaller modules each individually satisfying causality. Herlihy and Wing [9]
establish that a composition of linearizable memory objects (possibly distinct),
each managed by its own protocols, preserves linearizability. In the community of
Security Protocols, the statement that security is not compositional is considered
to be folklore [11].

Adversarial Queueing Theory. The model of Adversarial Queueing Theory
was developed by Borodin et al. [3] as a more realistic model that replaces
traditional stochastic assumptions made in Queueing Theory (cf. [4]) by more
robust, worst-case ones. Subsequently, the Adversarial Queueing Theory model,
and corresponding stability and instability issues, received a lot of interest and
attention (see, e.g., [12518/12]).

Stability and Instability Results. The universal stability of SIS, LIS, NTS
and FTG was established by Andrews et al. [1I Section 2.1]. The instability of
FIFO (on a specific network) was first established by Andrews et al. [1l, Theorem
2.10]. Lower bounds of 0.85, 0.84 and 0.8357 on the instability threshold of
FIFO (in the model of Adversarial Queueing Theory) were presented before by
Andrews et al. [I, Theorem 2.10], Goel [§] and Diaz et al. [5, Theorem 3]. To the
best of our knowledge, no previous work addressed the stability and instability
properties of networks consisting of queues using multiple contention-resolution
protocols.

Summary. For purpose of completeness and comparison, we summarize, in Ta-
ble 2 all results shown in this work and in [I] that provide bounds on stability
and instability properties of the universally stable, greedy contention-resolution
protocols, and their compositions, that we considered.

Table 2. Range of injection rates for which the composition of the two protocols is
unstable on some network. We denote US the universally stable compositions

LIS SIS NTS FTG
LIS [US ()
SIS [[0.519,1] (Thm. 2)[US ([)
NTS[[0.519,1] (Thm.2)[US (Thm. @D)|US (@)
FTG|[0.519,1] (Thm.2)|US (Thm. D)|US (Thm. M[US ( )
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2 Preliminaries

The definition of a bounded adversary A of rate (r,b) (where b > 1 is a natural
number and 0 < r < 1) in the Adversarial Queueing Theory model [3] requires
that for any edge e and any interval I, the adversary injects no more than
r|I| + b packets during I that require edge e at their time of injection. Such
a model allows for adversarial injection of packets that are “bursty” using the
integer b > 0. Say that a packet p requires an edge e at time t if e lies on the
path from its position at time t to its destination.

This definition for the adversary is used in Section [3 for proving that spe-
cific compositions of protocols are universally stable. On the other hand, when
we consider adversarial constructions for proving instability of compositions of
specific protocols (Section[) and FIFO protocol (Section[H) in which we want to
derive lower bounds, using an adversary with zero “burstiness” (that is, taking
b = 0) results in more simplified proofs. Thus, for these purposes, we say that
an adversary A has injection rate r if for every t > 1, every interval I of ¢ steps,
and every edge e, it injects no more than r|t| packets during I that require edge
e at the time of their injection. Clearly, an instability result for an adversary
with no burstiness (b = 0) applies also to an adversary that may use burstiness
(b > 0). Also, for simplicity, and in a way similar to that in [1], we omit floors and
ceilings and sometimes count time steps and packets roughly. This only results
to loosing small additive constants while we gain in clarity.

In order to formalize the behavior of a network under the Adversarial Queue-
ing model, we use the notions of system and system configuration. A triple of the
form (G, A, P) where G is a network, A is the adversary and P is the used pro-
tocol on the network queues is called a system. Furthermore, the configuration
C" of a system (G, A, P) in every time step ¢ is a collection of sets {S? : eeG},
such that S! is the set of packets waiting in the queue of the edge e at the end
of step t. If the current system configuration is C?, then we can go to the system
configuration C**! for the next time step as follows: (i) Addition of new packets
to some of the sets S¢, each of which has an assigned path in G, and (ii) for each
non-empty set S’ deletion of a single packet peS! and its insertion into the set
S;H where f is the edge following e on its assigned path (if e is the last edge
on the path of p, then p is not inserted into any set.) The time evolution of the
system is a sequence of such configurations C', C?, ..., such that for all edges e
and all intervals I, no more than r|I| + b packets are introduced during I with
an assigned path containing e. An execution of the adversary’s construction on
a system (G, A, P) determines the time evolution of the system configuration.

In the constructions of executions in Sections @] and Bl we split time into
phases. In each phase, we study the evolution of the system configuration by
considering corresponding time rounds. For each phase, we inductively prove
that the number of packets of a specific subset of queues in the system increases
in order to guarantee instability. This inductive argument can be applied repeat-
edly, thus showing instability. In addition, our constructions use networks that
can be split into two symmetric parts. Thus, the inductive argument needs to



94 D. Koukopoulos et al.

be applied twice to establish increase in the number of packets residing at two
different queues.

Also, in order to make our inductions work, we assume that there is a suf-
ficiently large number of packets so in the initial system configuration. This
will imply instability results for networks with an empty initial configuration, as
established by Andrews et al. [1, Lemma 2.9].

3 Universally Stable Compositions of Universally Stable
Protocols

In order to prove the following theorem we make the following assumptions
and definitions. Let 0 < € < 1 be a real number. We assume that r = 1 — ¢,
m is the number of network edges, and d is the length of the longest simple
directed path in the network. Let us now define a sequence of numbers by the
recurrence k; = M, where k; = me. Our techniques here are motivated

by corresponding techniques in Andrews et al. [1].

Theorem 1. If the used queueing disciplines in the system are a) SIS and FTG,
then the system (G, A, SIS, FTG) is stable, no queue ever contains more than
kq packets and no packet spends more than %(db—i— Z?:l k;) steps in the system,
while if they are b) NTS and FTG or ¢) SIS and NTS, then there are never more
than kq packets in the system and mo queue contains more than %(k‘d,l +b)
packets, where d is the length of the longest simple directed path in G and k; is
an appropriately defined sequence of numbers.

Proof. (Sketch) In order to prove this theorem, we first show the following two
lemmas:

Lemma 1. Let p be a packet waiting in a queue e at time t and suppose there
are currently k — 1 other packets in the system requiring e that have priority
over p. Then p will cross e within the next %“7 steps if the queueing discipline

in queue e is SIS, NTS or FTG.

Lemma 2. When a packet p crossing its path arrives at the j*" edge on its path,

there are at most k; —1 other packets requiring to traverse this edge with priority
over p, if the used queueing protocol is a) SIS or NTS, b) SIS or FTG, and ¢)
NTS or FTG.

Lemma [T claims that if a packet p waits in a queue e at time ¢ and there are
currently k—1 other packets in the system requiring to traverse edge e that have
priority over p, then p will cross e within the next ££% steps either the queueing
discipline of queue e is SIS or NTS or FTG. In Lemma 2] we specialize Lemma [T
taking into account the distance of the queue e, in which packet p arrives at
time t crossing its specified path, in relation to the first queue in its path. In this
case, we prove that if queue e has distance j from the first queue on p’s path
then there are at most k; — 1 other packets in the system requiring to traverse
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the edge e that have priority over p when the system queues have as protocols
(a) SIS or FTG, (b)NTS or FTG and (c) SIS or NTS.

Then based on these two lemmas, we prove this theorem using contradiction.
Firstly, let us assume that there are kg + 1 packets at some time all requiring
the same edge. Then, the packet with the lowest priority of the k; + 1 packets
contradicts Lemma [2. Combining both lemmas, a packet p takes at most kith
steps to cross the j*" edge on its path. Therefore, the upper bound for delay is

d
D db+§£i:1 ks

. No packet spends more than D steps in the system. a

4 TUnstable Compositions of Universally Stable Protocols

In this section, we show that the composition of LIS protocol with any of SIS, NTS
and FTG protocols is not universally stable. Before proceeding to the adversary
constructions for proving instability we give two basic definitions.

Definition 1. We denote X; the set of packets that are injected by the adversary
into the system in the iy, Tound of a phase. These packet sets are characterized
as investing flows because the number of their packets that will remain into the
system at the end of the phase in which they have been injected, will be a portion
of the packets that will be used as the initial ones in the next phase ensuring the
reproduction of the induction hypothesis.

Definition 2. We denote S; ), the ky, set of packets the adversary injects into
the system in the iy, round of a phase. These packet sets are characterized as
short intermediate flows because their only purpose is to block other packet sets
by using suitable paths.

Theorem 2. Let r > 0.519. There is a network N1 and an adversary A of
rate r, such that the system (Ni,A,Queueing Disciplines) is unstable, if the used
queueing disciplines are a) LIS and SIS, b) LIS and NTS or ¢) LIS and FTG.

Proof. (Sketch) Part a) Consider the network N; in Figure [

Induction Hypothesis: At the beginning of phase j, there are s; packets that
are queued in the queues fzi, f;, fé (in total) requiring to traverse the edges
€0, J1, f2, [, [7.

Induction Step: At the beginning of phase j + 1 there will be more than s;
packets thflcmt x/?villl be/ queued in the queues fy4, f7, fs, requiring to traverse the
edges 617f17f27f47 f7'

The intuition behind this adversary construction and network topology is
basically the preservation of the newly injected investing flows in each round of
a phase inside the network until the end of the phase during which they have
been injected. The tools we use to achieve this goal are the injections of short
intermediate flows (S; 1) and the introduction of parallel edges (fs, f5, fo and
f7, fs, fo) in the network topology. Although the short intermediate flows do not
contribute actually to the number of packets that will be used as the initial flow
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SIS
LIS SIS
LIS
LIS
LIS
LIS
SIS

P can be any
queueing policy:
LIS or SIS

Fig. 1. The network N; running a composition of LIS and SIS

for the next phase, their role is essential as they are used for blocking investing
flows of packets in consecutive rounds. Moreover, some of them have another
role, too. They block short intermediate flows that have been injected in certain
rounds in order they can be used for blocking investing flows in the next round
of the one in which they have been injected. Also, an important point we should
mention is the use of the short intermediate flow that is injected in the first
round of a phase j (S1,1 — flow) to block a portion of the initial packets that
are in the system at the beginning of the phase (s;) in order these packets to be
used twice for blocking investing flow X to the first and the next round of the
current phase. As far as concerns the parallel edges, the purpose of their presence
in the network topology is to be guaranteed that the paths of the packet flows
injected in the same round do not overlap. The first set of parallel edges fy4, f5, fs
is used in order short intermediate flows that are injected at the same round to
not overlap, while the second set of parallel edges f7, fs, fo is used mainly in
order the paths of investing flows and the paths of short intermediate flows that
are injected at the same round to not overlap.

We will construct an adversary A such that the induction step will hold.
Proving that the induction step holds, we ensure that the induction hypothesis
will hold at the beginning of phase j+1 for the symmetric edges with an increased
value of s;, 5,41 > s;. In order to prove that the induction step works, we should
consider that there is a large enough number of packets s; in the initial system
configuration. During phase j the adversary plays four rounds of injections. The
sequence of injections is as follows:

Round 1: It lasts s; time steps. At the beginning of this round, there are s;

packets (S — flow) in the queues f;, f;7 fé (in total) requiring to traverse the
edges eo, f1, f2, f1, f7-
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Adversary’s behavior. During this round the adversary injects in queue ey a
set X7 of |X1| = rs; packets wanting to traverse the edges eo,f3,f4,f7,el,f{,
fos fas fo. At the same time, the adversary injects a set S11 of [S11] = rs;
packets in queue f; that require to traverse only the edge fi.

At the end of this round, there are rs; packets of S— flow in queue f; wanting
to traverse the edges f1, f2, fa, f7. Also, there is a set Xy of | X1| = rs; packets
in queue ey wanting to traverse the edges e, f3, f1, f7, €1, fl/7 for fas [

Round 2: It lasts rs; time steps. Adversary’s behavior: During this round the
adversary injects a set X5 of | Xs| = r?s; packets in queue ey requiring to traverse
the edges eq, f3, f1, fs, €1, fi, fé, f;, f% In addition, the adversary injects a set
Sa1 of [S2,1| = r?s; packets in queue fo wanting to traverse the edges fo, f5, f7.

At the end of this round, there are rs; packets of X; — flow in queue f; want-
ing to traverse the edges fy4, f7, e1, fi, fas fL;, f; Also, there are 7?s; packets of
X5 — flow in queue e requiring to traverse the edges eg, f3, f1, fs, €1, f{, fé, 1 f;
and 7?s; packets of Sy 1 — flow in queue fo wanting to traverse the edges fa, fs, f7.
Round 3: It lasts r?s; time steps. Adversary’s behavior: During this round
the adversary injects a set X5 of |X3| = r3s; packets in queue f; wanting to
traverse the edges f4, fo, €1, fi, fé, fzi, f; Also, the adversary injects a set Ss ;
of [S51] = r3s; packets in queue f5 wanting to traverse the edges f5, f7. Finally,
the adversary injects a set Sz of [S32| = r?’sj packets in queue f; wanting to
traverse the edges fa, fs, fs-

At the end of this round, there are rs; packets of X1 — flow in queues f4, f7

in total (rs; — r2sj packets in queue fi and rs; packets in queue f7) wanting
to traverse the edges f4,f7,61,f1,fé,f4,f; Also, in queue f; there are r?s;
packets of X5 — flow requiring to traverse the edges f4, fs, €1, fl, f2, f4, f7 and
r3s; packets of X3 — flow wanting to traverse the edges f4, fo, €1, f17 f2, f47 f7
Moreover, there are r®s; packets of S31 — flow in queue f5 requiring to traverse
the edges f5, f7 and r3s; packets of S3 2 — flow in queue f> requiring to traverse
the edges fa, fo, fs-
Round 4: It lasts r3s; time steps. Adversary’s behavior: During this round,
the adversary injects a set X4 of |X4| = rts; packets in queue f3 wanting to
traverse the edges f3, f4, f7, €1, f{, fé, f:l, f;. Besides the short intermediate flows
(S3,1,55,2) that have been injected into the system during the previous round
and still remain into the system at the beginning of this round, the system
configuration at the beginning of round 4 also consists of the investing flows
X1, Xo, X3 that have been injected into the system during the previous rounds.
During this round, these investing flows along with the investing flow that is
injected into the system during this round (X4 — flow) continue to remain into
the system independently of the adversarial injection rate r because they are
blocked by the short intermediate flows S3 1, S3.2.

At the end of this round, the number of packets in queues fy4, f7, fs requiring
to traverse the edges eq, f{, fé7 f;i, f; is

sj+1 = | Xa| + | Xo| + [ Xs| + | Xa| = rs; +r%s; + 175 +1's; (1)
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In order to have instability, we must have s;; > s;. Therefore from (1), we
should have rs; + r2s; + r3s; + r*s; > s;, i.e. r > 0.519. This argument can be
repeated for an infinite number of phases ensuring that the number of packets
at the end of a phase will be bigger than at the beginning of the phase.

Part b) This part of the theorem can be proved similarly to the previous part.
One difference here is the replacement of the protocol of queues that use SIS by
NTS. The topology of the used network No and the adversary construction for
proving instability of the system (N2,.4,LIS,NTS) are similar to the first part of
the theorem. Especially, short intermediate flows have the same blocking effects
as before over investing flows because their injection in the same queues as before
are enough to guarantee their priority over investing flows when they conflict in
queues that use NTS.

Part c) This part of the theorem can be proved similarly to the previous parts.
Thus, the construction of the adversary A for proving instability of the system
(N3, A,LIS,FTG) is similar to the other parts. As far as concerns the network
topology a difference here is that the queues, that have as protocol SIS in the
first part, are now using FTG. Another difference that concerns the used network
topology is that it contains additional paths that start at FTG queues and have
sufficient lengths, such that the injected short intermediate packet flows have the
same blocking effects over the injected investing packet flows, as in the proofs of
the previous parts, when they conflict in queues that use FTG. a

5 A Lower Bound for FIFO Instability

In this section, we present an adversary construction that lowers significantly
the injection rate bound for which FIFO is unstable to 0.749 on the network that
we consider in Figure 2

Theorem 3. Let r > 0.749. There is a network N and an adversary A of rate
r, such that the (N', A, FIFO) system is unstable.

Proof. (Sketch) We consider the network A in Figure 2

Induction Hypothesis: At the beginning of phase j, there are s; packets that are
queued in the queues ey, fé, fzi, fé, fé (in total) requiring to traverse the edges
eo, f1, f3, f5, all these packets are able to depart from their initial edges to the
symmetric part of the network (f1, fs, f5) as a continuous flow in s; time steps,
and the number of packets that are queued in Jqueues f4, fG is bigger than the
number of packets that are queued in queues f3, f5

Induction Step: At the beginning of phase j + 1 there will be more than s;
packets (sj;1 packets) that will be queued in the queues f3, f5, fa, fo,e1 (in
total) requiring to traverse the edges eq, fl/, f;;, fg), all of which will be able to
depart from their initial edges to the symmetric part of the network ( f{, fé, fé)
in sj41 time steps as a continuous flow and the number of packets that will be
queued in queues fy, f¢ will be bigger than the number of packets that will be
queued in queues fs3, f5.
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Fig. 2. FIFO network N

Notice that our inductive argument claims that if at the beginning of phase
J all s; packets, that are queued in queues ey, ff;, f;, fé, fé requiring to traverse
the edges e, f1, f3, f5, manage to traverse their initial edges in s; time steps as
a continuous flow, then at the beginning of phase j+1 all s;; packets, that will
be queued in queues f3, f5, f1, f6, €1 requiring to traverse the edges e;, f{, f:;, ff/),
will be able to traverse their initial edges in s;; time steps as a continuous flow.
This argument guarantees the reproduction of the induction hypothesis in queues
I3, f5, fa, f6, €1 even if there are flows (in particular in queues fs, f4, f5) that do
not want to traverse the edges eq, f{, fé, fé, the packets of which are regularly
spread among the packets that want to traverse these edges. Furthermore, this
argument implies the third part of the inductive argument, which claims that if at
the beginning of phase j, the number of packets that are queued in queues féi, fé
is bigger than the number of packets that are queued in queues fé, fé, then at
the beginning of phase j+ 1 the number of packets that will be queued in queues
f1, f6 will be bigger than the number of packets that will be queued in queues
f3, f5.- This happens because in the first round of the adversary’s construction
we inject packets in queue f:i and if the third part of the induction hypothesis
does not hold, then we cannot guarantee that all the initial s; packets will depart
their initial edges to the edges fi, fs, f5 in s; time steps as a continuous flow.
However, we include it into the induction hypothesis for readability reasons.

We will construct an adversary A such that the induction step will hold.
Proving that the induction step holds, we ensure that the induction hypothesis
will hold at the beginning of phase j+1 for the symmetric edges with an increased
value of s; packets, sj;1 > s;. From the induction hypothesis, initially, there
are s; packets (called S — flow) in the queues eo,fgl,f:l, fg), f(; requiring to
traverse the edges e, f1, f3, f5. In order to prove the induction step, it is assumed
that there is a set S with a large enough number of |S| = s; packets in the
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initial system configuration. During phase j the adversary plays three rounds of
injections. The sequence of injections is as follows:
Round 1: It lasts s; time steps. Adversary’s behavior: During these steps, the
adversary injects a set X of |X| = rs; packets in queue le wanting to traverse
the edges fé,fé,eo,fg, /3, f5, €1, fll,fé,fé and a set Sy of |Si| = rs; packets in
f1 wanting to traverse fi.

At the end of this round, all the packets of the set X are queued in ey, while

in queue f; remains a set Syem Of [Srem| = :jjl packets from the set S and a set
2.
S1rem Of |S1 rem| = :j{ packets from the set S; mixed on a proportion equal

to their initial proportion of their sizes (fair mixing property).

Round 2: It lasts rs; steps. Adversary’s behavior: The adversary injects a set

Y of |Y| = r%s; packets in queue fé requiring to traverse the edges f;, f(;, eo, f1,

fe, €1, f{, fé, fé At the same time, the adversary injects a set S of |So| = r?s;

packets in f wanting to traverse fo, a set Ss of |S5| = r?s; packets in f; wanting

to traverse f3, and a set Sy of |S4| = r?s; packets in f; wanting to traverse fs.
At the end of this round all the packets of the set Y are queued in queue

2 S .
eo- Also, a set Xpem, f, Of [Xpem f,| = 754 packets from the set X and a set
3 .
Sorem,fs Of |S2.rem, t.| = ij{ packets from the set Sy remain in queue fo
mixed on a proportion equal to their initial proportion of their sizes. Further-
3 . .
more a set Xyem, f, Of [Xrem, 5] = % packets from the set X, a set

3s. .
r°8;+7s;

Srem, s Of |Srem, 5] = S CeE)) packets from the set S and a set S3 e Of

4 5 2 ; . . .
|S3.rem| = % packets from the set S3 remain in queue f3 mixed on the
proportion of the sizes with which they arrive in queue f3 during this round.

7"45j+7‘25j
r24+r+2)(r34+r242r+2)

7‘4Sj+r28j
(r2+r+2)(r3+r2+2r+?)
ets from the set S, and % packets from the set S remain in queue f5
mixed on the proportion of the sizes with which they arrive in queue f3 during
this round.
Round 3: It lasts r?s; time steps. Adversary’s behavior: During this round the
adversary injects a set S5 of |S5| = r3s; packets in queue f4 requiring to traverse

the edge f1 and a set Z of |Z| = r3s; packets in queue fg requiring to traverse
the edges vaelaflv f3af5'

Finally, packets from the set X, C pack-

3

At the end of this round a set Yy ey, 0f [YVyem| = =24 packets from the set Y and
r+1
g
a set S5 rem Of [S5 rem| = = f{ packets from the set S5 remain in queue f4 mixed

on a proportion equal to their initial proportion of their sizes. Furthermore, a
1

set Yiem, fs Of |Yeem. fo| = m packets from the set Y and a set Z,em, f,

of |Zrem, fs| = 247 packets from the set Z are queued in queue fg mix on the

proportion of the sizes with which they arrive in queue fg during this round.
The total number of packets in queue f3 at the beginning of round 3 is

(r® + 14+ 3r® + 1% 4 2r)s;
(r+1)(r2+r+2)

Tal = [Xrem, g5 | + [Srem, fs] + |93,rem| = (2)
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However, |T}| > r?s;, Vr. Thus, a number of X,cp ., Srem, f5, 93,rem Packets will
2r—r?—rt)s;
(r+1)(r2+r+2) "

| = W packets belong to the set S3. In
addition, the total number of packets that are in fo at the end of round 2 is
|T3| = r2sj that is equal to the round’s time duration. Thus, all the packets that
belong to the set X and were in fo at the end of round 2 (| X,em, f,|) traverse
now fo and arrive to f3 where they are blocked.

In order to have instability the number of packets that are queued in f3, f4, f5,
f6, €1 requiring to traverse the edges e, f1, f3, f5 at the end of this round, s;41,
should be more than the initial s; packets that were queued in the system in
corresponding queues at the beginning of round 1. Therefore, it should hold

remain in queue f3 at the end of round 3. This number is |Ts| =

From this number [S5 rem, £,

1Z] + Y]+ ‘Xrem,f2| + ‘Xrem,f3| + |Xpa887f3| — [Trounds| > Sj (3)
Substituting in (3), we take
2. 3. ) 4. 2.
r35j+ res; r°s; + 18 78 + 178 > s (4)

r+1 + (r+1)(r?4+r+2) + (r2+r+2)(r3+1r242r+2)
This holds for » > 0.749. Now in order to conclude the proof we prove:

Lemma 3. For r > 0.686, the number of packets that remain in queues fs3, fs5
(Q(f3),Q(f5)) at the end of round 3 is less than or equal to the number of packets
that remain in queues f4, fo at the end of round 3 (Q(f1), Q(fs))-

Notice that we have, till now, managed to reproduce the induction hypothesis
in queues fs, f5, fa, f6,€1 but with some packet flows (in particular in queues
fa, f3, f5) having empty spaces (packets that don’t want to traverse the edges
e1, f1s f3, f2). In order for the induction step to work we must show that all
the packets in these queues will manage to depart to the symmetric part of the
network (fy, fs, f5) in sj4+1 time steps as a continuous flow. As we have shown
above all the packets that are queued in queue e; want to traverse the edges
e1, fl, f3, f5 and their flow is continuous without empty spaces (packets that do
not want to traverse the edges eq, f17 f3, f5) Also, from Lemma Bl the number
of packets in queues fy, fg is bigger than the number of packets in queues f3, f5.
Furthermore, the packets that are queued in queue fg can be seen as a continuous
flow that wants to traverse the edges e, fi, fé, fé, while the set of packets in
queue f, consists of packets that want to traverse the edges eq, fl, f37 f5 (Yrem)
and packets that are injections which require to traverse a single edge (S5 rem),
which can be considered as empty spaces. Because of that we should show that
all the Y..,, packets manage to leave the edge f4 during the s, time steps. We
formally establish:

Lemma 4. For any injection rate r, all the Yye, packets manage to leave the
edge fi during sj41 time steps.

We have so far established two sufficient constraints on r for instability, namely
that r > 0.749 and r > 0.686. Clearly, taking r > max{0.749,0.686} = 0.749
suffices for instability of the network N in the constructed execution. This con-
cludes our proof. m|
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6 Discussion and Directions for Further Research

Our work opens up the study of the stability and instability properties of hetero-
geneous communication networks with multiple contention-resolution protocols
running on top of them. A fundamental question that arises in this setting is
whether there exists a structural explanation of the differences we have observed
regarding the stability of different compositions of universally stable protocols.
Is there any deep reason for the composition of LIS with another contention-
resolution protocol to be unstable? Also, for the unstable compositions of pairs
of protocols, can we characterize the graphs on which the composition is un-
stable? A corresponding characterization for networks on which a single greedy
protocol is running (as opposed to a composition of greedy protocols) in terms
of graph minors has been developed in [1] Section 3.2].
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Abstract. In this paper, we are interested in transformations of self-
stabilizing algorithms from one model to another that preserve stabiliza-
tion. We propose an easy technique for proving correctness of a natural
class of transformations of self-stabilizing algorithms from any model to
any other. We present a new transformation of self-stabilizing algorithms
from a message passing model to a shared memory model with a finite
number of registers of bounded size and processors of bounded mem-
ory and prove it correct using our technique. This transformation is not
wait-free, but we prove that no such transformation can be wait-free. For
our transformation, we use a new self-stabilizing token-passing algorithm
for the shared memory model. This algorithm stabilizes in O(nlog?n)
rounds, which improves existing algorithms.

1 Introduction

There is a variety of different distributed models. Because of their different char-
acteristics, we need to design different algorithms that solve a problem, one for
each model. A standard approach to avoid this is to design general methods
of transforming algorithms from one model to another [I34]. A transformation
of algorithms from one model to another takes, as input, an algorithm of the
first model and produces, as output, an algorithm in the second model. These
algorithms solve the same problem if they have the same interaction with the
user interface. The sequence of operations that describes this interaction in an
execution is the ¢race of the execution [I3J4]. A transformation is correct if, for
any algorithm, the trace produced in any execution of the transformed version
can be produced in an execution of the original version [I3[4].

We will restrict our attention to systems where transient faults may occur.
These are failures caused by temporary processor or communication medium
malfunctions. A transient fault may change the information stored in processors
and/or the information contained in the communication medium of the system,
but not the algorithm itself. Algorithms that eventually make the system regain
normal behavior starting from an arbitrary state are called self-stabilizing [6)].

We are interested in transformations of self-stabilizing algorithms between
different models of computation that preserve self-stabilization. A transforma-
tion of self-stabilizing algorithms from model M to model M’ takes, as input,
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a self-stabilizing algorithm A that works in model M and produces as output
a self-stabilizing algorithm A’ that works in model M’. Intuitively, if the trans-
formation is correct, algorithm A’ eventually simulates algorithm A (and then,
eventually stabilizes to the task of A). More formally, a transformation of self-
stabilizing algorithms from model M to model M’ is correct if, for any algorithm
A of model M, the resulting algorithm A’ of model M’ has a subset Q" of its
set of states @', such that:

1. In every execution of the transformed algorithm A’, eventually all the states
will be in Q"

2. For any execution a’ of the transformed algorithm A’, starting from a state
in Q", there is an execution a of the original algorithm A, such that a’ and
a have the same trace.

In the literature, there exist transformations of self-stabilizing algorithms
between different models [8J9] proved to be correct based on specific character-
istics of the models. We present a technique of proving correctness of a class of
transformations of self-stabilizing algorithms. This is a general technique (i.e.
it applies to any models). We give a new transformation of self-stabilizing al-
gorithms from the message passing model to the shared memory model with
finite number of registers of bounded size and processors with bounded memory.
We prove correctness of this transformation using our technique. To define our
transformation, we use the composition technique presented by Dolev [8], but
with some technical details modified. This transformation uses a self-stabilizing
token-passing algorithm (which is common in transformations of both general
and self-stabilizing algorithms [84]) with the extra property that the processors
get the token in a round-robin order. Such an algorithm is given by Dijkstra
[6] for the composite atomicity model and Dolev [§] simulates it for the shared
memory model. This algorithm stabilizes in O(n?) rounds. We present a new self-
stabilizing round-robin token-passing algorithm, for the shared memory model,
that stabilizes in O(nlog® n) rounds.

Lynch [13] has a transformation of non-self-stabilizing algorithms from the
message passing model to the shared memory model. We show that it can be eas-
ily modified to preserve stabilization and then compare our transformation with
it. Lynch’s transformation is wait-free but requires unbounded register size and
unbounded memory processors. Our transformation works for bounded size regis-
ters and bounded memory processors but it is not wait-free. We prove that there
is no wait-free transformation of self-stabilizing algorithms from the message-
passing model to the shared memory model with a finite number of registers of
bounded size and processors of bounded memory.

1.1 Models

We consider two different types of operations: the interface operations which are
used for interaction between each processor and the user interface [I3], and the
system operations, which happen within the distributed system. An interface



Transformations of Self-Stabilizing Algorithms 105

operation from the user interface to the distributed system is called an input
operation, and an interface operation from the distributed system to the user
interface is called an output operation. An interface operation only changes the
local memory of a single processor. A system operation performed by a processor
can be either internal if the processor uses and changes variables only in its local
memory, or ezternal.

We consider asynchronous models for which an execution is an alternating
sequence of states (of the system) and operations. We consider fair executions
[7] where each processor performs operations infinitely often. The trace of an ex-
ecution a is the sequence of interface operations performed in @ and is denoted
trace(a) [I3]. The task of a problem is a set of traces that satisfy the problem
specifications. We consider transformations of self-stabilizing algorithms from
model M to model M’ for which there is one-to-one correspondence of the pro-
cessors of the two models; i.e. processor P! of model M’ simulates the behavior
of processor P; of model M.

In the shared memory model, we consider processors that communicate using
read/write registers. One processor at a time will be scheduled to atomically
execute a read or write operation accompanied by some internal computation.

In the message passing model, channels are used for communication between
neighbouring processors. Processor P; communicates with its neighbour P; by
sending messages to a queue L; ; and by receiving messages from a queue L ;.
Note that, for asynchronous systems, there is no fixed upper bound on the deliv-
ery time of messages. To model this, we could use two queues, L; ;, L} ;, instead
of queue L; ;, such that P; sends messages to L;7  and P; receives messages from
L} ;. The system delivers messages from L ; to L;; [4]. The results in this paper
hold for both of these ways of describing communication in the message passing

model. For simplicity, we use the first.

A commonly used message-passing model is the message-driven model where
a receive step can only be performed by a processor when there is a message
in its receiving queue. In this model, any atomic operation begins with a single
receive step, followed by one or more internal steps and 0 or more send steps
(during which no two messages are sent to the same queue). Consider an initial
system state where the queues are empty and all the processors are waiting to
receive a message. Starting from such a state the system is deadlocked. This
kind of deadlock is called communication deadlock.

The majority of authors assume the existence of time-outs to deal with com-
munication deadlock. Dolev [8] defines time-outs as environmental operations
that will be executed when such a deadlock occurs. Dolev, Israeli, and Moran [9]
assume a time-out device, which detects communication deadlocks and initializes
the system to a state after which no communication deadlock ever occurs. Time-
outs are not a desirable assumption for self-stabilizing asynchronous systems.
First, it is unclear how they are implemented. Second, a time-out initializes a
system to a known state, which is what self-stabilization is trying to accomplish.
Katz and Perry [I1] provide another solution to the problem of communication
deadlock. They assume that, in any state, there is at least one processor whose
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next operation is to send a message. Therefore, they only consider algorithms
that stabilize starting from a subset of states and not from any state.

We use another message passing model, defined by Attiya and Welch [4],
called point-to point asynchronous message passing. A processor can perform a
receive step on an empty queue. In this case, it returns a special symbol 1. We
define an atomic operation performed by some processor to be a sequence of 0
or more receive steps (at most one for each of its neighbours), followed by 1 or
more internal steps and a sequence of 0 or more send steps (during which no two
messages are sent to the same queue).

1.2 Known Transformations between Message Passing and Shared
Memory

In the literature, there are many transformations of general algorithms between
different versions of asynchronous message passing model and the asynchronous
shared memory model. Most were not designed to preserve stabilization: their
correctness depends on the system being initialized in certain states.

Bar-Noy and Dolev [B] present a way to get transformations between the
shared memory model and the message passing model for algorithms that only
use snapshots for communication. Attiya, Bar-Noy and Dolev [3] give a transfor-
mation of algorithms from the shared memory model with multi-reader, single-
writer registers to the complete point-to-point message passing model with reli-
able channels, but processor failures. Attiya [I] improved the space complexity
and message complexity of this transformation. Attiya and Welch [4]2] present
a transformation of algorithms from the shared memory model to the totally
ordered reliable broadcast model and two transformations of algorithms from
the totally ordered reliable broadcast model to the message passing model.

A transformation from the message passing model to the shared memory
model with registers of unbounded size and processors with unbounded local
memory is presented by Lynch [13]. She uses a single-reader, single-writer reg-
ister for every queue of the message-passing model. The sequences of messages
enqueued are stored in the corresponding registers. In its local memory, each
processor contains a copy of the sequence of messages stored in each register
to which it can write, and a prefix of the sequence of messages stored in each
register that it can read. A send operation is simulated by appending the new
message to the local copy of the appropriate sequence of messages and then
writing the new sequence to the corresponding register. A receive operation is
simulated by reading the sequence in the appropriate register and comparing
it with the corresponding local copy. If the sequence read in the register is the
same as the local copy, then there is no message in the simulated queue to be
received. Since a message is never removed from a register, each register needs
unbounded size. Because the processors keep copies of the registers, they also
need unbounded memory.

Note that Lynch’s transformation can be easily modified to preserve stabi-
lization. Specifically, the simulation of the receive operation is modified so that,
if the corresponding sequence in the local memory of the processor is not a prefix
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of the sequence read in the register, then the processor updates its local memory
with the sequence read from the register.

Dolev, Israeli, and Moran [8l0] present a transformation of self-stabilizing
algorithms from the shared memory model to the message-driven model. Dolev
[8] presents another transformation from Dijkstra’s composite atomicity model
to a read-write shared memory model using Dijkstra’s self-stabilizing mutual
exclusion algorithm and a self-stabilizing leader election algorithm. Only sketches
of the proofs of correctness of these transformations are provided. Formal proofs
can be obtained using our mapping technique presented in Section 2

1.3 Overview

In Section B] we present a technique for proving correctness of transformations
of self-stabilizing algorithms between different models. In Section [B] we present a
new transformation from the message passing model to the shared memory model
and prove it correct using our technique. In Section[d] we present a token-passing
algorithm that stabilizes in O(n log® n) rounds and is used by our transformation.
In Section B, we discuss the advantages and disadvantages of our transformation
and prove that there is no wait-free transformation of self-stabilizing algorithms
from the message passing model to the shared memory model with finite number
of registers of bounded size and processors of bounded memory.

2 The Mapping Technique

In this section, we present a technique that can be used for proving correctness of
a transformation of self-stabilizing algorithms from model M to model M’; more
specifically, for proving the second condition. In most transformations, every
system operation in M is simulated by a procedure consisting of one or more
operations in M’. Note that, since the original and the transformed algorithm
solve the same task, the interface operations are the same for both models (i.e.
they simulate themselves). The idea is to define a mapping from the executions
of a transformed algorithm in M’ to executions of the original algorithm in M
so that the simulations of different operations do not interfere with one another.
To do this, we begin by defining a mapping of states. This is a function y from
Q" to Q, where Q) is the set of states of the original algorithm and Q" is the
subset of states of the transformed algorithm specified in the first correctness
condition. For each 4, let env;(s) denote the environment of P; in state s, namely
the contents of its local memory and the part of the communication medium it
can access directly. Similarly, let env;(s’) denote the environment of P/ in state
s’. Then, x induces a mapping & of the states of the environment of P/: if
Xx(s") = s then & (envi(s’)) = env;(s). Conversely, if & (env(s’)) = env;(s) for
alli € {1,...,n}, then x(s') = s.

Next, we define a mapping of operations. This is a function, o, that maps ev-
ery operation, 7 of M to some finite, nonempty sequence of operations 77, . .. 77',2
of model M’ such that, for every sequence of transitions (s}, 79, s5), (85,75, s4),
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- (8% Ty 8)yq) in M performed by some processor P/ starting from a state
sy € Q") there is a transition (s1,7,s2) performed by P; in M such that
x(s1) = s1 and x(sj,;) = s2. We say that o(r) = 7,...,7;, simulates T.
Note that, if o(7) can be applied by some processor P/ in state s’ € Q”, then
&i(envl(s")) = env;(x(s')) so, in state x(s'), 7 can be applied by P;. Any state
between the operations in o(7) executed by P/ (for some operation 7 in M) is
called an intermediate state for P/. In M’, there may be operations that are not
part of a sequence of operations simulating some operation of M. We call these
auziliary operations. If 7/ is an auxiliary operation, and (s’,7/, s”) is a transition
performed by P/, then &;(env.(s")) = & (envi(s")).

Ezecution a’ = s}, 1], sh,t,, ... simulates execution a = s1,t1, S2,ta, ... if for
all 1 <1 < n, the following four conditions hold:

1. The first state of @’ maps to the first state of a; i.e. x(s}) = s1.

2. Every operation performed by P; in a is simulated by a disjoint subsequence
of operations in @’ performed by P/. Furthermore, these subsequences are
performed by P/ in o’ in the same order as the corresponding operations by
P; in a. Formally, if 75 1,72, ... is the sequence of operations performed by
P; in a, and 7], 7/,,... is the sequence of operations performed by P; in
a’, then there exist 1 = kg < j; < k1 < jo < ko < --- such that, for all
I > 1, the sequence of operations 7/, ,7; ; . 1,..., 7], simulates 7, and if 7,
is the o'" operation of a, (i.e. t, = 7;,), and 7/, is the o't" operation of
a, (ie. t,, = 7}), then the state immediately before ¢, simulates the state
immediately before t,; i.e. &;(env(s),)) = env;(s,).

3. Processor P/ does not simulate any operation in a’ that is not executed by
P; in a. In particular, in between any two sequences of operations by P/ that
simulate two consecutive operations by P;, processor P} may perform only
auxiliary operations.

4. Atomicity Property: Atomicity of the operations in M is preserved in a’: If
s,. is an intermediate state for P} and (s;.,,,s, ) is a transition performed
by another processor P/ , then:

a) operation ¢, does not change the environment of processor P/, and
b) if operation t!. belongs to a sequence of operations o(\) for some opera-
tion A of model M, then the environment of P] and the environment of

P! do not have any parts in common.

Part (b) of the atomicity property prevents any processor P/ from performing
a simulation of an operation using information in some intermediate state. This
is necessary because an intermediate state does not necessarily map to a state
in an execution of the original algorithm and, hence, may have information that
should not be available to other processors.

If execution a’ simulates execution a, then the sequence of interface opera-
tions performed by some processor in a’ is the same as the sequence of interface
operation performed by the corresponding processor in a. However, a and a’ do
not have necessarily the same trace, because two interface operations by dif-
ferent processors may be in reversed order in a and a’. We will show how to
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create a valid execution b of the original algorithm with the same trace as a’ by
reordering operations in a. Then, to prove the second correctness condition for a
transformation, it suffices to prove that for any execution a’ of the transformed
algorithm, starting from a state in ", there is an execution a of the original
algorithm, such that a’ simulates a.

Theorem 1. If there is an execution a’ of A’ in M’ that simulates an execution
a of an algorithm A in M, then there is an execution b of algorithm A such that
trace(a’) = trace(b).

Proof. Let o' = s},t],sh,t5,... be an execution in model M’ and let a = sq, #1,
s9, t2, ... be an execution of an algorithm A in model M such that o’ simulates a.
Suppose that each operation t; of a is performed by processor Pj,,. We define the
permutation 7 = 7y, 7o, .. of the operations in a as follows: if the first operation
of o(t;) occurs before the first operation of o(t;) in a’, then t; occurs before t; in
7. Recall that an interface operation simulates itself, therefore, the sequence of
interface operations in 7 is equal to trace(a’). We denote by s the state in a’ im-
mediately before the first operation of o(7;) is performed. Let b = ¢1, 71, g2, 72, - - -
be the execution obtained by applying the operations in 7 to ¢; = s;. We prove
(using induction) that, for all i > 1, &, (envy,, (sy,)) = envp, (¢;). Consequently,
since o(7;) is applicable to s; (by the definition of a’), it follows that 7; is appli-
cable to ¢;. Therefore, b is an execution of algorithm A. We present the technical
details of this proof in [I0]. O

Lynch and Vaandrager [12] present a number of different techniques for prov-
ing correctness of transformations of non self-stabilizing algorithms. These tech-
niques and ours both use mapping of states in a similar way. Additionally, we
define simulation of operations because this provides a natural way of describing
mappings of execution fragments that simulate an operation of the original al-
gorithm. Another difference between our technique and theirs is that they deal
with initial states. Instead, we deal with initial execution fragments during which
the transformed self-stabilizing algorithm does not necessarily simulate the orig-
inal self-stabilizing algorithm. These fragments happen before we reach a state
in Q" and are eliminated by the first condition of correctness of transformation.
Because of the atomicity property, our technique is more restrictive than theirs.
However, when the atomicity property holds, our technique is simpler to use.
Specifically, we only have to examine each processor’s computation separately.

3 A New Transformation of Self-Stabilizing Algorithms
from Message Passing to Shared Memory

In this section, we propose a transformation of self-stabilizing algorithms from
the message passing model to the shared memory model with a finite number
of registers of bounded size and processors with bounded memory. A processor
that simulates sending messages will store them either in its local memory or
in the registers to which it can write. Since both registers and local memory
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have bounded size, processors cannot store an unbounded number of simulated
messages and, as a result, some of the messages might be lost. In our transfor-
mation, we ensure that no message will be lost by forcing every value written to
a single-reader, single-writer register to be read exactly once.

For every queue L; ; in the message passing model, we use a single-reader,
single-writer register M; ; in the shared memory model that will be written by
P/ and read by P]( . For every transformed algorithm, each processor repeatedly
executes the following sequence of operations, which we call a simulation cycle.
A processor P/ copies the value of register M ; into its local array IN;, for each
neighbour P; of P;. The last read operation ends with an internal computation
that, given IN;, produces the values OUT; to be sent. Then, P/ copies the corre-
sponding value from its local array OUT; into register M; ;, for each neighbour P;
of P;. When the algorithm stabilizes, the simulation cycle of different processors
will not overlap and will be performed by processors in a round-robin order.

To implement this algorithm, we compose it with a self-stabilizing token-
passing algorithm with the additional property that the token circulates in a
round-robin order among the processors. (When a processor gets the token, it
executes a simulation cycle.) We use Dolev’s fair composition technique [8], but
present a different formal description of this technique that fixes some technical
details. Let S; be the set of states of the communication medium and the proces-
sors (excluding the values of their program counters) when they execute some
algorithm A; (eg. token-passing). Let Ay be a program (eg. the transformed
algorithm) that works correctly assuming that A; has stabilized. Specifically,
processors in As can use but not modify the part of the state in Sy. This allows
both A; and Ay to change the program counter of the processor that executes
them. This is different (and more natural) than in [8], where a processor exe-
cuting A, cannot modify any part of the processor state used by A;. In that
case, the fair composition technique does not apply when A; is a token-passing
algorithm, since a processor gives away its token in response to specific change
in the program counter by As.

To apply the fair composition technique, it suffices to prove that the algo-
rithms produced by our transformation are correct assuming that the token-
passing algorithm stabilizes. We do this using the mapping technique presented
in Section ] We choose the set of states Q" of the transformed algorithm to
be the states after which the token-passing algorithm has stabilized. Since the
token-passing algorithm is self-stabilizing, the first condition for the correctness
of the transformation holds. It remains to prove the second condition.

Consider an execution a’ and a state ¢’ in a’. Let ¢’ be the state immediately
after the most recent write to My, ; (by P}) that occurs before ¢” of a’. (If no
write to My, ; is performed before ¢” in a’, then ¢’ is the initial system state in
a’.) Note that no write to My, ; occurs between ¢’ and ¢”. We say that P can
read a new value from My ; at ¢" if P does not read from My, ; between ¢’ and
q". Now, we define the mapping of states x. First, consider a state s’ € Q”, in
which processor P/ has just received the token. Recall that the simulation cycle
is executed by the processors in a round-robin order and, during each simulation
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cycle, a processor reads all the registers that it can read and writes to all the
registers that it can write to. It follows that, in s’, P/ can read new values from all
the registers it can read and no processor can read new values from the registers
where P/ can write to. Every other processor P can read a new value from My ;
in ', if and only if P, is a neighbour of P; and k comes between j and i in
the round-robin ordering, i.e. either j < k < i, or k < i < j,ori < j < k.
If, in s’ € Q", some processor P, can read a new value from register M, , and
M;, /AL, then in x(s') € @, the queue L;, contains exactly one message with
the value of M;,. Otherwise L;, is empty. If P/ has already started executing
the simulation cycle, then by its program counter we know which operations are
finished. Therefore, we know the state s’ before the simulation cycle began and

we set x(s') = x(s").

Lemma 1. The simulation cycle simulates an operation in the message passing
model.

To prove Lemma [I] the main idea is that a simulation cycle performed by
P! simulates an operation where P; receives one message or L from each of its
neighbours and sends a message to each of its neighbours. The messages received
have the same contents as the corresponding values read by P/ during the simu-
lation cycle, and the messages sent have the same contents as the corresponding

values written by P/ during the simulation cycle.

Theorem 2. For each execution a’ of the transformed algorithm in the shared
memory model that starts from a state in Q”, there is an execution a of the
original algorithm of the message passing model such that a’ simulates a.

Proof. (Sketch) Let a’ be an arbitrary execution of the transformed algorithm
in the shared memory model that starts from a state in Q”. First, we show that
the atomicity property holds for a’. Part (a) follows from the fact that every
processor that does not have the token does not change its environment. Part
(b) holds because only one processor at a time has the token, and simulation of
operations is performed by a processor only when it has the token.

We create an execution a to satisfy the first, second, and third conditions
in the definition of simulation of execution. Execution a’ can be viewed as a
sequence of execution fragments, each of which contains one simulation cycle and
some auxiliary operations. Auxiliary operations affect only information related
to the token-passing algorithm and do not affect whether a processor can read
a new value from a register. Consequently, from the definition of y, if (s],’, s5)
is a transition in a’, where ¢’ is an auxiliary operation, then s} and s} simulate
the same state in a (i.e: x(s}) = x(s5)). Therefore, we construct an execution a
as follows: If s{, is the first state of execution o', then x(s{) is the first state of
a. Whenever P/ performs a simulation cycle in a/, P; performs the operation in
a that is simulated by the simulation cycle. a

The stabilization time of the transformed algorithms depend on the stabiliza-
tion time of the token-passing algorithm. The maximum number of operations
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performed in a simulation cycle is s(n) = 2max;{d;}, where d; is the degree of
processor P;. The token-passing algorithm presented in the next section stabi-
lizes in O(s(n)nlog® n) rounds. If the original algorithm stabilizes in f(n) rounds,
then the transformed algorithm stabilizes in O(n(log? n+ f(n)) max;{d;}) rounds
[10].

4 A New Self-Stabilizing Token-Passing Algorithm

In this section, we give a self-stabilizing token-passing algorithm for the shared
memory model with the additional property that the processors get the token in
a round-robin order. We define a strict binary tree, T' of height [log, n], whose
leaves are labeled by the processors in increasing order of their identifiers. Each
internal node, ng, is labeled by a pair of processors, < P’, P” >. Processor P’
has the minimum identifier among the processors that label the leaves of the
left subtree rooted at ng. Processor P” has the minimum identifier among the
processors that label the leaves of the right subtree rooted at ny. Note that the
identifier of P’ is smaller than the identifier of P”.

For each non-leaf node with label < P/ ,Pj( >, our algorithm uses a 1-bit
multi-reader, multi-writer register, C; ;, readable and writable by P/ and PJ{ .
The processors P/ and P]{ take turns owning this node. We say that processor

7

P/ owns the node when C; ; = 0 and gives the node to P} by writing 1 to C; ;.
Similarly, P; owns the node when C; ; = 1 and it gives the node to P by writing
0 to C; ;. Consequently, in any state, no two processors can own the same node.
In our algorithm, processors P/ and P]( never write concurrently to Cj ;, so it is
easy to simulate C; ; using two single-reader, single-writer 1-bit registers.

Every processor labels exactly one leaf, and it occurs as part of the label
of the parent of that leaf. Moreover, each processor occurs as part of the label
of at most one node at any given depth and these nodes occur at consecutive
levels of the tree starting from the leaf it labels. A processor that executes our
algorithm performs the following for every node it partially labels, in decreasing
order of depth: it gives away the node and then waits until it owns this node
by repeatedly reading the corresponding register. When it owns the last node
it partially labels (i.e. the most distant from the leaf), it gets the token. When
it finishes with the token, it gives the token away, by giving away the first (i.e.
deepest) non-leaf node it partially labels. Then it repeats the process to get the
token again. The formal description of the token-passing algorithm appears in
[10].

For 1 < i < n, there is exactly one k; € {1,...,7 — 1} such that < P, , P/ >
labels a node. Let N; denote the set {j | < P}, P} > labels a node} C {i +
1,...,n}. Let N/ = N; if i = 1; otherwise, let N} = N, U {k;}. Note that, if 7 is
even, then N/ = {i — 1} and N; = 0. For i /= 1, the node labeled< P/, P >isa
descendant of the node labeled < P}, , P/ >.
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4.1 Correctness and Complexity of the Token-Passing Algorithm

Processor P/ is blocked if it waits for the ownership of a node forever. One way
this can happen is when P/ repeatedly reads C; ; = 1, for some fixed j € N;.

2

The other way this can happen is when P/ repeatedly reads Cy, ; = 0.

Lemma 2. (Deadlock freedom) There is no state in any execution of the token-
passing algorithm where all processors are blocked.

Proof. Assume there is an execution in which every processor is blocked and
therefore the values of all registers remain fixed. If all registers C; ; have value
0 then Pj is not blocked. Consider the lowest level, I, of the tree where there is
a register Cy, ; with value 1. Since processor P; is blocked, there exists g € N;
such that C;, = 1. By construction of the tree, the node labeled < P;,P; >
belongs to the right subtree of the node labeled < P,;j,PJ’» >. Therefore, the
register C; 4 corresponds to a node at a lower level than [. This contradicts the
choice of [. O

Lemma 3. (Lockout freedom) Every processor will get the token infinitely many
times.

Proof. By the algorithm, if a processor never gets the token, it has to be blocked
in some read operation. First, consider label < P/, P; > of the deepest node
no such that processor P/ is permanently blocked reading C; ; = 1. Processor
PJ’» cannot be blocked reading this node, because this would require C; ; = 0
forever. But P]{ has to be blocked in some node because, otherwise, it would
write 0 to C; ;. As a result, P/ has to be blocked in a node with label < P/, P} >
reading C;, = 1. This node is a descendant of ng, contradicting the choice of
no. Therefore, no processor P; can be blocked reading C; ; = 1.

Now consider the least deep node, ng, labeled by < Pj , P/ >, such that P/
is blocked reading Cj,; = 0. Processor P,;i has to be blocked at some node;
otherwise, it would eventually set Cj,; to 1. From the previous part of this
proof, P; has to be blocked at another node, ng, with label < P/, P} > reading
Cir, = 0. Node ng is an ancestor of ns, which contradicts the choice of ns.

We conclude that every processor executes all the operations of the token-
passing algorithm infinitely often. As a result, every processor gets the token
infinitely often. O

We say that a processor P/ has executed a cycle of the algorithm starting from
a state §', if it reaches a state s in which the program counter of P/ has the same
value as in s’ and, during the execution fragment that starts with s’ and ends with
s", P! got the token at least once. We say that the property AllCompleteCycle
holds in a state of an execution that is reached after every processor has executed
at least one cycle of the algorithm. Note that if AllCompleteCycle holds in some
state of an execution, it holds in all subsequent states of that execution. Since
the token-passing algorithm is deadlock free and lockout free, every processor
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will execute a cycle of this algorithm infinitely many times. So, starting from
any state, a state where AllCompleteCycle holds is reached eventually.

Let PATH; denote the simple path in the tree T' that starts from the leaf
labeled by P/ and goes up to the root. For all [ /=i such that P/ partially labels
a node in PATH;, let FirstInPath;; denote the first node in PATH; partially
labeled by P/. The proof of Lemma H] appears in [10].

Lemma 4. After AllCompleteCycle holds, if P! has the token, then processor
P] does not own FirstInPath, ;, for alll /=i such that P| partially labels a node

Lemma 5. At most one processor has the token in any state of an execution
where AllCompleteCycle holds.

Proof. By contradiction. Assume that both P/ and P]{ have the token, where
i < j.Since P] and P] own all nodes that they partially label, it follows that P;
and PJ’- cannot label the same node. Let ng be the first node in the intersection
of PATH,; and PATH;. Suppose that ng is labeled by < Py, P} >. Since i < j,
processor P/ labels a leaf in the left subtree of ng, and PATH; contains the left
child of ng. But the left child of ng is partially labeled by P}. Therefore, ng
/= FirstInPath . By Lemma H] P; does not own FirstInPath; . Since P; has
executed a cycle, it follows from the algorithm that there is at most one node
partially labeled by P} that it does not own. Thus Pj owns ng. Similarly P;
owns ng. This is impossible. a

Finally, we show that the processors get the token in a round-robin order.
This property is used by our transformation in Section Bl The proof of Lemma
appears in [10].

Lemma 6. If AllCompleteCycle holds, after P! releases the token, P('i mod n)+1
will be the next processor to get the token.

We proved that a state where AllCompleteCycle holds is safe for the token-
passing task. We want to see how many rounds are needed until AllCompleteCy-
cle holds. Let s(n) denote the maximum number of operations performed by a
processor each time it has the token. We call these operations token operations.
The time complexity of the token-passing algorithm is a function of s(n).

Lemma 7. If P/ and P} label the same node and P; performs c cycles, then P;
performs at least ¢ — 2 cycles.

Lemma 8. In any execution of the Token-Passing algorithm, at least one write
operation is performed during s(n) 4+ 2 consecutive rounds.

Proof. We assume the opposite and get a contradiction. If some processor exe-
cutes a token operation during the first or the second round, then, it releases the
token and performs a write by round s(n) + 2. Therefore, all the processors must
execute read operations during the first two rounds. But then the processors
could read these same registers forever, which contradicts deadlock freedom. O
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Next, we show that the token-passing algorithm stabilizes in O(n log2 n)
rounds, if a processor performs only one token operation when it gets the token.

Theorem 3. The Token-Passing algorithm stabilizes within O(s(n)n(logn)?)
rounds.

Proof. If we look at any path in the tree T, every two consecutive nodes are
partially labeled by one common processor. Since the height of the tree is h =
[log, n], the length of the simple path between any two leaves is at most 2h €
O(logn). Thus, if any processor performs at least & = 4h + 1 cycles, then,
by Lemma [, every processor performs at least & — 4h = 1 cycles and, hence,
AllCompleteCycle holds. Any processor partially labels at most A — 1 nodes in
the tree (excluding its leaf). So, it performs at most h — 1 write operations per
cycle. By Lemmal[8 during the first (s(n)+2)n(h—1)k € O(s(n)nlog® n) rounds,
at least n(h — 1)k writes have occurred. Hence, there is some processor P that
has performed at least (h — 1)k write operations and, thus, at least k cycles. O

5 Discussion

Our transformation presented in Section Bl works for the shared memory model
with bounded register size and processor memory. Lynch’s transformation (pre-
sented in Section[I.2) requires unbounded register size and unbounded processor
memory. However, it has another good property that ours does not have: wait-
freedom.

Each operation applied to a shared object has an invocation to the object
and a response from the object. Attiya and Welch [4] define a transformation
from a shared memory model to any model to be wait-free if the following holds:
Let a’ be a prefix of any execution produced by the transformation that includes
an invocation by processor P/, but not a matching response. Then, there is
an extension of a’ that only contains operations performed by P/ in which the
matching response is performed.

This definition does not directly apply to transformations from the message
passing model because the operations of a message passing model do not have
invocations and responses. To use this definition of wait-freedom for the message
passing model, we assign to each operation of the message passing model an input
operation that plays the role of an invocation and an output operation that plays
the role of the response. In particular, let SEND(4,5,m) be the input operation
to processor P; that makes it send message m to its neighbour P;, and let ack
be the output operation that P; performs when it finishes performing the send.
Similarly, let RECEIVE(3,5) be the input operation to processor P; that makes
it receive a message (or L) from queue L;; and let RECEIVED(i,j,m) be the
response when P; received message m from P; (where m =L if queue L;; is
empty). The restriction for the user interface is that P; is a neighbour of P; and
that RECEIVE(i, j) operations are scheduled infinitely often for every i and j.

Our transformation is not wait-free because every processor has to wait for
the token before it simulates sending and receiving operations. Lynch’s transfor-
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mation is wait-free because every processor can simulate send and receive oper-
ations in a constant number of its own steps, starting from any state. Next, we
prove that there is no wait-free transformation from the message passing model
Mpp, to Mysp, the shared memory model with a finite number of registers of
bounded size and processors with bounded memory.

Theorem 4. There is no wait-free transformation of self-stabilizing algorithms

from Moy to Mpsp,.

Proof. (Sketch) Assume that such a transformation exists. We construct an al-
gorithm and an execution of its transformed version that has no suffix with the
same trace as any execution of the original version. This contradicts the cor-
rectness of the transformation. We consider the input operations SEND(4,5,m),
RECEIVE(i,j) and the output operations ack, RECEIVED(4,5,d), where d is
either a message or |, as described above. The task of the problem is defined
by traces with the property that there is a one-to-one correspondence between
each RECEIVED(i,j,m) with m /AL and a preceding SEND(j,i,m).

There is an easy self-stabilizing algorithm that solves this task in M,,,. When
processor P; gets the input operation SEND(i, j, m), it sends message m to P;
and then performs the output operation ack. When processor P; gets the input
operation RECEIVE(3, j), it performs a receive from the queue L;; and then
performs RECEIVED(i,j,d), where d is either the message received or L, if L;;
is empty.

Now, consider the following execution a’ of the transformed algorithm pro-
duced by the wait-free transformation in Mpg,,, starting from a state where all
the simulated queues are empty. The adversary performs send and receive phases
alternately, infinitely many times. During the send phase, it schedules SEND op-
erations until an execution fragment with the following properties is created. The
fragment starts and ends with the same state and it contains at least one SEND
operation and its corresponding ack. Since My, only has a finite number of
shared registers of bounded size and bounded memory for each processor, there
are only a finite number of different states for this model. Therefore, in any
infinite sequence of states, at least one state has to be repeated infinitely often.
During the receive phase, the adversary continuously schedules RECEIVE in-
put operations until a corresponding RECEIVED(4,5,m) output operation has
been performed for every message m /=L sent by PJ’» to P/ so far in the execution.
Each receive phase is completed in a finite number of steps. This follows by wait-
freedom: every processor that gets a RECEIVE will perform the corresponding
RECEIVED within a finite number of its own steps.

We denote the k' send phase by Fy, Sk, Xk, Sk, where Fj is some ex-
ecution fragment that contains SEND operations and their corresponding
ack operations, s; is a state, and X} is an execution fragment that con-
tains at least one SEND operations and its corresponding ack. We denote
the k' receive phase (as described above) by Rjy. Then, execution a’ =
Fy,s1,X1,81, Ry, Fy, 89, X5, 89, Ro, .... We create another execution b’ of the same
(transformed) algorithm by eliminating the X} execution fragments, for k > 1:
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b = Fy,s1, Ry, Fy, 82, Ra, .... Note that, by construction of a’, there is one-to-one
correspondence between the RECEIVED(4,5,m) operations (with m /AL) that
happen in Ry and the preceding SEND(j,i,m) operations that happen in F} and
Xy, for k > 1. Since the X}, fragments are eliminated in ¥, in any suffix, there is
a prefix with more RECEIVED(4,5,m) operations than SEND(j,i,m) operations
for some 7,5 and m /L. Therefore, there is no suffix of &’ with the same trace as
any execution of the original whose traces belong in the task. O
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Abstract. Multireader shared registers are basic objects used as com-
munication medium in asynchronous concurrent computation. We pro-
pose a surprisingly simple and natural scheme to obtain several wait-
free constructions of bounded 1-writer multireader registers from atomic
1-writer 1-reader registers, that is easier to prove correct than any pre-
vious construction. Our main construction is the first symmetric pure
timestamp one that is optimal with respect to the worst-case local use of
control bits; the other one is optimal with respect to global use of control
bits; both are optimal in time.

1 Introduction

Interprocess communication in distributed systems happens by either message-
passing or shared variables (also known as shared registers). Lamport [19] argues
that every message-passing system must hide an underlying shared variable. This
makes the latter an indispensable ingredient. The multireader wait-free shared
variable is (even more so than the multiwriter construction) the building block
of virtually all bounded wait-free shared-variable concurrent object construc-
tions, for example, [2RITHBIRIGIZTIIZIT624]. Hence, understanding, simplicity,
and optimality of bounded wait-free atomic multireader constructions is a basic
concern. Our constructions are really simple and structured extensions of the ba-
sic unbounded timestamp algorithm in [28], based on a natural recycling scheme
of obsolete timestamps.

Asynchronous communication: Consider a system of asynchronous pro-
cesses that communicate among themselves by executing read and write opera-
tions on a set of shared variables only. The system has no global clock or other
synchronization primitives. Every shared variable is associated with a process
(called owner) which writes it and the other processes may read it. An execution
of a write (read) operation on a shared variable will be referred to as a Write
(Read) on that variable. A Write on a shared variable puts a value from a pre
determined finite domain into the variable, and a Read reports a value from the
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domain. A process that writes (reads) a variable is called a writer (reader) of
the variable.

Wait-free shared variable: We want to construct shared variables in which
the following two properties hold. (1) Operation executions are not necessarily
atomic, that is, they are not indivisible, and (2) every operation finishes its ex-
ecution within a bounded number of its own steps, irrespective of the presence
of other operation executions and their relative speeds. That is, operation exe-
cutions are wait-free. These two properties give rise to a classification of shared
variables: (i) A safe variable is one in which a Read not overlapping any Write
returns the most recently written value. A Read that overlaps a Write may re-
turn any value from the domain of the variable; (ii) A regular variable is a safe
variable in which a Read that overlaps one or more Writes returns either the
value of the most recent Write preceding the Read or of one of the overlapping
Writes; and (iii) An atomic variable is a regular variable in which the Reads and
Writes behave as if they occur in some total order which is an extension of the
precedence relation.

Multireader shared variable: A multireader shared variable is one that
can be written by one process and read (concurrently) by many processes. Lam-
port [19] constructed an atomic wait-free shared variable that could be written
by one process and read by one other process, but he did not consider construc-
tions of wait-free shared variables with more than one writer or reader.

Previous Work: In 1987 there appeared at least five purported solutions for
the wait-free implementation of 1-writer n-reader atomic shared variable from
atomic 1-writer 1-reader shared variables: [I8]27/426] and the conference version
of [T5], of which [4] was shown to be incorrect in [9] and only [26] appeared in
journal version. The only other 1-writer n-reader atomic shared variable con-
structions appearing in journal version are [10] and the “projection” of the main
construction in [21I]. A selection of related work is [282TBI4TOMTTIT2IT7T8ITI],
2012112324125126/27). A brief history of atomic wait-free shared variable con-
structions and timestamp systems is given in [13].

Israeli and Li [15] introduced and analyzed the notion of timestamp system as
an abstraction of a higher typed communication medium than shared variables.
(Other constructions are [BIT6IRIGTIT3].) As an example of its application, [I5]
presented a non-optimal multireader construction, partially based on [28], using
order n® control bits overall, and order n control bits locally for each of O(n?)
shared 1-reader 1-writer variables. Our constructions below are inspired by this
timestamp method and exploit the limited nature of the multireader problem to
obtain both simplification and optimality.

This work: We give a surprisingly simple and elegant wait-free construc-
tion of an atomic multireader shared variable from atomic 1-reader 1-writer
shared variables. Other constructions (and our second construction) don’t use
pure timestamps [I5] but divide the timestamp information between the writer’s
control bits and the reader’s control bits. Those algorithms have an asymmet-
ric burden on the writer-owned subvariables. Our construction shows that using
pure timestamps we can balance the size of the subvariables evenly among all
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owners, obtaining a symmetric construction. The intuition behind our approach
is given in Section [2 Technically:

(i) Our construction is a bounded version of the unbounded construction in
[28] restricted to the multireader case (but different from the “projection” of the
bounded version in [21]), and its correctness proof follows simply and directly
from the correctness of the unbounded version and a proof of proper recycling
of obsolete timestamps.

(ii) The main version of our construction is the first construction that uses
a sublinear number of control bits, O(logn), locally for everyone of the n? con-
stituent 1-reader 1-writer subvariables. It is easy to see that this is optimal
locally, leading to a slightly non-optimal global number of control bits of order
n?logn. Implementations of wait-free shared variables assume atomic shared
(control) subvariables. Technically it may be much simpler to manufacture in
hardware—or implement in software—small ©(logn)-bit atomic subvariables
that are robust and reliable, than the exponentially larger ©(n)-bit atomic sub-
variables required in all previous constructions. A wait-free implementation of
a shared variable is fault-tolerant against crash failures of the subvariables, but
not against more malicious, say Byzantine, errors. Slight suboptimality is a small
price to pay for ultimate reliability.

(iii) Another version of our construction uses n 1-writer 1-reader variables of
n control bits and n? 1-writer 1-reader variables of 2 control bits each, yielding
a global O(n?) number of control bits. There need to be n? l-reader 1-writer
subvariables for pairwise communication, each of them using some control bits.
Hence the global number of control bits in any construction is £2(n?). We also
reduce the number of copies of the value written to O(n) rather than O(n?). All
these variations of our construction use the minimum number O(n) of accesses
to the shared 1-reader 1-writer subvariables, per Read and Write operation.

Table 1. Comparison of Results.

Construction |Global control bits|Max local control bits
iE] o(n") o(n)
o] B(n?) B(n)
[@)-incorrect: [9] o(n?) O(n)
0] o(n?) o(n)
ik] o(n) 8(n)
21 o(n?) O(n)
10 6(n?) O(n)
This paper (ii) O(nlogn) O(logn)
This paper (iii) 6(n?) O(n)

1.1 Model, Problem Definition, and Some Notations

Throughout the paper, the n readers and the single writer are indexed with the
set I = {0,...,n}—the writer has index n. The multireader variable constructed
will be called ABs (for abstract).
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A construction consists of a collection of atomic 1-reader 1-writer shared
variables R; ;,i,j € I (providing a communication path from user ¢ to user
j), and two procedures, Read and Write, to execute a read opeartion or write
operation on ABS respectively. Both procedures have an input parameter ¢, which
is the index of the executing user, and in addition, Write takes a value to be
written to ABS as input. A return statement must end both procedures, in the
case of Read having an argument which is taken to be the value read from ABS.

A procedure contains a declaration of local variables and a body. A local
variable appearing in both procedures can be declared static, which means it
retains its value between procedure invocations. The body is a program frag-
ment comprised of atomic statements. Access to shared variables is naturally
restricted to assignments from R;; to local variables and assignments from local
variables to R, ;, for any j (recall that ¢ is the index of the executing user). No
other means of inter-process communication is allowed. In particular, no syn-
chronization primitives can be used. Assignments to and from shared variables
are called writes and reads respectively, always in lower case. The space complez-
ity of a construction is the maximum size, in bits, of a shared variable. The time
complezity of the Read or Write procedure is the maximum number of shared
variable accesses in a single execution.

1.2 Correctness

A wait-free construction must satisfy the following constraint: Wait-Freedom:
Each procedure must be free from unbounded loops. Given a construction, we
are interested in properties of its executions, which the following notions help
formulate. A state is a configuration of the construction, comprising values of all
shared and local variables, as well as program counters. In between invocations
of the Read and Write procedure, a user is said to be idle, and its program
counter has the value ‘idle’. One state is designated as initial state. All users
must be idle in this state.

A state t is an immediate successor of a state s if ¢ can be reached from
s through the execution of a procedure statement by some user in accordance
with its program counter. Recall that n denotes the number of readers of the
constructed variable ABS. A state has precisely n+ 1 immediate successors: there
is at precisely one atomic statement per process to be executed next (each process
is deterministic).

A history of the construction is a finite or infinite sequence of states tg, t1, . ..
such that ¢y is the initial state and ;11 is an immediate successor of t;. Transi-
tions between successive states are called the events of a history. With each event
is associated the index of the executing user, the relevant procedure statement,
and the values manipulated by the execution of the statement. Each particular
access to a shared variable is an event, and all such events are totally ordered.

The (sequential) time complezity of the Read or Write procedure is the maxi-
mum number of shared variable accesses in some such operation in some history.

An event a precedes an event b in history h, a <, b, if a occurs before b in h.
Call a finite set of events of a history an event-set. Then we similarly say that an
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event-set A precedes an event-set B in a history, A <; B, when each event in A
precedes all those in B. We use a <}, b to denote that either a =5, b or a <3 b. The
relation <j on event-sets constitutes what is known as an interval order. That
is, a partial order < satisfying the interval axiom a < bAc < dAc /~b = a < d.
This implication can be seen to hold by considering the last event of ¢ and the
earliest event of b. See [19] for an extensive discussion on models of time.

Of particular interest are the sets consisting of all events of a single procedure
invocation, which we call an operation. An operation is either a Read operation
or a Write operation. It is complete if it includes the execution of the final
return statement of the procedure. Otherwise it is said to be pending. A history
is complete if all its operations are complete. Note that in the final state of a
complete finite history, all users are idle. The value of an operation is the value
written to ABS in the case of a Write, or the value read from ABS in the case of
a Read.

The following crucial definition expresses the idea that the operations in a
history appear to take place instantaneously somewhere during their execution
interval. A more general version of this is presented and motivated in [14]. To
avoid special cases, we introduce the notion of a proper history as one that
starts with an initializing Write operation that precedes all other operations.
Linearizability: A complete proper history h is linearizable if the partial order
<p on the set of operations can be extended to a total order which obeys the
semantics of a variable. That is, each Read operation returns the value written
by that Write operation which last precedes it in the total order. We use the
following definition and lemma from [21]:

Definition 1. A construction is correct if it satisfies Wait-Freedom and all its
complete proper histories are linearizable.

Lemma 1. A complete proper history h is linearizable iff there exists a function
mapping each operation in h to a rational number, called its timestamp, such that
the following 8 conditions are satisfied:

Uniqueness: different Write operations have different timestamps.

Integrity: for each Read operation there exists a Write operation with the
same timestamp and value, that it doesn’t precede.

Precedence: if one operation precedes another, then the timestamp of the
latter is at least that of the former.

2 Intuition

We use the following intuition based on timestamp systems: The concurrent
reading and writing of the shared variable by one writer and n readers (collec-
tively, the players) is viewed as a pebble game on a finite directed graph. The
nodes of the graph can be viewed as the timestamps used by the system, and
a pebble on a node as a subvariable containing this timestamp. If the graph
contains an arc pointing from node a to node b then a is dominated by b (a < b).
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The graph has no cycles of length 1 or 2. First, suppose that every player has a
single pebble which initially is placed at a distinguished node that is dominated
by all other nodes. A Read or Write by a player consists in observing where
the pebbles of the other players are, and determining a node to move its own
pebble to. In a Write, the writer puts its pebble on a node that satisfies all of
the following: (i) it dominates the previous position; (ii) it is not occupied by a
pebble of a reader; and (iii) it is not dominated by a node occupied by a pebble
of a reader. In a Read, the reader concerned puts its pebble at a node containing
the writer’s pebble. In the pebble game a player can only observe the pebble
positions of the other players in sequence, one at a time. By the time the obser-
vation sequence is finished, pebbles observed in the beginning may have moved
again. Thus, in an observation sequence by a reader, a node can contain another
reader’s pebble that dominates the node containing the writer’s pebble. Then,
the second reader has already observed the node pebbled by a later Write of the
writer and moved its pebble there. In the unbounded timestamp solution below,
where the timestamps are simply the nonnegative integers and a higher integer
dominates a lower integer, this presents no problem: a reader simply moves its
pebble to the observed pebbled node corresponding to the greatest timestamp.
But in the bounded timestamp solution we must distinguish obsolete timestamps
from active recycled timestamps. Clearly, the above scenario cannot happen if
in a Read we observe the position of the writer’s pebble last in the obervation
sequence. Then, the linearization of the complete proper history of the system
consists of ordering every Read after the Write it joined its pebble with. This is
the basic idea. But there is a complication that makes life less easy.

In the implementation of the 1-writer n-reader variable in 1-writer 1-reader
subvariables, every subvariable is a one-way communication medium between
two processes. Since two-way communication between every pair of processes is
required, there are at least (n+1)n such subvariables: Every process owns at least
n subvariables it can write, each of which is read by one of the other n processes.
Thus, a pebble move of a player actually consists in moving (at least) n pebble
copies, in sequence one at a time—a move of a pebble consists in atomically
writing a subvariable. Every pebble copy can only be observed by a single fixed
other player—the reader of that 1-writer 1-reader subvariable. This way player
0 may move the pebble copy associated with player 1 to another node (being
observed by player 1 at time ¢;) while the pebble copy associated with player 2
is still at the originating node (being observed later by player 2 at time ¢t > 7).
This once more opens the possibility that a reader sees a writer’s pebble at a
node pebbled by a Write, while another reader earlier on sees a writer’s pebble
at a node pebbled by a later Write. The following argument shows that this
‘later Write’ must be in fact the ‘next Write’: A reader always joins its pebble to
a node that is already pebbled, and only the writer can move its pebbles to an
unoccupied node. Therefore, the fact that a reader observes the writer’s pebble
last guaranties that no reader, of which the pebble was observed before, can have
observed a Write’s pebble position later than the next Write. Namely, at the time
the writer’s pebble was observed by the former reader at the node pebbled by
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Write, the next Write wasn’t finished, but the latter reader has already observed
the writer’s pebble. This fact is important in the bounded timestamp solution
we present below, since it allows us to use a very small timestamp graph that
contains cycles of length just 3: G = (V, E) with V = {1,1,...,4n — 3}? and
(v1,v2) € E (v1 < vg) iff either v; = (4,5),ve = (k,h) and j = k and i /=h /=,
or (i,j) = (L, 1) and h /2.

This approach suffices to linearize the complete proper history of the system
if we can prevent a Write to pebble the same node as a Read in the process
of chasing an older obsolete Write. This we accomplish by a Read by player @
announcing its intended destination node several times to the writer, with an
auxiliary pebble for the purpose (special auxiliary subvariable) intended for this
purpose, and in between checking whether the writer has moved to the same
node. In this process either the Read discovers a Write that is intermediate be-
tween two Writes it observed, and hence covered by the Read, in which case it
can safely report that Write and choose the bottom timestamp (L, L). Alter-
natively, the Read ascertains that future Writes know about the timestamp it
intends to use and those Writes will avoid that timestamp.

3 Unbounded

Figure [T shows Construction 0, which is a restriction to the multireader case
of the unbounded solution multiwriter construction of [28]. Line 2 of the Write
procedure has the same effect as “free := free + 1”7 with free initialized at 0
(because the writer always writes free to R, ,.tag in line 4). The processes
indexed 0,...,n — 1 are the readers and the process indexed n is the writer. We
present it here as an aid in understanding Construction 1. Detailed proofs of
correctness (of the unrestricted version, where every process can write and not
just process n) are given in [28] and essentially simple proofs in [2I] and the
textbook [22].

The timestamp function called for in lemma [lis built right into this construc-
tion. Each operation starts by collecting value-timestamp pairs from all users.
In line 3 of either procedure, the operation picks a value and timestamp for it-
self. It finishes after distributing this pair to all users. It is not hard to see that
the three conditions of lemma [ are satisfied for each complete proper history.
Integrity and Precedence are straightforward to check. Uniqueness follows since
timestamps of Write operations of the single writer strictly increase (based on
the observation that each R;;.tag is nondecreasing).

Restricting our unbounded timestamp multiwriter algorithm of [2§], in the
version of [21], to the single writer case enabled us to tweak it to have a new very
useful property that is unique to the multireader case: The greatest timestamp
scanned by a reader is either the writer’s timestamp from[n].tag or another
reader’s timestamp that is at most 1 larger. The tweaking consists in the fact
that there is a definite order in the scanning of the shared variables in line 2
of the Read procedure: the writer’s shared variable is scanned last (compare
Section B)).
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type I : 0.n
shared : record
value : ABStype
tag : integer
end

procedure Write(n,v)
var j: I

free : integer

from : array[0..n] of shared
begin
1 for j:=0..ndo from[j] := Rjn
2 free := max,¢s from[j].tag + 1

3 from[n] := (v, free)
4 for j:=0..n do R, ; := from[n]
end

procedure Read(i)
var j, maz : I

from : array[0..n] of shared
begin

1 for j:=0..n do from[j] := R;;

2 select maz such that Vj : from[maz].tag > from[j].tag
3 from]i] := from|maz]

4 for j:=0..n do R;; := from[i]

5 return from[i].value

end

Fig. 1. Construction 0

Lemma 2. The max selected in line 2 of the Read procedure satisfies
from[n].tag < from[maz].tag < from[n].tag + 1.

Proof. At the time the writer’s shared variable R, ; is scanned last in line 2
of the Read(i) procedure, yielding from|[n].tag, the writer can have started its
next write, the (from[n].tag+ 1)th Write, but no write after that—otherwise the
from[n].tag would already have been overwritten in R, ; by the (from[n].tag +
1)th Write. Hence, a timestamp scanned from another reader’s shared variables
R;; (j /=n,1) can exceed the writer’s timestamp by at most 1. O

4 Bounded

The only problem with Construction 0 is that the number of timestamps is in-
finite. With a finite number of timestamps comes the necessity to re-use times-
tamps and hence to distinguish old timestamps from new ones.

Our strategy will be as follows. We will stick very close to construction-0 and
only modify or expand certain lines of code. The new bounded timestamps will
consist of two fields, like dominoes, the tail field and head field.
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Definition 2. A bounded timestamp is a pair (p,c) where p is the value of the
tail field and c is the value of the head field. Every field can contain a value t
with 0 <t < 4n+ 2 ort is the distinguished initial, or bottom, value L. (L is
not a number and is lower than any number.) We define the domination relation
“<” on the bounded timestamps as follows: (p1,c1) < (po,co) if either ¢c1 = po
and p1 /=g /=, or p1,c1 =1L and ¢y /2.

The matrix of shared variables stays the same but for added shared variables
R; n+1 for communication between readers ¢ (0 < ¢ < n — 1) and the writer
n. These shared variables are used by the readers to inform the writer of all
timestamp values that are not obsolete, and hence cannot be recycled yet. The
interesting part of the later proof is to show that this statement is true. The
scan executed in line 1 of the Write protocol gathers all timestamps written in
the R; ,’s (0 <4 <n)and R; ,41’s (0 <i <n—1), the timestamps that are not
obsolete, and hence the process can determine the < 4n + 2 values occurring in
the fields (two per timestamp), and select a value that doesn’t occur (there are
4n + 3 values available exclusive of the bottom value L). The initial state of the
construction has all R; ; containing (0, L, 1).

The lines of Construction-1 are numbered maintaining—or subnumbering—
the corresponding line numbers of Construction-0. The only difference in the
Write protocols is line 2 (select new timestamp). In the Read protocols the
differences are lines 2.x (determine latest—or appropriate—timestamp) and lines
3.x (assign selected timestamp to local variable from[i]), and lines 0.x (start
Read by reading writer’s timestamp and writing it back to writer). According
to this scheme we obtain the out-of-order line-sequence 2.4, 3.1, 2.5, 3.2 because
the instructions in lines 2 and 3 of Construction-0 are split and interleaved in
Construction-1.

Lemma 3. Line 2 of a Write always selects a free integer c1 such that the
timestamp (p1,c1) with new head ¢ and new tail p1 (head of the timestamp
of the directly preceding Write), assigned in line 3 and written in line 4 of that
Write, satisfies (p1,c1) /<(po,co) and (p1,c1) /= fo,co) for every timestamyp
(po,co) either scanned in line 1 of the Write, or presently occurring in a local
variable of a concurrent Read that will eventually be written to a shared variable
in line 4 of that Read.

Proof. In line 1 of a Write the shared variables with each reader, and a redundant
shared variable with itself, are scanned in turn. In assigning a value to free in line
2 the writer avoids all values that occur in the head and tail fields of the shared
variables. All local variables of a reader are re-assigned from shared variables in
executing the Read procedure, before they are written to shared variables. So
the only problem can be that free occurs in a local variable of a concurrently
active Read that has not yet written it to a variable shared with the writer
at the time that variable was scanned by the Write. If free exists in a local
variable temp this doesn’t matter since the timestamp concerned will not be
used as a Read timestamp. Hence, the only way in which free can be assigned
a value that concurrently exists in a local variable of a Read which already has
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shared : record
value : ABStype
tail : 1,0..4n + 2
head : 1,0.4n + 2
end

procedure Write(n,v)
var j:0.n
free : 0.4n + 2
from : array[0..n] of shared
notfree : array[0..n — 1] of shared
begin
1 for j:=0..n do from[j] := Rjn; for j:=0..n — 1 do notfree[j] :== Rjn+1
2 free := least positive integer not in tail or head fields of from or notfree

records
3 from[n] := (v, from[n].head, free)
4 for j:=0..n do R, ; := from[n]

end

procedure Read (i)
var j, max
temp : shared
from : array[0..n] of shared
begin
0.1 temp := Ry
0.2 Rin41:=temp
1 for j =0..n do from[j] := R
2.1 if from[n] Atemp then

2.2 temp, Rint1 := from[n]

2.3 for j = 0..n do from[j] := Ry,

2.4 if from[n] Atemp then

3.1 from[i] :== (temp.value, L, 1); goto 4

2.5 if Imaz : from[maz].(tail, head) > from[n].(tail, head) then
3.2 from[i] :== from[maz]

3.3 else froml[i] := from[n]

4 for j:=0..n do R;; := from[i]

5 return from[i].value

end

Fig. 2. Construction 1
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been used or eventually can be used in selection line 2.5 of a Read, and hence
eventually can be part of an offending timestamp written to a shared variable,
is according to the following scenario: A Read (i), say R, is active at the time
a Write, say W1, reads either one of their shared variables. This R will select
or has already selected the offending timestamp (po, cp), originally written by a
Write Wy preceding Wi, but R has not yet written it to R; 41 or R;, by the
times W7 scans those variables. Moreover, W7 will in fact select a timestamp
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(p1,c1) with either (p1,c1) < (po, co) or (p1,c¢1) = (o, co). This can only happen
if free in line 2 is pg, or ¢y and the py = head of the timestamp of the Write
immediately preceding W1, respectively. Then, a later Read Ry using in its line
2.5 the (p1,c1) timestamp written by Wi and the (po,co) timestamp written
by R concludes falsely that W; precedes Wy or W7 = Wy. For this to happen,
R has to write (po,co) in line 4, and has to assign it previously in one of lines
3.1, 3.2, or 3.3. In line 3.1 the timestamp assigned is the bottom timestamp
(L, 1) which by definition cannot dominate or equal a timestamp assigned by
the writer. This leaves assignement of the offending timestamp (po, ¢g) in line 3.2
or line 3.3. Without loss of generality, assume that the domination and equality
of the timestamps used by R in line 2.5 is still correct (so R is a “first” Read
writing an offending timestamp).

Case 1: Timestamp (pg, co) is assigned in line 3.2 of R and hence won the
competition in line 2.5 by from[n].(tail, head) < (po,cp). Let W be the Write
that wrote from[n].(tail, head). We first show that W directly precedes Wy. Since
from[n].(tail, head) < (po,co) we have W /<=W,. If W follows Wy, then the
conclusion from from[n].(tail, head) < (po, co) that Wy is the next Write after W
is false (and (po, ¢g) has already been written by a Read(j), j /=, to the shared
variable R;; from which R scanned it). This contradicts the assumption above
that domination and equality of timestamps used by R in line 2.5 is still correct.
The only remaining possibility is that W precedes Wj. Of the timestamps used in
the competition in line 2.5, the timestamp written by W was read last. Therefore,
with W preceding Wy, W directly precedes Wy and W wrote a timestamp (-, po),
as is in fact evidenced by the relation from[n].(tail, head) < (po, co).

Case 1l.a: R executes line 2.5, and the test in line 2.1 was ‘true’—a Write
wrote shared variable R, ; in between line 0.1 and line 2.1-—and the test in
line 2.4 was ‘false’—no Write wrote R, ; in between line 1 and line 2.4—and
from[n].(tail, head) used in line 2.5 is the one read in line 1 and written by Write
W in between line 0.1 and line 2.1. Therefore, Write W, started after line 0.1 but
before line 2.4 (since (pg,cp) came by way of a Read(j) with j /=i in line 2.3),
and Wy had not yet written R,, ; before line 2.4. Then, every Write following Wy
started after line 2.3. As a consequence, such a Write both reads the timestamp
written to R; 41 in line 2.2 of R, and avoids choosing free := py (= from[n].head
originating from W) in its own line 2 (until R; 41 is overwritten again). Hence
the tail value in (pg, ¢g) is not re-used and the timestamp is actually not offensive.
(Since ¢y /=po by the selection of free in line 2 of the Write protocol, all Writes
following Wy cannot create a timestamp (-, pg) and hence also not (po, co).)

Case 1.b: R executes line 2.5, and the test in line 2.1 was ‘false’—
no Write wrote shared variable R, ; in between line 0.1 and line 2.1-—and
from[n].(tail, head) used in line 2.5 is the one read in line 1 and written by
Write W in between line 0.1 and line 2.1. The remainder of the argument is the
same as in Case 1l.a.

Case 2: Timestamp (po, ¢g) is assigned in line 3.3 of R.

Case 2.a: Timestamp (pg, co) was already scanned in line 0.1 of R, and again
in line 1, and written by a Write W, writing the shared variable R,, ; before the
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scan of line 0.1. If W7 is the next Write after Wy, then every Write following W3
will read (po, ¢o) and avoid both its values in selecting free in line 2 and assigning
the head of its new timestamp in line 3, because (pg, co) was written in line 0.2
to R; n1 before Wi finished (and hence before a later Write started)—otherwise
the timestamp of Wy would have been observed in the scan of line 1. But Wy
will do this as well, since (po,co) is the timestamp written by Wy, and hence
observed by Wj. Consequently, no value in (pg, cg) is re-used as the head of a
new timestamp by a Write (until R; 41 is overwritten again and the timestamp
disappears) and (po, ¢o) is actually not offensive.

Case 2.b: Timestamp (po,co) was first scanned in line 1 of Read(i)—the
contents of R, ; scanned in line 0.1 is different from that scanned in line 1.
Therefore, (po, co) was written by Write W, writing the shared variable R, ; after
the scan at line 0.1. The timestamp scanned in line 2.3 was still the one written
by Wy (otherwise the test in line 2.4 would be positive and result in assignment
3.1 that doesn’t assign the offending timestamp at all). The remainder of this
case is identical with last part of Case 2.a starting from “If W7 is the next Write
after Wy”. O

The crucial feature that makes the bounded algorithm work is the equivalent
of lemma [2}

Lemma 4. The timestamp selected in lines 2.z and written in line 4 of a Read (i)
1s one of the following:

(i) The timestamp (L, L) for a Write that is completely overlapped by the
Read concerned;

(i) Another reader’s timestamp scanned in line 1 (respectively, line 2.3)
that is written by the next Write after the Write that wrote the timestamp
from[n].(tail, head) scanned in line 1.

(#ii) Otherwise, the writer’s timestamp from|[n].(tail, head) scanned in line 1.

Proof. Only assignments in lines 3.1, 3.2, 3.3 can result in a write in line 4.

(i) If line 3.1 is executed in a Read, then previously we scanned the writer’s
timestamp in lines 0.1, 1, 2.3, and obtained three successive timestamps without
two successive ones being the same. Hence the Write corresponding to the middle
scan, of line 1, is overlapped completely by the Read, and the Read can be
ordered directly after this Write, and this has no consequences for the remaining
ordering. This is reflected by using the timestamp (L, 1) to be written by such
a Read in line 4.

(ii) If line 3.2 is executed in a Read then the timestamp assigned is a reader’s
timestamp scanned in line 1 or line 2.3. The writer’s timestamp used in the
comparison line 2.5 is, say, (¢, h). According to the semantics of the “<” sign in
definition 2, only a reader’s timestamp of the form (h, free) satisfies the condition
in line 2.5. The only timestamps in the system are created by the writer. By
Lemma B] existence of the (h, free) timestamp somewhere in the system at the
time of writing the current instance of timestamp (¢, h) would have prevented
the writer from writing (¢, k). Thus the writer must have written the (h, free)
timestamp after it wrote (¢,h). Using Lemma [ a second time, the writer can
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write a timestamp with A in the tail field only at the very next Write after the
Write that wrote a timestamp with h in the head field, since the (¢, h) timestamp
is still somewhere in a shared variable or to be written to a shared variable.

(iii) If line 3.3 is executed in a Read, then items (i) and (ii) were not applicable
and the timestamp assigned is the writer’s timestamp scanned in line 1. O

Theorem 1. Construction-1 is a wail-free implementation of an atomic 1-
writer n-reader register. It uses (n + 1)(n + 2) — 1 atomic 1-writer 1-reader
2log(4n +4) bits control shared variables. The Write scans 2n+ 1 of these vari-
ables and writes n + 1 of them; the Read scans < 2n + 3 of these variables and
writes < n + 3 of them.

Proof. Complexity: Since the program of Construction-1 contains no loops,
it is straightforward to verify that every Read and Write executes the number
of accesses to shared variables, and the size of the shared variables, as in the
statement of the theorem.

Wait-Freedom: This follows directly from the upper bounds on the com-
plexity (scans and writes) of the shared variables in the construction, and the
fact that the program of Construction-1 is loop-free.

Linearizability: Consider a complete proper history (as defined before) h of
all Writes and only those Read’s that don’t write the bottom timestamp (L, 1) in
line 4. Let <}, be the partial order induced by the timing of the Reads and Writes
of h. LemmaM], items (ii) and (iii), asserts that on this history h, Construction-0
and Construction-1 behave identically in that the same Read reports the values of
the same Write in both constructions. Therefore, with respect to h, linearizability
of Construction-1 follows from the linearizability of Construction-0. Let <§1 be
the linear order thus resulting from <. The remaining Read’s, those that write
the bottom timestamp (L, L) in line 4, completely overlap a Write, lemma H]
item (i), and report the value of that overlapped Write. Hence they can, without
violating linearizability, be inserted in the -<§l—order directly following the Write
concerned. This shows that Construction-1 is linearizable. O

Minimum Number of Global Control Bits: The same algorithm with
only O(n?) control bits overall can be constructed as follows. Each register owned
by the writer contains 2n control bits, and each register owned by a reader con-
tains only 2 control bits. The control bits are used to determine the domination
relation between readers and the writer. The Protocol stays the same, only the
decisions in the protocol are made according to different format data. Since the
decisions are isomorphic with that of Protocol 1, the correctness of the new Pro-
tocol follows by induction on the total atomic order of the operation executions
in each run by the correctness of Construction-1.

Minimum Number of Replicas of Stored Values: In the algorithm,
each subregister ostensibly contains a copy of the value to be written. This sums
up to O(n?logV) bits, for the value ranging from 1 to V. With the following
scheme only the registers owned by the writer contain the values. Each register
owned by the writer can contain two values. The two fields concerned are used
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alternatingly. The writer starts its tth write with an extra write (line 0) to all
registers it owns, writing the new value in field ¢ (mod 2). In line 4 it writes
to field ¢ (mod 2) (it marks this field as the last one written), and finishes by
setting ¢ := (¢t + 1) (mod 2). The readers, on the other hand, now write no
values, only the timestamps. If the reader chooses the writer, it takes the value
from the marked field; if it chooses a reader, it takes the value from the unmarked
field. Since no observed reader can be more than one write ahead of the actually
observed write, this is feasible while maintaining correctness. This results in
O(n) replications of the value written resulting in a total of O(nlogV) value
bits. This is clearly the optimal order since the writer needs to communicate
the value to everyone of the readers through a separate subregister. (Consider a
schedule where every reader but one has fallen asleep indefinitely. Wait-freeness
requires that the writer writes the value to a subregister being read by the active
reader.)

Acknowledgment. I thank Ming Li and Amos Israeli for initial interactions
about these ideas in the late eighties. Other interests prevented me from earlier
publication. I also thank Grisha Chockler for pointing out a problem with the
previous formulation of Lemma Bl and meticulously reading earlier drafts and
providing useful comments.

References

1. J. Anderson, Multi-Writer Composite Registers, Distributed Computing, 7:4(1994),
175-195.

2. K. Abrahamson, On achieving consensus using a shared memory. In Proc. 7th ACM
Symp. Principles Distribut. Comput., 1988, 291-302.

3. B. Bloom, Constructing two-writer atomic registers. IEEE Trans. on Computers,
37(1988), 1506-1514.

4. J.E. Burns and G.L. Peterson, Constructing multi-reader atomic values from non-
atomic values. In Proc. 6th ACM Symp. Principles of Distributed Computing. 1987,
222-231.

5. D. Dolev and N. Shavit, Bounded concurrent time-stamp systems are constructible.
Siam J. Computing, 26:2(1997), 418-455.

6. C. Dwork and O. Waarts, Simple and efficient bounded concurrent timestamping
and the traceable use abstraction. J. Assoc. Comput. Mach., 46:5(1999), 633-666.

7. C. Dwork, M. Herlihy, S. Plotkin and O. Waarts, Time-Lapse snapshots. SIAM J.
Computing, 28:5(1999), 1848-1874.

8. R. Gawlick, N.A. Lynch, and N. Shavit, Concurrent timestamping made simple.
In Proc. Israeli Symp. Theory Comput. and Systems, LNCS 601, Springer-Verlag,
1992, 171-183.

9. S. Haldar and K. Vidyasankar, Counterexamples to a one writer multireader
atomic shared variable construction of Burns and Peterson. ACM Oper. Syst. Rev.,
26:1(1992), 87-88.

10. S. Haldar and K. Vidyasankar, Constructing 1-writer multireader multivalued
atomic variables from regular variables. J. Assoc. Comput. Mach., 42:1(1995), 186—
203.



132

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.
23.

24.

25.

26.

27.

28.

P. Vitanyi

S. Haldar and K. Vidyasankar, Buffer-optimal constructions of 1-writer multireader
multivalued atomic shared variables. J. Parallel Distr. Comput., 31:2(1995), 174~
180.

S. Haldar and K. Vidyasankar, Simple extensions of 1-writer atomic variable con-
structions to multiwriter ones. Acta Informatica, 33:2(1996), 177-202.

S. Haldar and P. Vitanyi, Bounded concurrent timestamp systemss using vector
clocks, J. Assoc. Comp. Mach., 49:1(2002), 101-126.

M. Herlihy and J. Wing, Linearizability: A correctness condition for concurrent
objects. ACM Trans. Progr. Lang. Syst., 12:3(1990), 463-492.

A. Israeli and M. Li, Bounded time-stamps. Distributed Computing, 6(1993), 205—
209.

A. Israeli and M. Pinhasov, A concurrent time-stamp scheme which is linear in
time and space. In Proc. 6th Intn’l Workshop Distribut. Alg., LNCS 647, Springer-
Verlag, Berlin, 1992, 95-109.

A. TIsraeli and A. Shaham, Optimal multi-writer multireader atomic register. In
Proc. 11th ACM Symp. Principles. Distr. Comput., 1992, 71-82.

L.M. Kirousis, E. Kranakis, and P.M.B. Vitanyi, Atomic multireader register. In
Proc. 2nd Intn’l Workshop Distr. Alg.. LNCS 312, Springer-Velag, Berlin, 1987,
278-296.

L. Lamport, On interprocess communication — Part I: Basic formalism, Part II:
Algorithms. Distributed Computing, 1:2(1986), 77-101.

M. Li and P.M.B. Vitanyi, Optimality of wait-free atomic multiwriter variables,
Inform. Process. Lett., 43:2(1992), 107-112.

M. Li, J.T. Tromp, and P.M.B. Vitanyi, How to share concurrent wait-free vari-
ables. J. Assoc. Comput. Mach., 43:4(1996), 723-746.

N. Lynch, Distributed Algorithms, Morgan Kaufmann, 1997.

G.L. Peterson, Concurrent reading while writing. ACM Trans. Progr. Lang. Sys-
tems, 5:1(1983), 56—65.

G.L. Peterson and J.E. Burns, Concurrent reading while writing IT: The multiwriter
case. In Proc. 28th IEEE Symp. Found. Comput. Sci., 1987, 383—-392.

R. Schaffer, On the correctness of atomic multiwriter registers. Re-
port MIT/LCS/TM-364, 1988.

A.K. Singh, J.H. Anderson and M.G. Gouda, The elusive atomic register. J. Assoc.
Comput. Mach., 41:2(1994), 311-339.

R. Newman-Wolfe, A protocol for wait-free, atomic, multi-reader shared variables.
In Proc. 6th ACM Symp. Princples Distribut. Comput., 1987, 232—248.

P.M.B. Vitanyi and B. Awerbuch, Atomic shared register access by asynchronous
hardware. In Proc. 27th IEEE Symp. Found. Comput. Sci., 1986, 233-243. Errata:
Ibid., 1987, 487.



An Efficient Universal Construction for
Message-Passing Systems
(Extended Abstract)

Partha Dutta®, Svend Frglund?, Rachid Guerraoui!, and Bastian Pochon!

! Distributed Programming Laboratory, Swiss Federal Institute of Technology,
Lausanne, CH 1015
2 Hewlett-Packard Laboratories, Palo Alto, CA 94304

Abstract. A universal construction is an algorithm that transforms any
object with a sequential specification into a wait-free linearizable imple-
mentation of that object. This paper presents a novel universal construc-
tion algorithm for a message-passing system with process crash failures.
Our algorithm relies on two fine-grained underlying abstractions: a weak
form of leader election, and a one-shot form of register.

Our algorithm is indulgent, efficient and generic. Being indulgent intu-
itively means that the algorithm preserves consistency even if the under-
lying system is asynchronous for arbitrary periods of time. Compared to
other indulgent universal constructions, our algorithm uses fewer mes-
sages and gives rise to less work in steady-state. Our algorithm is generic
in two senses: (1) although it is devised for a crash-stop model, it can
be easily ported to various crash-recovery models, and (2) although it is
optimized for steady-state periods, it can easily be extended to trade-off
between steady-state performance and fail-over time.

1 Introduction

A universal construction is an algorithm that provides a wait-free and lineariz-
able implementation of any object that has a sequential specification [12]. In
short, being wait-free requires the implemented object to be highly available—
any invocation of the object must complete in a finite number of steps, even
in the presence of failures. Being linearizable intuitively means that the imple-
mented object must remain consistent—the object must appear to be accessed
in a sequential manner [I3]. It is very appealing to use the notion of univer-
sal construction as the theoretical underpinning of highly-available distributed
systems. The notion of universal construction clearly and precisely defines the
contractual obligations and guarantees of the various players, such as the ob-
jects, the algorithm, and the clients. The object can be implemented in any
way that complies with its sequential specification. In particular, objects can be
non-deterministic. Clients are given precise safety and liveness guarantees. The
universal construction algorithm can be based on any implementation that pro-
vides clients with wait-free, linearizable access to the object. From a practical
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point of view, the object represents an online service. A universal construction
algorithm can be viewed as middleware that implements highly-available access
to the service from a number of clients.

To be practical as the foundation for high-availability middleware, a universal
construction algorithm should have a number of desirable properties:

— It should tolerate arbitrary asynchrony periods of the underlying system (we
refer to this property as indulgence [I1]). Indulgence is important because
the service may be subject to unpredictable workloads, and it may share
resources, such as network bandwidth, with other online services.

— The steady-state behavior should be efficient. Steady-state is a period where
no process fails or is suspected to have failed. In most systems, this is the
common case, and thus the case for which we want to optimize.

— The algorithm should minimize the communication between clients and the
service. It is indeed common for online services to be accessed via the Inter-
net, and such access typically involves communication over wide-area net-
work links.

Traditionally, universal construction algorithms were devised in a shared-
memory model, where processes communicate through shared registers and
consensus-like objects [12]. One can indeed emulate a register abstraction us-
ing message-passing (e.g., assuming a majority of correct processes [2]). How-
ever, such a solution does not take full advantage of the message-passing model,
and therefore, is not efficient in practice. Emulating atomic registers leads to
a universal construction that requires §2(n?) messages, instead of O(n) in our
algorithm.

Primary-backup algorithms, such as [I|3l5], are indeed universal construc-
tions devised with a message-passing model in mind. However, these algorithms
rely on a strong form of leader election that make them non-indulgent. More
precisely, they rely on the assumption of a single primary, and asynchrony in
the underlying system may violate this assumption. The semi-passive replica-
tion algorithm [8] can be viewed as an indulgent primary-backup universal con-
struction. Nevertheless, because semi-passive replication relies on an underlying
consensus-like abstraction, it increases the number of messages exchanged be-
tween clients and a replicated service, as compared to traditional primary-backup
algorithms. With primary-backup algorithms, a client sends its request to the
primary, whereas with semi-passive replication, a client must send its request to
all replicas. As we pointed out, the number of messages exchanged between a
service and its clients is an important metric for a service that is accessed via
the Internet.

This paper presents an indulgent universal construction algorithm for a
message-passing model with process crash failures using two fine-grained un-
derlying abstractions: a weak form of leader election, CLeader (denoted 2 in [6]),

! In our context of message-passing, we say that an object is wait-free if any client
always returns from the invocation of an operation on this object within a finite
number of its own steps independently of the crash of other clients, and despite the
failure of a minority of replicas.
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and a new one-shot form of register, ARegister. Neither of these can, in isolation,
implement consensus, but their combined power is equivalent to consensus3

Our algorithm follows the primary-backup replication pattern, but is more
efficient than other indulgent primary-backup algorithms: our algorithm uses
fewer messages and gives rise to less work by the backups. The latency of our al-
gorithm matches the lower bound established in [5] for a non-indulgent solution.
The message complexity (number of messages exchanged to process a request) is
2n+ 2 in our case, just like traditional primary-backup. In contrast, the message
complexity of semi-passive replication is 5n.

In our algorithm, only primaries update their state, backups only witness
the updates performed by primaries. Thus, only a primary has the current state
of the replicated object. A backup “constructs” the current state only if and
when it becomes primary. Because backups do not update their state, they play
an even more passive role in our algorithm than in traditional primary-backup
algorithms that seek to keep backups up-to-date. Because a client only needs
to send its requests to the primary, we simultaneously achieve the low message-
complexity of the primary-backup approach and the low time-complexity of a
lazy replication algorithm. Furthermore, our abstractions lead to a simple, com-
prehensive, and extensible universal construction algorithm. Indeed, the main
idea behind our algorithm is to move work from steady-state periods to transi-
tion periods. Thus, the trade-off of our algorithm is to optimize the performance
in steady state at the expense of making fail-over more costly. If failures are rare
and the fail-over time not that critical, this is likely to be a good trade-off. How-
ever, in certain environments, it is very important to react quickly to failures.
The good news is that our algorithm allows us to trade-off between steady-state
performance and fail-over time in a modular manner, i.e., by extending the al-
gorithm, not changing it. We build our ARegister abstraction on top of a more
basic notion of register, a round-based register, denoted Rregister, for which we
give a precise specification. Interestingly, only the Rregister needs to be changed
for the ARegister implementation (and the universal construction) to operate
in various distributed system models [9].

The rest of the paper is organized as follows. Section Pl defines the under-
lying system model. Section Bl introduces our abstractions. Section [ gives our
universal construction algorithm based on these abstractions. Section[d analyzes
some execution scenarios. Section [0 considers the genericity of our universal
construction. Section [7 discusses our abstractions and our algorithm. Due to
space limitation, details on our register implementation, including optimized al-
gorithms and correctness proofs, have been omitted from this extended abstract
but are included in the full version of the paper [9].

2 Qur weak leader election encapsulates the synchrony assumption needed to imple-
ment consensus, whereas our register encapsulates the assumption of a majority of
correct processes needed for indulgent consensus.
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2 Model

2.1 Processes, Communication, and Time

We represent a distributed system as a finite set of processes IT = {p1,... ,pn}.
Processes fail by crashing—we do not deal with Byzantine failures, nor do we
assume that processes recover after a crash. A process is correct if it does not
fail.

Processes communicate by message passing. A message can be sent by the
primitive send and received by the primitive receive. Message passing is reliable
in the following sense: (validity) if a correct process sends a message to a correct
process, the message is eventually received, (no duplication) each message is
received at most once, and (integrity) the network does not create nor corrupt
messages.

We assume an asynchronous distributed system. We indirectly introduce syn-
chrony assumptions through the properties of our ¢CLeader abstraction (Sect. ),
and we use a notion of time to specify the properties of our abstractions. To this
end, we assume the presence of a discrete global clock with the set of natural
numbers as tick range. The purpose of the clock is to simplify the presentation:
processes cannot access this global clock.

We sub-divide the set IT of processes into two disjoint subsets: Client and
Server. Processes in Server (servers) collectively implement a wait-free lineariz-
able object that processes in Client (clients) can access.

2.2 Objects

An object has an internal state and a number of actions to manipulate this state.
An action takes an input value and produces an output value. As a side-effect
of producing the output value, the action may also update the internal state.
Actions may be non-deterministic. That is, the side-effect and output value of a
specific action may not be the same each time we execute it, even if we execute
it in the same initial state and with the same input value.

The goal of our algorithm is to implement wait-free and linearizable access to
any given object. Each server has its own copy of the given object. The algorithm
uses two primitive and generic actions in dealing with objects:

— The execute primitive action takes a request (action name and input value)
and returns an output value and an update value. The execute primitive
executes the action on the given input. The returned update value captures
the state update performed by executing the action. The primitive does not
change the internal state of the object.

— The update primitive takes an update value, and performs the state update
captured by the update value.

These two primitives separate the purely functional aspect of an object (mapping
input to output) and the state-update aspect (using an input value to update
the internal state).
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3 Abstractions

Our universal construction is based on two fundamental abstractions: an even-
tual leader election, denoted ¢Leader and a one-shot form of register, denoted
ARegister. OLeader encapsulates the synchrony assumptions needed to ensure
wait-freedom. It is in this sense a liveness abstraction. ARegister encapsulates
a convenient form of storage to ensure linearizability. It is in this sense a safety
abstraction.

3.1 <Leader

OLeader eventually elects a unique and correct leader. The abstraction has one
operation, called elect(). This operation does not take any input parameters. It
returns an output parameter, which is the identity of a process. When p; invokes
elect() and gets p; as an output at some time ¢, we say that p; elects p; at t.
(We also say that p; is leader (for p;) at time t.) We define the specification of
OLeader through the following properties.

Agreement: There is a time after which no two correct processes elect two
different leaders.

Validity: There is a time after which every leader is correct.

Termination: After a process invokes elect(), either the process crashes or it
eventually returns from the invocation (wait-free).

Note that our specification does not preclude the existence of concurrent leaders
for arbitrary periods of time: hence the notion of eventual leader. In the following,
we assume the existence of the OLeader abstractionf] and refer to [6] for its
implementation.

3.2 ARegister

Roughly speaking, our ARegister is a one-shot register, in the sense that (1) once
a value is successfully written, it remains forever in the register, and (2) a write
operation is guaranteed to succeed, however, if only a single process is writing,
and an infinite number of times. Our ARegister is different from Lamport’s
notion of registers, because (1), in face of concurrency, any invocation on a
ARegister may abort without returning any value and (2), at most one value
can be successfully written in a ARegister.

Formally, ARegister has a single primitive, propose(). When a process p in-
vokes propose() with a single argument v € Values such that abort ¢ Values, we
say that p proposes v. The propose() primitive returns a value in ValuesU{abort}.
If p returns from propose() with v/ /=abort, we say that p decides v’ and that
the value v’ returned is a decision. Otherwise, if propose() returns abort, we say
that p aborts. If p proposes v and decides v, we say that p commits v. We now
give the properties of ARegister:

3 As already pointed out, CLeader corresponds to the failure detector £2 of [6]. In the
terminology of [6], this is the weakest failure detector to solve consensus.
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Validity: If a process decides a value v, then v was proposed by some process.

Agreement: No two processes decide differently.

Termination: If a process proposes, it either crashes or returns (wait-free). If
only a single process proposes an infinite number of times, and if this process
is correct, then it eventually decides i

In the case where two or more processes concurrently invoke the propose() prim-
itive an infinite number of times (i.e. the invocation of propose() at a process
happens before the invocation of propose() at another process returns), the result
returned by ARegister is only restricted by validity and agreement.

Note that the validity and agreement properties of ARegister are similar
to traditional consensus [12]. Our termination property is strictly weaker than
traditional consensus (i.e., if a process proposes, it either crashes or decides).

3.3 Implementing ARegister

Our implementation of ARegister uses the Rregister abstraction. We first
give the specification of Rregister and then describe our implementation of
ARegister.

Rregister. Roughly speaking, our Rregister is a round-based register, where

processes read and write the content using a single operation. As long as a

process does not receive a consistent value from the register, it may keep trying

to update the content. If a process returns a value from the register, then no
process can ever return a different value from the register.

More formally, the interface of our Rregister consists of a single primitive,
readWrite(). When a process p invokes readWrite() with two arguments, respec-
tively k& € N* and v € Values, such that abort ¢ Values, we say that p writes v.
The readWrite() primitive returns a value in Values U {abort}. If p returns from
readWrite() with v’ /=abort, we say that p reads v'. We now give the specification
of our Rregister:

Decide-validity: If a readWrite(k,v) returns v’ ¢ {v,abort}, then there is at
least one readWrite(k’,v") invocation such that k' < k.

Abort-validity: If a readWrite(k,*) invocation returns abort, then there is a dis-
tinct readWrite(k’,x) invocation such that (i) ¥ > k, and (i) readWrite(k’,)
is invoked before readWrite(k,) returns.

Agreement: If a readWrite(k,*) returns v /=abort, then if any readWrite(k’,x)
with k' > k returns, the invocation returns either v or abort.

Termination: If a process invokes readWrite(x,*), then it either crashes or the
invocation returns (wait-free).

Note that we do not preclude that two processes use the same round number at
the same time[d As we will see for ARegister, agreement will be reached faster
though, if processes use different round number.

* We insist that the single process be correct to also cover the crash-recovery model [9].

® In [9], we consider the crash-recovery model, where a process that crashes and recov-
ers might invoke readWrite() with an old round number. Hence, we do not assume
round number uniqueness in Rregister.
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1: object ARegister

2:  method ARegister {Constructor at process p;}
3 register + new Rregister {Instance of register}
4: ki {Round number}
5:  method propose(v) {When p; proposes a value v}
6 k+k+n

7 return register.readWrite(k, v)

Fig. 1. ARegister implementation: code for process p;

Implementing ARegister. Figure [Tl gives our implementation of ARegister.
ARegister encapsulates the round number at which the Rregister is accessed. A
process p; owns rounds ¢ + n, ¢ + 2n, ..., and only uses these round numbers
within the propose() primitive. Process p; first invokes the readWrite() primitive
using round ¢ + n, and increments the round number by n on each subsequent
call to propose(). Round number uniqueness is not necessary and is made here
only to accelerate the convergence towards agreement.

Implementing Rregister. FigureZlgives an implementation of our Rregister,
assuming a majority of correct processes. The key idea behind our implemen-
tation is that a process can “lock” a value if it successfully stores it among a
majority of processes (we call them witnesses hereafter). Once a value is locked,
no other value can be agreed upon. The idea follows that of [2]: each witness
keeps its own copy of the current value, and the readWrite() invocation accesses
the value at witnesses by emulating round-based read-like or write-like opera-
tions out of message passing.

The readWrite() primitive essentially consists in reading the value from a
majority of witnesses, and writing (“locking”) this value among a majority. If
the value read by a process corresponds to |, then the process writes its own
value.

A round number is associated with every message and permits a witness that
receives a message to abort if the round number carried by the message is below
its own round number. The readWrite() primitive aborts as soon as it aborts at
a witness. In order to lock a value, the round number maintained at a witness
is updated to the highest round number ever seen by the witness.

We give a correctness proof of our implementation of the Rregister in [9].
Several optimizations are possible. In particular, following an idea in [I4], it
is possible to eliminate the read phase in steady-state. In [9], we discuss this
optimized version of the Rregister that allows a process to skip the read phase
if it is safe to do so. One round-trip communication is enough for a process to
propose and decide in this case (steady-state).
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1: type Decision is Values U {abort} {abort ¢ Values}
2: object Rregister

3:  method Rregister {Constructor at process p;}
4: decision + abort {decision € Decision}
5 vt e L {value read from witnesses}
6 read; + 0,write; «— 0 {Highest read/write rounds handled by p;}
7 value; + L {pi’s copy of register’s value}
8 method readWrite(Integer k, Values v)

9 send [READ,k] to all processes

10 wait until received [ackREAD, v;, ts;, k] or [nackREAD, k] from ["'2"1] processes

11 if received at least one [nackREAD, k] then

12: decision « abort

13 else

14 select the [ackREAD, v;, ts;, k] with the highest ts;

15 v* v

16 if v* = 1 then

17 vt v

18 send [WRITE, v*, k] to all processes

19: wait until received [ackWRITE, k] or [nackWRITE, k] from [ "$!] processes

20: if received at least one [nackWRITE, k] then

21: decision « abort

22: else

23: decision + v*

24: return decision

25:  upon receive [READ, k] from p; do

26: if write; > k or read; > k then

27: send [nackREAD, k] to p;

28: else

29: read; +— k

30: send [ackREAD, value;, write;, k] to p;
31:  upon receive WRITE, v, k] from p; do
32: if write; > k or read; > k then

33: send [nackWRITE, ] to p;

34: else

35: write; +— k

36: value; < vj

37: send [ackWRITE, k] to p;

Fig. 2. Rregister implementation: code for process p;

4 Universal Construction

We present here our universal construction, i.e. an algorithm that transforms
any local and sequential implementation of an object into a wait-free lineariz-
able shared object. Like any replication algorithm that guarantees some form of
strong consistency, a key principle behind our algorithm is to implement a total
order among the requests, and to ensure that a request only appears once in
the total order. Because objects may be non-deterministic, the replicas have to
agree not only on the total order of requests but also on the state update and
reply associated with a given request. In our algorithm, they do that at the same
time. We describe the algorithm here and give a correctness proof in [9].
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leader + new <OLeader
reply < nil

1:

2:

3: procedure submit(Request req) {To submit a request to the replicated service}
4:  while true do {Loop as long as reply is not received}
5: set timer

6: send [Request, req] to leader.elect() {Send request to the leader}
7 wait until received [Reply, res] or timer expires

8 if received [Reply, res] then

9 return res

Fig. 3. Client behavior

4.1 Description of the Algorithm

We start by describing the client-side of the algorithm, given in Fig. [ A client
accesses the replicated object using the submit procedure. A client sends its
request to the current leader and then waits for a reply. If the client does not
receive a reply within a certain time, it re-transmits its request (maybe to a
different leader). Note that we use a local timer to make this retransmission
possible. The choice of time-out period only affects performance; safety is ensured
by the server-side abstractions regardless of the chosen time-out period

On the server-side, each replica p; executes the algorithm presented in Fig. [
Each replica has its own copy of the shared object O, and each copy of the object
is initialized in the same initial state A. A replica also maintains a variable num
reflecting its opinion about the first free position in the total order. This variable
is hence initialized to 1 for each replica.

When a replica receives a request, it verifies that it did not already execute
the same request up to its current position num. This verification is done locally,
without involving any communication step. It is legal because, by the algorithm,
the local state of each replica is guaranteed to be coherent with the total order (a
proof is given in [9]). If the replica detects that it already decided this request, it
simply returns the reply that was committed together with the request, otherwise
it introduces the request in the total order.

To insert a new request in the total order, a replica optimistically assumes
that its variable num reflects the first free position in the total order. It executes
the request on its local object, but without performing any update on its internal
state. It then constructs an outcome based on the request, the reply and update
values returned from the execution of the request. The constructed outcome is
proposed at position num using a new instance of ARegister.

Roughly speaking, an instance of ARegister corresponds to a single position
in the total order of requests in our universal construction. Distinct instances
are indexed with their respective position in the total order [l The messages sent

6 As mentioned earlier, we ignore possible optimizations, such as having an adaptive
timer, for the sake of simplicity.

" For the sake of clarity, the algorithm in Fig. @ uses a single instance of ARegister
and the index appears as a subscript of the propose() primitive. This is equivalent
to using several instances of ARegister.
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O < new Object

leader + new <OLeader
register + new ARegister
store « new OutcomeStore
num + 1

decision <« abort

prop, res, upd < nil

: upon receive [Request,req] from ¢ do {Upon receiving a request from a client}
while true do
if store.isCommitted(req,num) = [true, decision] then { Verify uniqueness of request}
send [Reply,decision.res] to ¢
break
[res, upd] + O.execute(req) {Ezecute request}
prop + [req,res, upd]
decision « abort
while decision=abort and leader.elect()=p; do

decision « register.proposenum(prop) {Propose request in total order}
if decision=abort then break
store.setCommitted (num,decision) {Store request locally}
num + num + 1
O.update(decision.upd) {Update local state machine}

if decision=prop then
send [Reply,decision.res] to ¢
break

DODOND DO = = = e

Fig. 4. Replica behavior: code for process p;

object OutcomeStore
method OutcomeStore {Constructor at process p;}
i+ 0
outcomes[] « {nil,...,nil} {Array of requests in total order}

method isCommitted (Request req, Integer index) {Load request from local state}
for ¢ from 1 to index — 1 do
if outcomes[i].req = req then
return [true, outcomes[]]
return [false, nil]

— =
-

method setCommitted(Outcome out, Integer index) {Store request locally}
outcomes|index| + out

Fig. 5. Uniqueness verification: code for process p;

on behalf of an instance are labeled with its index, to differentiate them from
the messages of another instance.

There are three possibilities when a replica executes the while loop in lines
16-17: ARegister either returns (1) abort or (2) some decision, or (3), the replica
stops electing itself.

In case (1), the replica proposes its request again. By the properties of
ARegister, a replica might need to propose several times before deciding. If
the replica is eventually single to propose and does not crash, it will eventually
decide. By the properties of CLeader, there will eventually be a single process
which proposes. In case (2), the replica stores the decided outcome in its local
state, increments its variable num to the next position, and updates its object
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using the update value returned with the decision. If the replica committed its
outcome, the associated reply is sent to the client, the replica exits and waits for
the next request. Otherwise, the replica restarts the main loop of the algorithm
with the same request. In case (3), the replica exits the algorithm, because only
leaders are allowed to propose.

To accelerate the verification of whether a request is new when it comes in,
each replica stores the decided outcomes within its local state, as shown in Fig.
It is possible (though very costly) not to verify whether a received request is new,
and to systematically propose this request starting from position 1 in the total
order.

Following the algorithm, a replica that decides an outcome that it does not
propose restarts the algorithm, and again verifies whether the request is a new
one. It would be sufficient to verify that the request is new among the outcomes
committed since the last verification. We ignore this optimization in Fig. [bl to
make the algorithm simpler.

5 Performance Analysis

We analyze the performance of our universal construction in term of message
complexity (number of messages it takes to process a request end-to-end) and
response time (end-to-end latency observed by clients). To quantify latency, we
assume that message transmission times are bounded by some known 0.

5.1 Steady-State

To analyze the steady-state behavior of our algorithm, we consider a nice run in
which no process crashes and in which ¢Leader returns the same leader to all
processes at every invocationf Moreover, we assume that this leader uses the
optimized implementation of the Rregister given in [9].

In a nice run, our algorithm exhibits a message complexity of 2n + 2 and a
response time bounded by 4§, whenever a client submits a new request. Following
the algorithm, the leader proposes the request with num set to one more than
the previous request. Because we consider a nice run, the leader is the perpetual
leader, and no other replica has been leader in the meantime. This means that
the leader commits the request the first time it proposes it. Committing a request
in the optimized version of ARegister has message complexity 2n and latency
26 (in the optimized implementation, the leader skips the read phase). The
communication between client and leader involves a single round-trip message,
and has complexity 2 and latency 2§. In total, we get a message complexity of
2n + 2, and a total latency of 44.

8 Steady-state performance can be achieved in runs that are not so nice, but where
the leader does not crash and does not change (no matter what happens to the other
replicas).
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upon p; commits decision do
send [Eager, decision, num] to all processes except p;

1:

2:

3: upon receive [Eager, decision, num’] where num’=num do
4:  O.update(decision.upd)

5:  store.setCommitted(num,decision)

6: num + num + 1

Fig. 6. Shifting work from transition periods to steady-state: code for process p;

5.2 Transition Periods

The message complexity and response time in a fail-over scenario depends on
many factors, such as the number of concurrent leaders that try to take over
from the failed leader. If multiple leaders try to take over, it may require multiple
rounds inside of ARegister to commit requests. Furthermore, a leader that takes
over has to both read and write inside of ARegister. In general, this means that
each round initiated by a new leader inside of ARegister requires 4n messages,
and involves a latency of 44. If a new leader has to commit k requests to construct
its state during take-over, the leader has to at least initiate k rounds—one for
each request. In the next section, we show how to extend our algorithm to reduce
the communication during fail-over at the expense of increased communication
during steady-state.

6 Genericity

6.1 Trade-Offs

In our algorithm, backups play a very passive role: a backup postpones all work
until the last possible moment, and “catches up” when it becomes a leader. This
scheme is efficient during steady-state periods, but not during transition periods
(i.e., fail-over time). Here, we show how one could easily extend our algorithm
(without modifying it) to move work from transition periods to steady-state
periods, and thereby achieve a faster fail-over time.

Figure[d gives an extension in which a leader sends each committed update
value to all other replicas. The two upon clauses extend the behavior of Fig.
The other replicas then process the received update values. Note that the dis-
semination of update values does not have to be reliable: the basic algorithm
ensures consistency and progress, even if a leader fails while sending an update
value. We show the different steady-state interaction patterns in Fig. [l These
patterns capture two extremes of a spectrum. We can think of various trade-offs
in between these two extremes.

Our scheme also allows for work compression. For example, the leader may
gather a number of update messages and send them as a single message. More-
over, some of the “old” updates may become obsolete after “new” updates have
been computed. For example if an update message assigns a value to a variable,
and if a subsequent update message also assigns a value to the same variable,
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Fig. 7. Steady-state behavior for the original and extended scheme

we only have to apply the most recent update message. Detecting obsolete up-
date values requires knowledge about the semantics of the object, and cannot
be performed in a generic manner in the replication algorithm.

6.2 Dealing with Recovery

One of the complications of dealing with process recovery is the use of stable
storage. To recover consistently, a process has to store parts of its state in stable
storage. When recovering, a process can then access its own stable storage to
determine its pre-crash state. Stable storage access is however expensive and
should be minimized.

It turns out that we can encapsulate the manipulation of stable storage within
our Rregister. That is, neither our universal construction nor our ARegister have
to manipulate stable storage. A recovering process would start out as a backup,
and would construct its state from scratch when it becomes leader, just as if
it were a backup that had never failed and never been leader. In [9], we give
implementations for Rregister in different crash-recovery models.

7 Discussion

The key to the indulgence, efficiency, and genericity of our algorithm is the use
of two fine-grained underlying abstractions: ¢Leader and ARegister. Separately,
each of these abstractions is strictly weaker than consensus. Together, they can
implement consensus, as we show in Fig.

Consensus defines a single primitive, Propose(). We say that a process pro-
poses a value v when it invokes Propose() with v. A process decides a value v
if it returns from Propose() with v. Only the termination property of consensus
(every correct process eventually decides) differs from ARegister.

9 Throughout this section, we consider the uniform variant of the consensus problem
(i.e., we do not restrict agreement to correct processes only).
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: object Consensus
method Consensus {Constructor at process p;}
register + new ARegister
leader <~ new OLeader
decision + abort {decision € Decision}

1

2

3

4

5

6: method Propose(Values init;)
7 while decision=abort do

8 if leader.elect()=p; then

9 decision <+ register.propose(init;)
[1) send [Decision, decision] to all processes

return decision

1
1
12:  upon receive [Decision, value] from p; for the first time do
1 decision + value

Fig. 8. A simple consensus algorithm: code for process p;

Our consensus algorithm can be viewed as a modular variant of the Synod
consensus scheme underlying the Paxos replication algorithm [I4]. In fact, our
OLeader abstraction is identical to the notion of “sloppy” leader in [I5], and
ARegister precisely crystallizes Lampson’s intuition [15] about the safety of the
agreement part of the Synod consensus scheme [I4]: we capture both safety and
liveness aspects of that intuition through our ARegister speciﬁcation. To our
knowledge, Paxos pioneered the idea of combining a notion of leader election and
some form of register, although not explicitly identified (more recent variants of
the algorithm, e.g. [A[10], more explicitly use register-like abstractions).

There are two major differences between the use of GLeader and ARegister in
our universal construction and in Paxos. First, Paxos is not a universal construc-
tion since it relies on objects to be deterministic. To implement the agreement on
total order and on state in a single instance of eventual consensus, our algorithm
invokes ARegister a posteriori, after processing a request. This is in contrast
to Paxos because, being deterministic, the replicas only need to agree on the
total order of requests, and this agreement can be reached before a request is
processed. Second, our two fine-grained abstractions are first class citizens in our
universal construction. As we observe in [4], two variants of Paxos are actually
given in [I4]: a modular algorithm based on a consensus primitive, built using a
sloppy leader and a register-like abstraction, and then an ad-hoc algorithm that
opens these abstractions for the sake of performance. Promoting our <¢Leader
and ARegister as first class citizens of the algorithm is exactly what makes our
universal construction more efficient than [8]. Indeed, where a consensus object
requires all replicas to propose and decide, ARegister allows a single replica to
propose and decide by itself. With consensus, it is not possible for backups to
play a passive role where they just witness the actions taken by a primary. More-
over, consensus encapsulates CLeader whereas ARegister does not. If we used
consensus and had another notion of leader in the replication algorithm (e.g., the
primary), these leaders may not coincide (the same process may not be leader
at both levels). Having different leaders at different levels would likely result in

10" ARegister is also close to the k-converge primitive, (with k = 1) of [16].
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an additional leader-to-leader communication that is absent in our single-leader
scheme. This saves messages between client and replicas.

Indirectly, we argue that ¢OLeader and ARegister are natural abstractions

to build universal constructions in a message-passing model, pretty much like
consensus and atomic register do in a shared-memory model.

References

1.

10.

11.

12.

13.

14.

15.

16.

P. A. Alsberg and J. D. Day. A principle for resilient sharing of distributed re-
sources. In Proceedings of the Second IEEE International Conference on Software
Engineering (ICSE), 1976.

H. Attiya, A. Bar-Noy, and D. Dolev. Sharing memory robustly in message-passing
systems. Journal of the ACM, 42(1):124-142, 1995.

J. F. Bartlett. A nonstop kernel. In Proceedings of the 8" ACM Symposium on
Operating System Principles (SOSP), 1981.

R. Boichat, P. Dutta, S. Frglund, and R. Guerraoui. Deconstructing Paxos. Tech-
nical Report EPFL-2001, Swiss Federal Institute of Technology, January 2001.

N. Budhiraja, K. Marzullo, F. B. Schneider, and S. Toueg. The primary-backup
approach. In S. Mullender, editor, Distributed Systems. Addison-Wesley, 1993.

T. Chandra, V. Hadzilacos, and S. Toueg. The weakest failure detector to solve
consensus. Journal of the ACM, 43(4):685-722, 1996.

G. Chockler and D. Malkhi. Active Disk Paxos with infinitely many processes. In
Proceedings of the 21°* ACM Symposium on Principles of Distributed Computing
(PODC) (to appear), July 2002.

X. Défago and A. Schiper. Semi-passive replication and lazy consensus. Technical
Report DSC/2000/012, Swiss Federal Institute of Technology, February 2000.

P. Dutta, F. Frglund, R. Guerraoui, and B. Pochon. An efficient universal con-
struction for message-passing systems. Technical Report EPFL/IC/2002/28, Swiss
Federal Institute of Technoology, Lausanne, May 2002.

E. Gafni and L. Lamport. Disk paxos. In International Symposium on Distributed
Computing, pages 330-344, 2000.

R. Guerraoui. Indulgent algorithms. In Proceedings of the 19" ACM Symposium
on Principles of Distributed Computing (PODC), 2000.

M. Herlihy. Wait-free synchronization. ACM Transactions on Programming Lan-
guages and Systems, 13(1):124-149, January 1991.

M. Herlihy and J. Wing. Linearizability: a correctness condition for concurrent
objects. ACM Transactions on Programming Languages and Systems, 12(3):463—
492, July 1990.

L. Lamport. The part-time parliament. Technical Report 49, DEC Systems Re-
search Center, 1989. Also published in ACM Transactions on Computer Systems
(TOCS), Vol. 16, No. 2, 1998.

B. Lampson. How to build a highly available system using consensus. In Proceed-
ings of the International Workshop on Distributed Algorithms (WDAG), Springer-
Verlag, LNCS, September 1996.

J. Yang, G. Neiger, and E. Gafni. Structured derivations of consensus algorithms
for failure detectors. In Proceedings of the 17" ACM Symposium on Principles of
Distributed Computing, pages 297-306, 1998.



Ruminations on Domain-Based Reliable
Broadcast

Svend Frglund! and Fernando Pedone?

! Hewlett-Packard Laboratories (HP Labs), Palo Alto, CA 94304, USA
svend_frolund@hp.com
2 Hewlett-Packard Laboratories (HP Labs), Palo Alto, CA 94304, USA
Ecole Polytechnique Fédérale de Lausanne (EPFL), CH-1015 Lausanne, Switzerland
fernando_pedone@hp.com

Abstract. A distributed system is no longer confined to a single ad-
ministrative domain. Peer-to-peer applications and business-to-business
e-commerce systems, for example, typically span multiple local-area and
wide-area networks, raising issues of trust, security, and anonymity. This
paper introduces a distributed systems model with an explicit notion of
domain that defines the scope of trust and local communication within
a system. We introduce leader-election oracles that distinguish between
common and distinct domains, encapsulating failure-detection informa-
tion and leading to modular solutions and proofs. We show how Reliable
Broadcast can be implemented in our domain-based model, we analyze
the cost of communicating across groups, and we establish lower-bounds
on the number of cross-domain messages necessary to implement Reliable
Broadcast.

1 Introduction

1.1 Motivation

Distributed systems are no longer confined to a single administrative domain. For
example, peer-to-peer applications and business-to-business e-commerce systems
typically span multiple local-area and wide-area networks. In addition, these
systems commonly span multiple organizations, which means that issues of trust,
security, and anonymity have to be addressed. Such global environments present
new challenges to the way we program and organize distributed systems.

At the programming level, several researchers have recently proposed con-
structs to decompose a global system into smaller units that define boundaries
of trust and capture locality. An example of such a construct is the notion of
ambient introduced by Cardelli [5]. The trend reflects a growing realization that
one should not treat a global system as a very large local-area network.

1.2 The Domain-Based Model

We introduce a distributed systems model with an explicit notion of domain that
defines the scope of trust and local communication within a system. A domain
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is a set of processes, and a system is a set of domains. A domain-based model
allows us to employ novel complexity measures, such as the number of times a
given algorithm communicates across domain boundaries. Such complexity mea-
sures reflect the real-world costs of crossing firewalls and communicating along
wide-area links. In contrast, a conventional “flat” model, with a single set of pro-
cesses, attributes the same cost to any point-to-point communication. Besides
complexity measures, a domain-based model also allows us to capture the realis-
tic notion that failure information within a local-area network is more accurate
than failure information obtained across wide-area networks. We develop a no-
tion of leader-election oracle that provides one level of information to processes
within the same domain, and another, with weaker properties, to processes in
other domains. Finally, domains enable us to reflect the common security policy
that a process trusts other processes in the same organization (domain), but not
necessarily processes in other domains. We introduce Byzantine failures into our
model, and having domains allows us to attribute Byzantine behavior to entire
domains (as seen from the outside).

1.3 Domain-Based Algorithms

In building global systems, a fundamental concern is the reliable dissemination
of information. We want the information dissemination to be reliable, but also
efficient and scalable. In practice, an important aspect of efficiency is the amount
of wide-area bandwidth consumed by information dissemination algorithms. In
terms of scalability, an important quality is to make the system decentralized.
To address the issue of information dissemination in large-scale systems, we
describe a number of Reliable Broadcast algorithms that work in our domain-
based model.

The first set of algorithms tolerate crash failures only. In this context, we start
by examining how to implement Reliable Broadcast in a purely asynchronous,
domain-based model. We then incrementally add synchrony assumptions to this
model, and show how one can exploit these assumptions, in the form of leader-
election oracles, to reduce the number of messages that cross domain boundaries.
We analyze the cost of these algorithms in terms of cross-domain messages and
present lower bounds that quantify the inherent cost of reliability in a domain-
based model.

The second set of algorithms implement Reliable Broadcast in a system with
Byzantine failures. We consider a domain to be Byzantine if it contains a Byzan-
tine process, and we develop algorithms that can tolerate Byzantine domains.
Considering Byzantine behavior at the domain level reflects the notion that a
domain is the unit of trust and security: once a domain has been compromised,
it is likely that an adversary can take over as many processes as it wishes within
that domain. We first provide a protocol that ensures agreement: all correct
processes in all non-Byzantine domains deliver the same set of messages. We
then give an algorithm that also ensures consistency: messages are tagged with
unique identifiers, and no two correct processes in non-Byzantine domains de-
liver different messages with the same identifier. Consistency is an important



150 S. Frglund and F. Pedone

property. It prevents spurious messages from being delivered, which may hap-
pen, for example, if an erroneous sender keeps using the same message identifier
with different message contents.

1.4 Related Work

Compared with the ambient calculus [4], and other wide-area models based on
process algebras, our system model explicitly captures failures and the availabil-
ity of failure information.

A number of papers have addressed the issue of information dissemination
with Reliable Broadcast. The algorithms in [T2] use message diffusion, and toler-
ate crash and link failures. In [7], the authors present time and message efficient
Reliable Broadcast algorithms that tolerate crash and omission failures. The
protocol in [10] exploits failure detection to more efficiently diffuse messages.
All these protocols assume a flat universe of processes. If we were to employ
them on top of a networking infrastructure with wide-area networks, the result-
ing wide-area message complexity would be proportional to the total number of
processes. With our protocols, the wide-area message complexity is proportional
to the number of domains (assuming that there are no wide-area links within a
domain).

The Reliable Broadcast algorithm in [16] assumes a flat model with Byzan-
tine processes. In our terminology, the algorithm implements agreement but not
consistency—there is no notion of message identifiers to ensure that processes
deliver the same message content for the same identifier. The notion of Byzan-
tine Agreement [14]15] captures a variation of Reliable Broadcast in the Byzan-
tine model. With Byzantine Agreement, a single process broadcasts a value,
and all correct processes must decide on the same value. The original formula-
tion of the problem in [15] requires an explicit notion of time. The definition
of Asynchronous Byzantine Agreement [3] does not use time and only requires
honest processes to decide if the broadcasting process is honest. Asynchronous
Byzantine Agreement ensures consistency relative to a single message, but the
definition of the problem is for a single message. Thus, besides implementing
Byzantine-tolerant Reliable Broadcast in a domain-based model, our algorithms
also bridge the gap between Reliable Broadcast and Byzantine Agreement.

Furthermore, numerous works on group communication have considered a
hierarchical approach to large-scale distributed systems (e.g., [[I2/11113]). These
works differ from ours with respect to either the underlying system model, the
failure model, or the problems solved.

1.5 Summary of Contributions

The paper makes the following contributions:

— We define a domain-based system model, which corresponds to current wide-
area distributed systems, and give a specification of Reliable Broadcast in
this model.
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— We introduce leader-election oracles that distinguish between common and
distinct domains, encapsulate failure-detection information, and lead to mod-
ular solutions and proofs.

— We show how Reliable Broadcast can be implemented in our domain-based
model. We start with the simple case of only two groups and then build up
to more complex cases.

— We analyze the cost of communicating across groups, evaluate the perfor-
mance of our protocols in terms of cross-domain messages, and provide lower-
bounds on the number of cross-domain messages necessary to implement
Reliable Broadcast.

2 System Model and Definitions

2.1 Processes, Failures, and Communication

We assume that the system is composed of groups of processes, that is, IT =
{II1,II5, ..., II,,}, where IT, = {p1,p2,...,pn,}. When we need to distinguish
processes from different groups, we will use superscripts: pi € II,. Processes
may be honest (i.e., they execute according to their protocols) or malicious (i.e.,
Byzantine). Honest processes can crash, but before they crash, they follow their
protocols.

A process that is honest and does not crash is correct; if the process is honest
but crashes it is faulty. If a group has at least one malicious process, then it is
bad; otherwise the group is good. Therefore, good groups can contain only correct
and faulty processes, while bad groups can contain any kind of processes. In a
good group I1,, we assume that at most f, < n, processes crash.

Processes communicate by message passing. Each message m has three fields:
sender(m), the process where m originated, id(m), a unique identifier associated
with m, and val(m), the actual contents of m. We assume that the network is
fully connected, and each link is reliable. A reliable link guarantees that (a) if
p; sends a message m to p;j, and both p; are p; are correct, then p; eventually
receives m; (b) each message is received at most once by honest processes; and
(c) if an honest process receives a message m, and if sender(m) is honest, then
m was sent.

The system is asynchronous: message-delivery times are un-bounded, as is
the time it takes for a process to execute steps of its local algorithm. We assume
the existence of a discrete global clock, although processes do not have access to
it—the global clock is used only to simplify some definitions. We take the range
T of the clock’s ticks to be the set of natural numbers.

2.2 Domain-Based Reliable Broadcast

The domain-based Reliable Broadcast abstraction is defined by the primitives
byz-broadcast(m) and byz-deliver(m), and has the following properties:
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— (Validity.) If a correct process in a good group byz-broadcasts m, then it
byz-delivers m.

— (Agreement.) If a correct process in a good group byz-delivers m, then each
correct process in every good group also byz-delivers m.

— (Integrity.) Each honest process byz-delivers every message at most once.
Moreover, if sender(m) is honest, then sender(m) byz-broadcast m.

— (Consistency.) Let p; and p; be two processes in good groups. If p; byz-
delivers m, p; byz-delivers m’, and id(m) = id(m'), then val(m) = val(m').

Domain-based Reliable Broadcast without consistency is a generalization of
Reliable Broadcast in a flat model. Throughout the paper, we use Reliable Broad-
cast locally in groups as a building block to implement domain-based Reliable
Broadcast. We refer to such an abstraction as local Reliable Broadcast. Local
Reliable Broadcast is defined by the primitives r-broadcast(m) and r-deliver(m).
The properties of local Reliable Broadcast can be obtained from the properties
of domain-based Reliable Broadcast by replacing byz-broadcast(m) and byz-
deliver(m) by r-broadcast(m) and r-deliver(m), respectively, and considering a
system composed of one good group only. Without the consistency property,
local Reliable Broadcast can be implemented with a conventional “flat” algo-
rithm [§]. When the consistency property is needed, such as in our most general
algorithm in Section[(2] the implementation is different from Reliable Broadcast
implementations in the flat model. We discuss such an implementation further
in Section

2.3 Leader-Election Oracles

In some of our algorithms we use oracles that give hints about process crashes—
they do not provide any information about which processes are malicious. Our
oracles are quite similar to the {2 failure detector in [6]. Where 2 is defined for
a “flat” system, our oracles are defined for a distributed system with groups.

We introduce a notion of group oracle—an oracle that gives information
about the processes in a particular group. For example, the group oracle {2,
gives information about the processes in IT,. Thus, our system contains a set of
oracles, {21, (22,...,82,}, one per group. Each process has access to all oracles.
Having an oracle per group, rather than a single “global” oracle, allows us to
distinguish between local information and remote information. A process p? gets
local information from the oracle §2,; (information about other processes in I1,).
In contrast, a process py obtains remote information from an oracle {2,, where
y /=z (information about processes in other groups). We use the notion of
group oracle to model a system where local information is stronger than remote
information.

We use the set G to denote the set of all processes in the system (G =
II, UIl, U...UII,). Moreover, we use the set good to denote the set of good
groups (good C IT).

In the following, we adapt the model in [6] to define a notion of group oracle.
A failure pattern represents a run of the system. A failure pattern F' captures
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which processes in G crash, and when they crash. Formally speaking, a failure
pattern is a map from time to a subset of G. Based on a failure pattern F', we
can define the set of processes that crash in F' as crash(F):

FeF=T-=2° (1)
crash(F) = UeT F(t) (2)
correct, (F) = I, \ crash(F), if II, € good (3)

where F is the set of all failure patterns, and F' is an element of this set. For a
good group II,, the set correct, (F') is the set of correct processes in IT,.

A group-oracle history H, is a map from process-time pairs to a process in
H_TE A pair (q,t) maps to the process p? if the process ¢ at time ¢ believes that
p? has not crashed. We also say that g trusts p7 at time ¢. Intuitively, a failure
pattern is what actually happens in a run, and a group-oracle history represents
the output from a group oracle. We can now define a group oracle {2, as a map
from a failure pattern to a set of group-oracle histories:

He € Ho = (G X T) = I, (4)
2 €Dy =F — 2% (5)

The set H, is the set of all group-oracle histories relative to a group II,, and
the history H, is an element in this set. Furthermore, the set D, is the set of all
oracles for IT,, and {2, is an element in this set (in other words, {2, is an oracle).

We can use the above definitions to establish constraints on the information
that an oracle {2, gives a process p. First of all, if I, is a bad group, there are no
constraints—{2, may return arbitrary information. If I, is a good group, there
are two sets of constraints: a set of constraints for local information (p € II,)
and remote information (p /&l,):

— Local Trust: For any good group II,, eventually all correct processes in I7,
trust the same correct process in II,. Formally:
II, € good = (VF,VH, € 2,(F),3t €T,
Jq € correct, (F),Vp € correct,(F),Vt' >t : Hy(p,t') =q) (6)

— Remote Trust: For any good group II,, eventually, all correct processes in
all good groups trust a correct process in II,. Formally:

II, € good = (VF,VH, € 2,(F),3t €T,
VI, € good, Vp € correct, (F),Vt' >t : Hy(p,t") € correct,(F)) (7)

! The concept of a group-oracle history is similar to the notion of failure-detector
history in [6]. Where a failure-detector history is global, a group-oracle history is
local to a particular group. Furthermore, where a failure-detector history maps to
a set of processes (the processes that have failed at a given time), a group-oracle
history maps to a single process (a process that is believed not to have crashed).
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— Stability: For any good group II,, eventually, any correct process in a good
group trusts the same process in I, forever. Formally:

Il € good = (VF,VH, € 2,(F),3t €T,
V II,, € good, Vp € correct, (F),3q € correct,(F),Vt' > t: Hy(p,t') =q) (8)

The Local Trust property defines the information that processes in I, can
obtain about processes in I, (i.e., local information). As seen by processes in
II,, a group oracle (2, is similar to the 2 oracle in [6]. We use (2, for leader
election within IT,. We elect a leader to decrease the number of inter-group
messages that originate from I7,: only a leader is allowed to send inter-group
messages.

Processes in groups other than 11, use the Remote Trust and Stability prop-
erties of {2, to select processes in IT, that can serve as destinations for inter-
group messages. With Remote Trust and Stability , different processes in remote
groups may forever select different destinations in I7,. An alternative way to de-
fine group oracles would be to have a single level of trust, and elect a global
leader for each group to handle all inter-group communication. However, insist-
ing that only a single process in II, serves as destination does not decrease the
number of messages sent to I1,, it only increases the load on this single process.

3 Abstractions for Solving Reliable Broadcast

It is possible to implement domain-based Reliable Broadcast in a purely asyn-
chronous system. However, one can come up with more efficient algorithms in a
model with oracles. We want to provide insights about both types of algorithms:
algorithms that assume a purely asynchronous model and algorithms that use
the oracles introduced in Section 23] It turns out that both types of algorithms
share a common principle: for each broadcast message, at least one correct pro-
cess in the sending group communicates the message to a correct process in the
receiving group. The choice of underlying model does not change this princi-
ple, only how it is achieved. Rather than describe a number of algorithms that
are identical except for their dealing with the underlying model, we encapsulate
model-related concerns in well-defined abstractions. The use of these abstrac-
tions allows us to simplify the description of our algorithms and to modularize
the proof of their correctness.

Our abstractions are specified relative to a given group. Rather than explicitly
pass a group as parameter to every invocation, we supply the group as a subscript
of the abstraction. For example, the abstraction senders, () means “the senders
abstraction relative to a group II,.”

The senders, () abstraction. This abstraction is used within a group I, to se-
lect the processes in II, that send messages to processes in other groups. The
senders, () abstraction returns a set of processes in II,. If p? in IT, invokes
senders, () and the returned set includes pj, we say that pi selects pj. The
senders, () abstraction has the following properties:



Ruminations on Domain-Based Reliable Broadcast 155

— Termination: The senders,() abstraction is non-blocking.

— Validity: Eventually, senders,() selects a correct process in IT,.

— Agreement: Eventually, any invocation of senders,() selects the same pro-
cesses.

Notice that the senders, () abstraction is only available to processes in the group
IT,.. Notice also that the set of processes returned by senders, () may change over
time.

The destinations, () abstraction. Processes in group II, can use the
destinations, () abstraction to select the recipients in IT, of inter-group messages.
That is, processes in [T, use destinations;() to determine which processes in IT,
to send messages to. If a process in IT,,, p!, invokes destinations,(), and if the
returned set includes a process pf, we say that p! selects p§. The destinations, ()
abstraction has the following properties:

— Termination: The destinations, () abstraction is non-blocking.

— Validity: Eventually, destinations, () selects a correct process in I1,.

— Agreement: For any process p, eventually any invocation of destinations,()
by p selects the same processes.

Notice that destinations, () is a global abstraction—any process in any group can
invoke this abstraction under the above guarantees. Although the properties of
destinations, () and senders, () are quite similar, the Agreement properties are
different. For senders,(), the Agreement property ensures that all processes in
I, eventually select the same set of senders. For destinations,(), the Agreement
property only ensures that any individual process “stabilizes” on the same set of
destinations, different processes may stabilize on different sets of destinations.
The weaker Agreement property for destinations, () implies that processes within
II. can share the load: the abstractions do not insist that only a single process
receives all messages in IT.

Implementing the senders,() and destinations,() abstractions. In an asyn-
chronous model, we can implement the abstractions by returning a subset of
I, that contains at least f, + 1 processes (such a set will contain at least one
correct process). In a model with oracles, we can implement the abstractions
by simply returning the single process output from the oracle. We show these
implementations in Table [Il

Table 1. Implementation of the abstractions with or without oracles

asynchronous oracle-based
implementation implementation
senders; (), destinations, ()| return {pj|j < fo +1}| return (2,

In the asynchronous implementation, we return the same set of processes in
both abstractions. However, there is no requirement to do so: the implementa-
tion of senders, () could return one subset of size f, + 1 and the implementation
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of destinations, () could return another. Moreover, although the oracle-based im-
plementation of senders, () is identical to the implementation of destinations, (),
the abstractions still provide different agreement properties: senders, () is only
called by processes in I, and the oracle gives stronger guarantees to processes
within I7,.

The send,.() and receive, () abstractions. The send,() and receive, () abstractions
capture reliable communication between groups. The send,.() abstraction takes
a message as argument, and the receive, () abstraction returns a message. The
two abstractions have the following properties:

— Termination: The send,() abstraction is non-blocking.

— Validity: If a correct process in IT, invokes send,() with a message m then
eventually a correct process in IT,, that invokes receive, () receives m.

— Integrity: If receive,() returns a message m to an honest process p, and if
sender(m) is honest, then sender(m) called send, () with m.

Unlike a traditional message-sending operation, send, () takes a group, not a
process, as the message destination—we use a subscript to designate the group.
The send, () abstraction encapsulates the concern of sending to a correct process.
This is in contrast to destinations,(), which simply ensures that some correct
process is selected.

Algorithm 1 send,() and receive, () based on destination selection

1: procedure send,(m)

2:  dest + destinations; ()

3:  send [GS,m] to all processes in dest
4:  fork task watch(m,dest,x)

5: task watch(m,dest,x)

6: while TRUE

7 if dest # destinations, () then

8: dest < destinations; ()

9 send [GS,m] to all processes in dest

10: when receive([GS,m])
11:  receivey(m)

We can implement send,, () with regular point-to-point communication primi-
tives and the destinations, () abstraction previously introduced (see Algorithm [IJ).
From the agreement property of the destinations,,() abstraction, processes execut-
ing Algorithm [I] eventually stop sending messages, but since they cannot know
when this will happen, the main loop in the watch() task never terminates.
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4 A Special Case: Two Good Groups
4.1 The Algorithm

We examine how to implement domain-based Reliable Broadcast. For simplicity,
we restrict our scope to systems with only two good groups—our algorithm
tolerates crash failures only. We introduce algorithms that work for any number
of groups and tolerate malicious processes in Section bl Throughout this section,
we consider two good groups, II, and II,, and assume that messages originate
in IT,.

We are interested in algorithms that are judicious about the number of inter-
group messages used to deliver a broadcast message in both groups. We present
a generic algorithm that relies on the abstractions in Section[3. By instantiating
the abstractions in different ways (with or without using oracles), we achieve
solutions for different models.

Algorithm Plhas four when clauses, but only one executes at a time. Whenever
one of the when conditions evaluates true, the clause is executed until the end. If
more than one condition evaluates true at the same time, one clause is arbitrarily
chosen.

Algorithm 2 Reliable broadcast for two good groups
1: Initially:

2: rcvMsgs + ()

3 fwdMsgs + 0

4: procedure byz-broadcast(m)
5:  r-broadcast({m})

6: when r-deliver(mset)
for all m € mset \ rcvM sgs do byz-deliver(m)
8  rcvMsgs < rcvMsgs U mset

=

9: when p; € senders,() and rcvMsgs \ fwdMsgs # ()
10:  for all m € rcvMsgs \ fwdMsgs do send, ([FW,m])
11:  fwdMsgs < rcvMsgs

12: when receive, ([FW,m])
13:  send [LC,m] to all processes in I,

14: when receive [LC,m] for the first time
15:  byz-deliver(m)

4.2 Algorithm Assessment

Because Algorithm 2l only relies on the specification of our abstractions, and not
on their implementation, it is possible to mix and match abstractions with differ-
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ent implementations. For example, it is possible to combine an oracle-based im-
plementation of senders() with an asynchronous implementation of destinations().
Such a combination would exploit synchrony assumptions within groups but not
across groups.

The various combinations of abstraction implementations give rise to different
costs in inter-group messages for the resulting Reliable Broadcast algorithm. If
we use the asynchronous implementation of both abstractions in Algorithm [2]
we achieve a performance of (f; +1)(f,+1) inter-group messages per broadcast.

If we combine the asynchronous implementation of destinations,() with an
oracle-based implementation of senders;(), we obtain a domain-based Reliable
Broadcast algorithm with a best-case message cost of f, +1. The algorithm may
have a higher message cost for arbitrary periods of time, but the properties of
(2, ensure that eventually only a single process in II, will be selected. Thus,
eventually only a single process will send inter-group messages. Moreover, with
the asynchronous implementation of destinations, (), the number of destinations
is constant (i.e., f, + 1), and so is the number of messages sent by each selected
sender.

If instead we combine the asynchronous implementation of senders, () with
an oracle-based implementation of destinations,(), we obtain a domain-based
Reliable Broadcast algorithm with best-case message cost of f, + 1. With an
asynchronous implementation of senders, (), there will always be f, + 1 senders.
Due to the stability property of the oracle {2, each of the f, + 1 senders will
eventually trust a correct process in II, forever. Thus, at any of the f; +1
senders there is a time t after which destinations,() returns the same process
forever. This means that after ¢, the watch task in Algorithm [T does not send
any messages. Thus, after ¢, each broadcast message results in each of the f, +1
senders sending exactly one inter-group message. Notice that the senders do not
necessarily send to the same process in I7,.

Finally, if we combine the oracle-based implementation of senders, () with the
oracle-based implementation of destinations, (), the resulting Reliable Broadcast
algorithm will have best case of 1 inter-group message per broadcast. As we
discussed above, there is a time after which the oracle {2, results in the selection
of the single sender in II,. Furthermore, there is a time after which the {2,
oracle returns the same destination forever to each sender. In combination, the
two oracles ensure that, eventually, each broadcast message results in only a
single process in II, sending a single message to a single process in II,,.

4.3 Some Lower Bounds

It is easy to see that when both senders, () and destinations, () use oracle-based
implementations, our resulting algorithm has an optimal best-case cost in terms
of inter-group messages: no algorithm can solve Reliable Broadcast without ex-
changing at least one message between groups.

We informally argue now that if either senders;() or destinations,() has an
oracle-based implementation, our resulting algorithms also have optimal best-
case costs. The argument is similar for both situations, and so, assume that
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senders;() has an implementation that uses oracles. What we want to show is
that the inter-group message cost of our algorithm, namely f, + 1, is a lower
bound for algorithms where the sending group does not have information about
failures in the receiving group. In the best case, a correct process p; in I, is
selected to send messages to processes in I1,,. Assume for a contradiction that p;
sends only f, messages. Consider a run where each process in I, that receives
a message fails right after receiving the message; the remaining processes in II,
will then never receive the message, and therefore, cannot deliver it.

In a purely asynchronous system (i.e., neither the implementation of
senders;() nor the implementation of destinations, () use oracles), our algorithm
has inter-group message cost of (f; + 1)(f, + 1), which is not optimal. Consider,
for example, the special case when both n, and n, are greater than f, + f,. In
this case, the following algorithm solves domain-based Reliable Broadcast: the
first f,+ f,+1 processes in II, send one message to the first f,+ f, 41 processes
in IT,. The resulting message cost is f, + f, + 1. Moreover, from Proposition [
it turns out that this algorithm is optimal.

Proposition 1. Let A be a reliable broadcast algorithm in which processes do
not query any oracle. For every run of A in which a correct process in I, byz-
broadcasts some message, at least f, + f, + 1 messages are sent from Il to
1I,.

PrOOF: The proof is by contradiction. Assume that processes in I, send only
fz + fy messages to II,. Let R be a failure-free run in which p; in II, byz-
broadcasts message m and S the set of processes that send messages to II, in
R.

We claim that there exists a run R’ in which p; also byz-broadcasts m, each
process in S, C S crashes, and no process sends more messages in R’ than it
sends in RR. Let p; be a process in S, that crashes at time ¢; and p, some process
that sends one more message in R’ at time ¢ > ¢;. Then, we can construct a run
R;- such that from time ¢; until time ¢, p; is very slow and does not execute any
steps, and so, does not send any message—this can be done since processes can
be arbitrarily delayed. Process p, cannot distinguish between R; and R}, and
will also send a message to II, in R;-. After t, p; is back to normal and sends a
message to II,. Thus, f; + f, + 1 messages are sent to II,, a contradiction.

We now show that |S| > f,. Assume |S| < f,. Then, we can construct a run
in which S, = S, every p; in S, crashes and from our claim above, no other
process in IT, \ S sends a message to processes in IT,. Thus, correct processes in
I, deliver m, and processes in II, never receive m, and so, cannot deliver it.

Without loss of generality assume that each process in S, sends only one
message to II,. Thus, processes in S\ S, can send up to f, + fy — |Sz| = fy
messages to processes in I1,. Let set Sy, denote such processes in II,,. Since any f,
processes may crash in IT,,, assume that processes in S, crash in R'. Therefore,
in R’ correct processes in II, deliver m, but correct processes in II,, do not, a
contradiction. m|
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Even when n, or n, are smaller than f, + f, + 1, our algorithm, which
exchanges (f, + 1)(fy + 1) messages is not optimal. Consider the following case
in which n, = ny, = 4 and f, = f, = 2. With our algorithm, processes in
IT, will send 9 messages to processes in II,,. While this is certainly enough to
guarantee correctness, it is possible to do better: instead of sending to three
distinct processes in II,, each process pf sends a message to processes p! and
pz(’z. mod 4)+1° With such an algorithm, only 8 messages are exchanged!

5 The General Case

5.1 A Reliable Broadcast Algorithm without Consistency

Algorithm Blimplements Reliable Broadcast (without the consistency property)
for any number of groups and tolerates any number of failures, that is, there is
no limit on the number of bad groups and on the number of correct processes in
good groups.

Algorithm 3 Reliable broadcast algorithm without the consistency property
1: Initially:

2: rcvMsgs + ()

3: fwdMsgs <+ 0

4: procedure byz-broadcast(m)
5. r-broadcast({m})

6: when r-deliver(mset)
for all m € mset \ rcvM sgs do byz-deliver(m)
8:  rcvMsgs < rcvMsgs U mset

=

9: when p; € senders,() and rcvMsgs \ fwdMsgs # ()
10:  for all IT, € IT do send,([FW,rcvMsgs \ fwdMsgs])
11:  fwdMsgs < rcvMsgs

12: when receive, ([FW, mset])
13:  r-broadcast(mset)

Algorithm [ builds on Algorithm 2l It works as follows. In order for some
process in a good group to byz-deliver a message, it has to r-deliver it (i.e.,
using local Reliable Broadcast). This guarantees that all correct processes in the
group will r-deliver the message. Using a mechanism similar to the one used
in Algorithm 2] the message will eventually reach some correct process in each
good group, which will r-broadcast the message locally, and also propagate it
to other groups. In principle, the inter-group communication of Algorithm [3 is
similar to the flooding-based Reliable Broadcast algorithm presented in [g] for a
“flat” process model.
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5.2 A Reliable Broadcast Algorithm with Consistency

We now extend Algorithm Blto also enforce the consistency property. Algorithm
resembles Algorithm Bl The main differences are the first when clause, the fact
that all messages are signed to guarantee authenticity, and the fact that the local
Reliable Broadcast requires the consistency property.

Algorithm 4 Reliable broadcast algorithm with the consistency property

1: Initially:

2: rcvMsgs + ()

3 fwdMsgs + 0
4:  dlvMsgs <

5: procedure byz-broadcast(m)

6:  r-broadcast({m} : k;)

7: when r-deliver(mset : k;)

8  rcvMsgs < rcvMsgs U mset

9: for each m € rcvMsgs \ dlvM sgs do

10: if [for [(2n + 1)/3] groups II,,3p; € II, : r-delivered (mset’ : k;) and m €
mset'] then

11: byz-deliver(m)

12: dlvM sgs < dlvMsgs U {m}

13: when p; € senders,() and rcvMsgs \ fwdMsgs # ()
14:  for each II, € IT do send,([FW, (rcvMsgs \ fwdMsgs) : k;])
15:  fwdMsgs < rcvMsgs

16: when receive, ([FW, mset : k;])
17:  r-broadcast(mset : k;)

Local Reliable Broadcast with the consistency property can be implemented
with an algorithm similar, in principle, to Algorithm @ To r-broadcast some
message m, p; in IT,, signs m and sends it to all processes in IT,, (we use mset : k;
to denote that the message set mset is signed by p;). When a process p; receives
m for the first time, it also signs m and sends it to all processes in I1,.. If a process
receives m from [(2n + 1)/3] processes, it r-delivers m. (A detailed description
of this algorithm as well as all proofs of correctness can be found in [9].)
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Stateless Termination Detection
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Abstract. The switches and routers of large scale networks cannot man-
age a state per user session. The burden of memory management would
overwhelm the network. Therefore, it is important to find distributed
network algorithms which hold a state only at the initiating node. Ter-
mination detection algorithms are particularly interesting, since they can
be used in the implementation of other stateless algorithms.

The importance of stateless termination detection is apparent in mulit-
cast trees. Multicast trees are commonly used to multicast messages
across the network. In many cases the mulitcast message represents a
request sent from the root node that must be answered by all the leaves
of the tree. In most networks the leaves could send their answer directly
to the root. Unfortunately, the root would have no way of knowing when
all the leaves answered the request. Broadcast-echo algorithms are often
used in this case, but these algorithms require a state in the internal
nodes of the mulitcast tree. Nack oriented protocols are also common,
particularly in reliable multicast implementations. These algorithms are
optimized for continues downstream information from the source to the
destinations rather than for transactional request-reply operations.

We present a simple algorithm for termination detection in trees and
DAGs which does not require managing a state in the nodes of the graph.
The algorithm works even if the graph changes during the execution. For
a tree with n nodes, the number of bits added to each message is O(log n).
We also discuss how this algorithm may be used in general graphs.

1 Introduction

Network cores are usually comprised of many switching nodes that are connected
to each other by point to point communication links. Users may be connected to
some of the switches, and the switching fabric enables communication between
any two users by forwarding messages between the switches.

When a user needs to send the same information to many other users, mul-
ticast trees are commonly used. A tree is defined over the network where the
originating sender is the root and the destinations are the leaves. When the root
sends packets they follow the edges of the tree, and duplicate only at the branch-
ing points. This way the same packet is never sent twice over the same link. This
scheme is used in IP multicast and in ATM point to multipoint connections.

Using mulitcast trees is much more efficient than sending a different message
to each of the destinations. However, there is no simple way for the root to know
how many nodes received its multicast. This is important if the root must wait

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 163172, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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for an answer from all the destinations (a distributed query). One solution is to
use an echo-broadcast algorithm, where the leaves of the tree send their answer
to their parents and each internal node in the tree waits for all the answers from
all its children before propagating the result to its parent. While such solutions
may be efficient in theory, they are impractical in data communication networks
for several reasons:

1. Network cores can not hold a state per user session. The memory manage-
ment would overwhelm the network switches.

2. The aggregation of the information may be specific to the executing algo-
rithm. It is unlikely that in the near future network cores will support user
logic (but see [1]).

3. Backtracking the multicast tree may not be the most efficient way to return
data to the root. The structure of the multicast tree may be affected by
parameters such as quality of service, or which nodes support multicast. It
may be more efficient for the leaves to send a point to point reply directly
to the root.

Reliable multicast protocols usually implement some sort of termination de-
tection to verify that all the packets reached their destinations and theoretically
could be used for distributed queries. However, these protocols were created to
support a large and continuing flow of information from the source to the destina-
tions, where upstream acknowledgments are a major overhead. The information
flow in distributed queries is very different since the result of the query must be
returned to the source. As acks can be piggybacked on actual information that
is flowing upstream, ack implosion is not a problem.

For this paper we model modern data communication networks using a vari-
ant of the standard asynchronous message passing model. First, we assume that
all nodes can communicate with all other nodes and that the cost of transferring
the same message between any two nodes is the same. This property captures
the concept of an underlying unsaturated communication infrastructure, where
the cost of sending a message through several hops is almost the same as through
one hop. Next, we assume that only the initiating node of any algorithm exe-
cution can manage a state dedicated for that execution. This property protects
the network infrastructure from the affects of any specific execution.

For simplicity we assume that messages are not lost and that nodes do not
fail. Since only the root manages a state, a simple timeout mechanism can be
used in practice.

Algorithms that do not hold a state in the nodes sometimes move the state
to the message. For example, a trivial solution for detecting termination in a
multicast tree would be to have each message keep a history of the nodes it visited
and the number of children each node had. The leaves return the messages to the
root, which can then reconstruct the entire tree. Such solutions are inefficient
in the size of the messages and in the amount of memory used in the root. In
this paper we suggest an algorithm for termination detection in trees and DAGs
which uses O(logn) bits in each message (n = number of nodes in the tree)
and O(n) bits in the root. The algorithm is based on a new counter that is
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carried by the messages, much like a hop count. The new counter, which we call
the bifurcation count (b-count), gives an estimate on the amount of duplications
created by a single branch of the multicast tree.

Definition 1. Let T = (V, E) be a tree. For any node v, denote by v. the number
of children of v and by A(v) the set of ancestors of v (i.e., the set of nodes on
the path from the root to v). The bifurcation count (b-count) of node v, vy, is
defined to be the logarithm of the multiplication of the number of children of all
the ancestors of v with respect to base two. Formally:

{0 Aw) =0
”b—{log<nueA<v> w)  A@) /4 (1)

One of the simplest uses of b-count is to limit the amount of messages created
by mulitcast using a TTL. However, it can also be used more sophisticatedly.
In our algorithms the b-count of messages that reach the leaves is sent back to
the root and the root uses this information to estimate the expected number of
acknowledge messages.

This work was done as part of the development of a large scale distributed
object oriented network management system (Sheer MetroCentral™). In this
system, hundreds of thousands of autonomous objects communicate by sending
asynchronous messages to each other. Many queries in the system are imple-
mented by accessing one object, which delegates the request to one or more
other objects, and so on. Thus, multiple concurrent sessions of multicast re-
quests naturally occur. The algorithm presented in this paper was designed to
replace a standard broadcast-echo implementation. In OO programming it is
common to delegate from one object to just one other object without branching.
Thus, in many cases there are a lot of internal nodes in the multicast tree and
only a few leaves, which makes backtracking extremely inefficient.

Related Work: Computation trees have long been used to detect termination,
either for diffusing algorithms [2] or for decentralized computations [3]. These
algorithms are usually used for detecting termination in multicast trees, but re-
quire bidirectional links and more importantly, a state in the internal nodes of the
multicast tree. Wave based solutions [4], both synchronous and asynchronous [5]
6] are sometimes used instead of computational trees, to optimize the average
message complexity, yet they too manage a state in each node.

A considerable amount of research was done in reliable multicast algorithms,
which use termination detection to ensure the delivery of packets ([7I§]). These
algorithms are typically optimized for transferring streams of information from
the root of the tree to the destinations, rather than for supporting request-reply
sessions.

In Sect. Blwe present an algorithm for termination detection in binary multi-
cast trees. In Sect.[3 we make a small adjustment to make it practical for general
trees and directed acyclic graphs (DAGs).
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Fig. 1. Sum of weights of the leaves of a trivalent tree.

2 Binary Trees

Algorithm [I] presents the termination detection code in the root and the inter-
nal nodes of a binary multicast tree. The Algorithm is based on a well known
property of trivalent trees which is described in Theorem [ The theorem states
that if branches are not missing from a binary tree (i.e., it is a trivalent tree)
then a weight can be distributed between the leaves of the tree, according to
their depth, such that the total weight is always 1 (See Figure[l).

Definition 2. A trivalent tree (also known as a 3-cayley tree or a boron tree [9])
s a binary tree where the number of children of every node is either 2 or 0.

For trivalent trees, the bifurcation count of node v is simply the depth of v.

Let T'= (V, E) be a weighted binary tree. Denote by w(v) the weight of node
vand by S(T) = 3 .y w(v) the sum of the weights of all the nodes. Denote by
d(v) the depth of node v.

Theorem 1. Let T be a weighted trivalent tree where the weight of any interior
node 1is 0 and the weight of any leaf node v is Qd% Then S(T) =

Proof. We prove the theorem by induction on the height, H(T"), of tree T' with
root 7.

H(T) = 1: Since r has no children it is a leaf with weight 55 = 1. Thus S(T) =
w(r) = 1.

H(T) =k + 1: Denote by T; the subtree rooted at the left child of r, by T
the subtree rooted at the right child of r» and notice that both 77 and T3
must exist since T is trivalent. Adding 1 to the depth of all the leaves in
Ty (Ty) halves S(T1) (S(Tz)). It follows that S(T) = S(Tl) + S(T2 . Since
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IO

Multicast Tree Bifurcation Tree

Fig. 2. A binary tree and its trivalent bifurcation tree.

T is trivalent both T; and 75 are trivalent so by the induction hypothesis
S(T) =3 + 3 =1 and the theorem holds.
O

Corollary [ states that partial sums of S(T') are always smaller than 1. This
follows from the fact that all the weights of the leaves of T' are positive.

Definition 3. Tree T’ is a partially spanning subtree of tree T if T' is a subtree
of T, the root of T' is the root of T and the leaves of T are also leaves in T.

Corollary 1. If T is trivalent and T’ is a partially spanning tree of T then
S(IT"Y<1and S(T")=1only if T' =T.

Using Corollary [ it is possible to implement termination detection at the
root of a multicast tree. Every message would count the number of times it was
duplicated on its way to the leaf and this value would be returned to the root
as the depth of the leaf. The root would add up the weights of the leaves and
the algorithm would terminate when the total sum reaches 1. While multicast
trees are not necessarily trivalent, the tree created by ignoring non-duplicating
nodes is trivalent, and this tree has the same number of leaves as the original
multicast tree. We call such trees bifurcation trees (See Fig. ).

Definition 4. The bifurcation tree of a multicast tree T is the tree induced by
the bifurcation of messages as they traverse T'.
Corollary 2. Bifurcation trees are trivalent trees.

The code for the root node and the other nodes of a multicast tree is shown
in Alg. 0. Every node in the tree keeps a list of children, C, where ||C|| < 2 and
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Algorithm 1 Stateless termination detection in binary trees.

[root node r]

C : const list of children; // |C]|=0..2.
bmaz  : integer ; // Maximal bifurcation encountered.
n : integer init 0; // Numerator.

Initialization:

1: if ||C'|=0 then exit; // Tree is a single node.
© bma=log||C][;
3: for every z in C do send (msg,r,bmaez) to ;

Upon arrival of a (ack,b) message from node wu:
4: if b <= bymag then n := n + 2(bmar=0).

else
5: n = 2(67bma) gy 1,
6: bmaz == b;
T if n = 2%mer then exit; // Algorithm terminated!

[other nodes]
C : const list of children; // 11C||=0..2.

Upon arrival of a (msg,r,b) message:

8: if ||C]|=0 then send (ack,b) to root r. // Leaf.
9: for every z in C do send (msg,r,b + log||C||) to z; // Bifurcate if necessary.
[|C]| = 0 if the node is a leaf. Since handling fractions can be inefficient and

inaccurate, the root node keeps track of the sum of weights, S(T"), by holding
the numerator, n, and the denominator, 2bme=  separately (the denominator is
named b,, 4, because the least common multiple for the received denominators is
always equal to 2(maximal received depth)) When the algorithm starts (Lines IH3)
the root checks that it is not the only node in the tree, initializes b,,q, to 0 or 1
according to the log of the number of its children and finally sends the multicast
message to all its children. In general, the root waits until S(T") equals 1 (Line[7).
As messages traverse the tree they are processed by the internal nodes (Lines 8
0). Whenever a message is duplicated by a node, the bifurcation counter, b, in
both duplicates is increased by one (Line @). When the message reaches a leaf, it
is redirected to the root (Line[§) and if the message’s b-count, b, is equal to the
current b, then the root simply increases n by 1 (Line ). In general, however,
there are two possible cases (Lines [4H7):

1. If an acknowledge message arrives from leaf u with b-count b < b,,4,, then
the weight of leaf u, w(u) = 2%7 must be adjusted to the current least common
multiple of the denominators, 2me= before adding it to the total sum. Thus,
the nominator of w(u) (which is equal to 1) is multiplied by 2(maz=b) before

being added to n (Line H).
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2. If an acknowledge message arrives from leaf u with b-count b > b4, then the
least common multiple of the denominators is 2° and the total sum must be
adjusted to it before w(u) added. The nominator of the sum, n, is multiplied
by 2(b=bmez) and only then the nominator of w(u) (which is equal to 1) is
added to it (Line (). Finally, b, is updated to represent the new least
common multiple (Line [).

To prove the correctness of Alg. [, we show that during any point in the
execution of the algorithm, smr— is equal to S(T"), where T" is the partially
spanning subtree of the bifurcation tree that was fully traversed by messages
and that the acks of its leaves returned to the root (Theorem [2).

Let E be an execution of Alg.[dl and let &« = my, mo, ... be the sequence of
messages that return to the root. Let 3 be some prefix of a. Denote by T3 the
partially spanning subtree of the bifurcation tree created by taking all the leaves
that sent messages in 0 along with all their ancestors up to the root.

By the model, messages are not lost and nodes do not fail. Since every internal
node forwards the multicast message to each of its sons (Lines Bl []) every leaf
in the tree must eventually return an ack.

Corollary 3. Tree T, is equal to the entire bifurcation tree.

Theorem 2. For every execution E and for every prefix 0 in E, o— = S(13).

’ 2bmax

Proof. Assume that the theorem is correct for some prefix By = m1, ms, ..., M.
We show that the theorem holds for k11 = Bk, Mpy1-

Assume that message my41 came from leaf u with bifurcation counter, b (i.e.,
w(u) = 55). By the induction hypothesis, 72— = S(Tj,). Since Ts,,, D Tp,
and since only leaf nodes have weights it follows that S(Tj,,,) = S(1p,)+w(u) =
Sooer 75

If b < byyqe then the least common multiple of the two denominators is 20mes .
Thus by, does not change, n is set to n + 2(bmaz—0) (Line @) and the theorem
holds. If b > by,q, then the least common multiple of the two denominators is
2. Thus 7 is set to n * 2(0=0mas) 11 (Line [), byae is set to b (Line @) and the
theorem holds. 0

3 General Trees and DAGs

It is possible to use Alg. [l as is to detect termination in multicast trees with
nodes of any degree. However, if the number of children of some of the nodes
is not a power of 2 then roundoff errors may accumulate when the bifurcation
count is calculated.

We suggest constructing the bifurcation tree of a general multicast tree as a
binary tree. Each node u in the multicast tree is represented in the bifurcation
tree as a binary trivalent subtree, where the leaves of the subtree are the children
of u (see Fig.[)). It can be shown that the number of leaves in the total bifurcation
tree is equal to the number of leaves in the multicast tree.
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Fig. 3. A general tree and its trivalent bifurcation tree.
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Fig. 4. A trivalent tree with ||C|| leaves (I = |log]|C]|]).

There are many ways to exchange an internal node, u, having ||C|| > 0 chil-
dren with a trivalent tree of ||C]| leaves. One such way is to construct an almost-
balanced tree, where the depth of the leaves is either |log || C||] or [log||C||] + 1.
The number of leaves at each depth can be calculated, and is presented in Fig. @l
Since the abstraction of the bifurcation tree is created in the internal nodes,
changes in the code are not necessary in the root (Alg. 2J).

Although the algorithm was presented for trees, it works as is for DAGs. The
bifurcation tree would include all the possible paths in the DAG, from the root
to the leaves.
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Algorithm 2 Updating the bifurcation count in general trees.

[other nodes]
c : const init array of children of size ||C||;
l : integer init 0;

Upon arrival of a (msg,r,b) message:
1: if ||C|| = 0 then send (msg,b) to root ; // Leaf.
2 L= [log]|C][);
3 for := 1 to ||C]| do
4 if (4 <21 —||C||) then send (msg,r,b + 1) to C|[i];
5 else send (msg,r,b + 1+ 1) to C[i];
od;

4 Future Work

Graphs that contain loops present a difficult problem for stateless algorithms.
Since there is no state in the nodes, there is no way for a message to detect it
returned to the same node twice. It is possible to solve this problem if we assume
that there is a spanning tree embedded in the graph. Since the same spanning
tree can be concurrently used by many sessions of the stateless algorithms, it
satisfies our model.

Assuming that termination detection is available on general graphs, it is
possible search for practical stateless algorithms for various problems, such as
finding the shortest path between any two nodes or finding the minimal spanning
tree. But since the result of these algorithms may be the entire graph, the best
solution might be to recreate the graph at the root. A more challenging problem
may be to find the length of the shortest path between any two nodes for example.

Acknowledgments. I want to thank Yehuda Afek and Dan Touitou for help-
ful discussions and support. In particular, I want to thank Manor Mendel for
bringing to my attention Theorem [[] and how it simplifies the explanations and
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References

1. David L. Tennenhouse, Jonathan M. Smith, W. David Sincoskie, David J. Wetherall,
and Gary J. Minden. A survey of active network research. IEEE Communications
Magazine, 35(1):80-86, 1997.

2. E. Dijkstra and B. Scholten. Termination detection for diffusing computations.
Information Processing Letters, 11(1):1-4, 1980.

3. Nir Shavit and Nissim Francez. A new approach to detection of locally indicative
stability. In Automata, Languages and Programming, pages 344—-358, 1986.



172 G. Stupp

4. Gerard Tel. Introduction to Distributed Algorithms. Cambridge Uni Press, Cam-
bridge, 1994.

5. E. Dijkstra, W. Feijen, and A Gasteren. Derivation of a termination detection
algorithm for distributed computations. In Inf. Proc. Lett. 16, 5, pages 217-219,
1983.

6. E. Dijkstra. Shmuel safra’s version of termination detection. Technical Report
EWD998, The University of Texas at Austin, 1987.

7. Donald F. Towsley, James F. Kurose, and Sridhar Pingali. A comparison of sender-
initiated and receiver-initiated reliable multicast protocols. IEEE Journal of Selected
Areas in Communications, 15(3):398-406, 1997.

8. Brian Neil Levine and J. J. Garcia-Luna-Aceves. A comparison of reliable multicast
protocols. Multimedia Systems, 6(5):334-348, 1998.

9. Eric W. Weisstein. Binary tree. http://mathworld.wolfram.com/.



RAMBO: A Reconfigurable Atomic Memory Service for
Dynamic Networks*

Nancy Lynch! and Alex A. Shvartsman?-!

! Laboratory for Computer Science, Massachusetts Institute of Technology,
200 Technology Square, NE43-365, Cambridge, MA 02139, USA.
2 Department of Computer Science and Engineering, University of Connecticut,
191 Auditorium Road, Unit 3155, Storrs, CT 06269, USA.

Abstract. This paper presents an algorithm that emulates atomic read/write
shared objects in a dynamic network setting. To ensure availability and fault-
tolerance, the objects are replicated. To ensure atomicity, reads and writes are per-
formed using quorum configurations, each of which consists of a set of members
plus sets of read-quorums and write-quorums. The algorithm is reconfigurable: the
quorum configurations may change during computation, and such changes do not
cause violations of atomicity. Any quorum configuration may be installed at any
time. The algorithm tolerates processor stopping failure and message loss. The al-
gorithm performs three major tasks, all concurrently: reading and writing objects,
introducing new configurations, and “garbage-collecting” obsolete configurations.
The algorithm guarantees atomicity for arbitrary patterns of asynchrony and fail-
ure. The algorithm satisfies a variety of conditional performance properties, based
on timing and failure assumptions. In the "normal case", the latency of read and
write operations is at most 8d, where d is the maximum message delay.

1 Introduction

This paper presents an algorithm that can be used to implement atomic read/write shared
memory in a dynamic network setting, in which participants may join or fail during the
course of computation. Examples of such settings are mobile networks and peer-to-peer
networks. One use of this service might be to provide long-lived data in a dynamic and
volatile setting such as a military operation.

In order to achieve availability in the presence of failures, the objects are replicated.
In order to maintain memory consistency in the presence of small and transient changes,
the algorithm uses configurations, each of which consists of a set of members plus sets of
read-quorums and write-quorums. In order to accommodate larger and more permanent
changes, the algorithm supports reconfiguration, by which the set of members and the
sets of quorums are modified. Such changes do not cause violations of atomicity. Any
quorum configuration may be installed at any time.
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We first provide a formal specification for reconfigurable atomic shared memory as
a global service. We call this service RAMBO, which stands for “Reconfigurable Atomic
Memory for Basic Objects” (“Basic" means “Read/Write”). The rest of the paper presents
our algorithm and its analysis. The algorithm carries out three major activities, all con-
currently: reading and writing objects, introducing new configurations, and removing
(“garbage-collecting”) obsolete configurations. The algorithm is composed of a main
algorithm, which handles reading, writing, and garbage-collection, and a global recon-
figuration service, Recon, which provides the main algorithm with a consistent sequence
of configurations. Reconfiguration is loosely coupled to the main algorithm, in partic-
ular, several configurations may be known to the algorithm at one time, and read and
write operations can use them all.

The main algorithm performs read and write operations using a two-phase strategy.
The first phase gathers information from read-quorums of active configurations and the
second phase propagates information to write-quorums of active configurations. This
communication is carried out using background gossiping, which allows the algorithm to
maintain only a small amount of protocol state information. Each phase is terminated by
a fixed point condition that involves a quorum from each active configuration. Different
read and write operations may execute concurrently: the restricted semantics of reads
and writes permit the effects of this concurrency to be sorted out afterwards.

The main algorithm also includes a facility for garbage-collecting old configurations
when their use is no longer necessary for maintaining consistency. Garbage-collection
also uses a two-phase strategy, where the first phase communicates with an old configura-
tion and the second phase communicates with a new configuration. A garbage-collection
operation ensures that both a read-quorum and a write-quorum of the old configuration
learn about the new configuration, and that the latest value from the old configuration is
conveyed to a write-quorum of the new configuration.

The reconfiguration service is implemented by a distributed algorithm that uses
distributed consensus to agree on the successive configurations. Any member of the
latest configuration ¢ may propose a new configuration at any time; different proposals
are reconciled by an execution of consensus among the members of c. Consensus is, in
turn, implemented using a version of the Paxos algorithm [[I7], as described formally
in [8]. Although such consensus executions may be slow—in fact, in some situations,
they may not even terminate—they do not delay read and write operations.

We show atomicity for arbitrary patterns of asynchrony and failure. We analyze
performance conditionally, based on timing and failure assumptions. For example, as-
suming that gossip and garbage-collection occur periodically, that reconfiguration is
requested infrequently enough for garbage-collection to keep up, and that quorums of
active configurations do not fail, we show that read and write operations complete within
time 8d, where d is the maximum message latency.

Comparison with other approaches. Consensus algorithms can be used directly to
implement an atomic data service by allowing participants to agree on a global total
ordering of all operations [17]. In contrast, we use consensus to agree only on the
sequence of configurations and not on the individual operations. Also, in our algorithm,
the termination of consensus affects the termination of reconfiguration, but not of read
and write operations.
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Group communication services (GCSs) [[1] can also be used to implement an atomic
data service, e.g., by implementing a global totally ordered broadcast service on top of a
view-synchronous GCS [[11] using techniques of [[L6/2]. In most GCS implementations,
forming a new view takes a substantial amount of time, and client-level operations are
delayed during the view-formation period. In our algorithm, reads and writes can make
progress during reconfiguration. Also, in some standard GCS implementations, e.g., [5],
performance is degraded even if only one stopping failure occurs; our algorithm uses
quorums to tolerate small numbers of failures.

A dynamic primary configuration GCS was introduced in [[7] and used to implement
atomic memory, using techniques of [3] within each configuration. That work restricts
the set of possible new configurations to those satisfying certain intersection properties
with respect to the previous configurations, whereas we impose no such restrictions.
Like other solutions based on GCSs, the algorithm of [[7]] delays reads and writes during
reconfiguration.

Single reconfigurer implementations for atomic memory are considered in [T9/10].
In these approaches, the failure of the reconfigurer disables future reconfiguration. Also,
in [1910], garbage-collection of an old configuration is tightly coupled to the introduc-
tion of a new configuration, whereas in our new algorithm, garbage-collection is carried
out in the background, concurrently with other processing.

Other related work. The first general scheme for emulating shared memory in message-
passing systems by using replication and accessing majorities of time-stamped replicas
was given in [21]]. An algorithm for majority-based emulation of atomic read/write mem-
ory was presented in [3]]. This algorithm introduced a two-phase paradigm in which the
first phase gathers information from a majority of participants, and the second phase
propagates information to a majority. A quorum system [13]|—a generalization of ma-
jority sets—is a collection of sets such that any two sets, called quorums, intersect [[12].
Quorum systems have been used to implement data replication protocols, e.g., [416]14].
Consensus algorithms have been used as building blocks in other work, e.g, [15].

Note. This paper is an extended abstract of a full report [20]. The full version includes
specifications of all components, complete proofs, and additional results.

2 Data Types

We assume distinguished elements L and =+, which are not in any of the basic types. For
any type A, we define types A} = AU{L}. and Ay = AU {L,£}. If Ais a poset,
we augment its ordering by assuming that 1 < a < =+ for every a € A.

We assume the following data types and distinguished elements: I, the totally-ordered
set of locations. T, the set of tags, defined as N x I. M, the set of messages. X, the set
of object identifiers, partitioned into subsets X;, ¢ € I; X, is the set of identifiers for
objects that may be created at location ¢. For any x € X, (i), denotes the unique ¢ such
that x € X;. For each z € X, we define V, the set of values that object x may take on,
and (vg), € Vi, the initial value of x.

We also assume: C, the set of configuration ids; we use the trivial partial order
on C, in which all elements are incomparable. For each x € X, (¢p), € C, the
initial configuration id for z. For each ¢ € C: members(c), a finite subset of I,
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read-quorums(c) and write-quorums(c), two sets of finite subsets of members(c).
We assume: (1) members((co)z) = {(i0)x}, that is, the initial configuration for = has
one member, the creator of x. (2) For every ¢, every R € read-quorums(c), and every
W € write-quorums(c), ROW /4.

We define functions and sets for configurations: update, a binary function on C'y,
defined by update(c,¢’) = max(c,c') if ¢ and ¢’ are comparable, update(c,c’) = ¢
otherwise. extend, a binary function on C'1, defined by exztend(c,c’) = ¢/ if ¢ = L and
¢ € C, and extend(c,c’) = c otherwise. CMap, the set of configuration maps, defined
as N — (1. We extend the update and extend operators elementwise to binary opera-
tions on CMap. truncate, a unary function on CMap, defined by truncate(cm)(k) = L
if there exists £ < k such that cm(¢) = L, truncate(cm)(k) = em(k) otherwise. Trun-
cation removes all the configuration ids that follow a L. Truncated, the subset of CMap
such that em € Truncated if and only if truncate(cm) = em. Usable, the subset of
CMayp such that cm € Usable iff the pattern occurring in c¢m consists of a prefix of
finitely many =s, followed by an element of C, followed by an infinite sequence of
elements of C'; in which all but finitely many elements are L.

3 Reconfigurable Atomic Memory Service Specification

Our specification for the RAMBO service consists of an external signature plus a set of
traces that embody RAMBO’s safety properties. No liveness properties are included; we
replace these with conditional latency bounds, which appear in Section [8] The external
signature appears in Figure[Il. We use I/O automata notation for all our specifications.

Input: Output:
join(rambo, J)z i, J afinite subsetof I — {i}, z € X, join-ack(rambo), ;. € X,i € I
i € I,suchthatifi = (ig)y then J = 0 read-ack(v)z,i,v € Vy,z € X, 0 €1
read, ;, © € X,i € 1 write-acky i, € X,4 € 1
write(v)z,i, v € Vo,z € X, 1 €T recon-ack(b).,i, b € {ok,nok},xz € X,i €I

recon(c, ¢')z,i, ¢, ¢’ € C,i € members(c),z € X,i € I  report(c)s,;,c € C,c € X,i €1
fail;, 1€ I

Fig. 1. RamBo(z): External signature

The client at location ¢ requests to join the system for a particular object = by
performing a join(rambo, J), ; input action. The set .J represents the client’s guess at
a set of processes that have already joined the system for z. If ¢ = (ig),, the set J
is empty, because (ig).. is supposed to be the first process to join the system for x. If
the join attempt is successful, the RaMBO service responds with a join-ack(rambo), ;
output action. The client at 7 initiates a read (resp., write) operation using a read; (resp.,
write;) input action, which the RAMBO service acknowledges with a read-ack; (resp.,
write-ack;) output. The client initiates a reconfiguration using a recon; input, which is
acknowledged with a recon-ack; output. RAMBO reports a new configuration to the client
using a report, output. Finally, a stopping failure at location ¢ is modelled using a fail;
input action. We model process “leaves” as failures.
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The set of traces describing RAMBO’s safety properties consists of those that satisfy
an implication of the form “environment assumptions imply service guarantees”. The
environment assumptions are simple “well-formedness” conditions:

Well-formedness: (1) For every x and i: (a) No join(rambo, %), ;, read ;, write(x) ;,
or recon(x, %), ; event is preceded by a fail; event. (b) At most one join(rambo, %), ;
event occurs. (¢) Any read, ;, write(x), ;, or recon(x,x), ; event is preceded by a
join-ack(rambo), ; event. (d) Any read, ;, write(*), ;, or recon(x, %), ; event is pre-
ceded by an -ack event for any preceding event of any of these kinds. (2) For every x
and ¢, at most one recon(x, ¢), , event occurs. (Configuration ids that are proposed in
recon events are unique. This is not a serious restriction, because the same membership
and quorum sets may be associated with different configuration ids.) (3) For every ¢, ¢/,
x, and 4, if a recon(c, ¢’); event occurs, then it is preceded by a report(c), ; event and
by a join-ack(rambo), ; event for every j € members(c’).
The safety guarantees provided by the service are as follows:

Well-formedness: For every x and i: (a) No join-ack(rambo), ;, read-ack(x) ;,
write-ack, ;, recon-ack(x); ;, or report(x),; event is preceded by a fail; event. (b)
Any join-ack(rambo), ; (resp., read-ack(x), ;, write-acky ;, recon-ack(x), ;) event has
a preceding join(rambo, %), ; (resp., read,, ;, write(), ;, recon(x, %), ;) event with no
intervening invocation or response action for x and .

Atomicityﬂ If all the read and write operations that are invoked complete, then the read
and write operations for object = can be partially ordered by an ordering <, so that the
following conditions are satisfied: (1) No operation has infinitely many other operations
ordered before it. (2) The partial order is consistent with the external order of invocations
and responses, that is, there do not exist read or write operations 71 and 7o such that 7y
completes before 7y starts, yet mo < 1. (3) All write operations are totally ordered and
every read operation is ordered with respect to all the writes. (4) Every read operation
ordered after any writes returns the value of the last write preceding it in the partial
order; any read operation ordered before all writes returns (vg)..

The rest of the paper presents our implementation of RaAMBO. The implementation is
a distributed algorithm in the asynchronous message-passing model. All processes may
communicate with each other. Processes may fail by stopping without warning.

Our implementation can be described formally as the composition of a separate
implementation for each x, so we describe the implementation for a generic x. We
suppress explicit mention of x, writing V', vg, co, and ig as shorthand for V., (vg)s,
(co)x» and (ip),, respectively.

! Atomicity is often defined in terms of an equivalence with a serial memory. The definition
given here implies this equivalence, as shown, for example, in Lemma 13.16 in [18]]. Although
Lemma 13.16 of [18] is presented for a setting with only finitely many locations, nothing in
Lemma 13.16 or its proof depends on the finiteness of the set of locations.
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4 Reconfiguration Service Specification

Our RamMBo implementation for object x consists of a main RW algorithm and a reconfig-
uration service, Recon. Here we present the specification for Recon. Our implementation
of Recon is described in Section [71

The external signature appears in Figure 21 The client of Recon at location i requests
to join the reconfiguration service by performing a join(recon); input action. The service
acknowledges this with a corresponding join-ack; output action. The client requests
reconfiguration using a recon; input, which is acknowledged with a recon-ack; output
action. The service reports a new configuration to the client using a report; output
action. Outputs of the form new-config(c, k); announce at location i that c is the k"
configuration id. These outputs are used for communication with the portion of the
RW algorithm running at location i. Recon announces consistent information, only
one configuration id for each index in the configuration id sequence. Recon delivers
information about each configuration to members of the new configuration and members
of the immediately preceding configuration. Crashes are modeled using fail actions.

Input: Output:
join(recon);, 1 € T join-ack(recon);, i € T
recon(c, ¢')i, c,c’ € C,i € members(c) recon-ack(b);, b € {ok,nok},i € I
fail;, i € 1 report(c);,c € C,i € 1

new-config(c, k)i, c € C,k € NT,i €T

Fig. 2. Recon: External signature

The set of traces describing Recon’s safety properties is defined by environment
assumptions and service guarantees. The environment assumptions are simple well-
formedness conditions, consistent with those for RAMBO:

Well-formedness: (1) For every i: (a) No join(recon); or recon(x, x); event is preceded
by a fail; event. (b) At most one join(recon); event occurs. (¢) Any recon(, *); event
is preceded by a join-ack(recon); event. (d) Any recon(x, x); event is preceded by an
-ack for any preceding recon(x, x); event. (2) For every ¢, at most one recon(x, ¢). event
occurs. (3) For every ¢, ¢/, x, and i, if a recon(c, ¢); event occurs, then it is preceded
by: (a) A report(c); event, and (b) A join-ack(recon); for every j € members(c’).

The safety guarantees are:

Well-formedness: For every i: (a) No join-ack(recon);, recon-ack(x);, report(x);, or
new-config(x, *); event is preceded by a fail; event. (b) Any join-ack(recon); (resp.,
recon-ack(c);) event has a preceding join(recon); (resp., recon;) event with no interven-
ing invocation or response action for z and .

Agreement: If new-config(c, k), and new-config(c’, k); both occur, then ¢ = ¢

Validity: If new-config(c, k); occurs, then it is preceded by a recon(x, ¢);s for some 4’
for which a matching recon-ack(nok);s does not occur.

No duplication: If new-config(c, k); and new-config(c, k');» both occur, then k = k'.
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5 Implementation of RaAMBO Using a Reconfiguration Service

Our RaMBO implementation includes, for each i, a Joiner; automaton, which handles
joining, and a RW; automaton, which handles reading, writing, and “installing” new
configurations. These automata use asynchronous communication channels Channel; ;.
The RW automata also interact with an arbitrary implementation of Recon.

5.1 Joiner Automata

When Joiner; receives a join(rambo, J) request from its environment, it sends join
messages to the processes in J (with the hope that they are already participating, and so
can help in its attempt to join). Also, it submits join requests to the local RW and Recon
components and waits for acknowledgments. The join messages that are sent by Joiner
automata are handled by RW automata at other locations.

5.2 Reader-Writer Automata

RW, processes each read or write operation using one or more configurations, which
it learns about from the Recon service. It also handles the garbage-collection of older
configurations. The signature and state of RIW; appear in Figure B] Figure @ presents
the transitions pertaining to joining the protocol and failing. Figure [ presents those
pertaining to reading and writing, and Figure [@l presents those pertaining to garbage-
collection.

Signature:

Input: Output: Internal:
read; join-ack(rw); query-fix;
write(v);, v € V read-ack(v);, v € V prop-fix;
new-config(c, k)i, ¢ € C,k € NT write-ack; gc(k)i, k €N

recv(join); i, 5 € I — {4}
recv(m) i, m € M,j €1
join(rw);

falll

State:

status € {idle, joining, active},
initially idle

world, a finite subset of I, initially ()

value € V, initially vg
tag € T, initially (0, ig)
cmap € CMap, initially
cmap(0) = co.
cmap(k) = Lfork > 1
pnuml € N, initially O
pnum2 € I — N,
initially everywhere O
failed, a Boolean, initially false

send(m);,j,m e M,j €I

op, arecord with fields:
type € {read, write}
phase € {idle, query, prop,

done}, initially idle

pnum € N
cmap € CMap
acc, a finite subset of
value € V

ge-query-fix(k);, k € N
ge-prop-fix(k);, k € N
gc-ack(k);, k € N

gc, arecord with fields:

phase € {idle, query, prop},
initially idle

pnum € N

acc, a finite subset of 1

index € N

Fig.3. RW;: Signature and state

State variables. The status variable keeps track of the progress of the component as
it joins the protocol. When status = idle, RW; does not respond to any inputs (except
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for join) and does not perform any locally controlled actions. When status = joining,
RW; responds to inputs but still does not perform any locally controlled actions. When
status = active, the automaton participates fully in the protocol.

The world variable is used to keep track of all processes that are known to have tried
to join the system. The value variable contains the current value of the local replica of
x, and tag holds the associated tag.

The c¢map variable contains information about configurations. If cmap(k) = L, it
means that RW; has not yet learned what the k*" configuration id is. If cmap(k) =
¢ € C, it means that RW; has learned that the k" configuration id is ¢, and has not
yet garbage-collected it. If ecmap (k) = =+, it means that RW; has garbage-collected the
kt" configuration id. RW; learns about configuration ids either directly from the Recon
service, or from other RW processes. The value of cmap is always in Usable, that is, £
for some finite prefix of N, followed by an element of C, followed by elements of C'| ,
with only finitely many elements of C. When RW; processes a read or write operation,
it uses all the configurations whose ids appear in its cmap, up to the first L.

The pnuml variable and pnum?2 array are used to implement a handshake that
identifies “recent” messages. RW; uses pnum1 to count the total number of operation
phases (either query or propagation phases) that it has initiated overall, including phases
occurring in read, write, and garbage-collection operations. For every 7, including j = 1,
RW, uses pnum2(j) to record the largest number of a phase that ¢ has learned that j has
started, via a message from j to i. Finally, two records, op and gc, are used to maintain
information about locally-initiated read, write, and garbage-collection operations.

Joining and failure transitions. When a join(rw); input occurs when status = idle, if ¢
is the object’s creator ¢, then status immediately becomes active, which means that RW;
is ready for full participation in the protocol. Otherwise, status becomes joining, which
means that RW) is receptive to inputs but not ready to perform any locally controlled
actions. In either case, RW; records itself as a member of its own world. From this point
on, RW; adds to its world any process from which it receives a join message. (Recall
that these join messages are sent by Joiner automata.)

If status = joining, then status becomes active when RW, receives a message
from another RW process. (The code for this appears in the recv transition definition in
Figure[3]) At this point, process 7 has acquired enough information to begin participating
fully. After status becomes active, process i can perform a join-ack(rw).

Information propagation transitions. Information is propagated between RW pro-
cesses in the background, via point-to-point channels that are accessed using the send
and recv actions. The algorithm uses one kind of message, which contains a tuple con-
sisting of the sender’s world, its latest known value and tag, its cmap, and two phase
numbers—the current phase number of the sender, pnum1, and the latest known phase
number of the receiver, from the pnum2 array. These messages may be sent at any time,
to processes in the sender’s world.

When RW, receives a message, it sets its status to active, if it has not already done
so. It adds incoming world information, in W, to its world set. It compares the incoming
tag t toits own tag. If ¢ is strictly greater, it represents a more recent version of the object;
in this case, RW; sets its tag to t and its value to the incoming value v. RW; also updates
its cmap with the information in the incoming CMap, c¢m, using the update operator
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Input join(rw); Output join-ack(rw);
Effect: Precondition:
if =failed then —fatled
if status = idle then status = active
if © = 4¢ then Effect:
status <— active none
else
status <— joining Input fail,
world <+ world U {i} Effect:

failed < true
Input recv(join); ;
Effect:
if —failed then
if status # idle then
world < world U {j}

Fig.4. RW;: Join-related and failure transitions

defined in Section 2] That is, for each k, if cmap(k) = L and ¢m(k) € C, process i
sets its cmap (k) to cm(k). Also, if cmap(k) € C and em(k) = =+, indicating that the
sender knows that configuration & has already been garbage-collected, then RW; sets its
emap(k) to £. RW; also updates its pnum2(j) component for the sender j to reflect
new information about j’s phase number, which appears in the pns component of the
message.

While RW; is conducting a phase of a read, write, or garbage-collection operation, it
verifies that the incoming message is “recent”, in the sense that the sender j sent it after
j received a message from ¢ that was sent after ¢ began the current phase. RW; uses the
phase numbers to perform this check: it checks that the incoming phase number pnr is
at least as large as the current operation phase number (op.pnum or gc.pnum). If the
message is recent, then RW, uses it to update the op or gc record.

Read and write operations. A read or write operation is performed in two phases: a
query phase and a propagation phase. In each phase, RW, obtains recent value, tag, and
cmap information from “enough” processes. This information is obtained by sending
and receiving messages, as described above.

When RW; starts a phase of a read or write, it sets op.cmap to a CMap whose con-
figurations are to be used to conduct the phase. Specifically, RW; uses truncate(cmap),
which is defined to include all the configuration ids in c¢map up to the first 1. When
anew CMap cm is received during the phase, op.cmap is “extended” by adding all
newly-discovered configuration ids, up to the first L in ¢m. If adding these new configu-
ration ids does not create a “gap”, that is, if the extended op.cmap is in Truncated, then
the phase continues using the extended op.cmap. On the other hand, if adding these new
configuration ids creates a gap, then RW; can infer that it has been using out-of-date
configuration ids. In this case, it restarts the phase using the best currently known CMap,
which is obtained by computing truncate(cmap) for the latest local cmap.

In between restarts, while RW) is engaged in a single attempt to complete a phase, it
never removes a configuration id from op.cmap. In particular, if process ¢ learns during
a phase that a configuration id in op.cmap(k) has been garbage-collected, it does not
remove it from op.cmap, but continues to include it in conducting the phase.
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Output send((W, v, t, cm, pns, pnr));,; Internal query-fix;
Precondition: Precondition:
~failed —failed
status = active status = active
J € world op.type € {read, write}
(W, v, t,cm, pns, pnr) = op.phase = query
(world, value, tag, cmap, pnuml1, pnum2(j)) Vk € N,c € C: (op.cmap(k) = c)
Effect: = (3R € read-quorums(c) :
none R C op.acc)
Effect:
Input recv((W, v, t, cm, pns, pnr)); ; if op.type = read then
Effect: op.value < value
if - failed then else
if status # idle then value < op.value
status < active tag < (tag.seq + 1,1)
world < world U W pnuml < pnuml + 1
ift > tag then (value, tag) < (v, t) op.pnum < pnuml
cmap < update(cmap, cm) op.phase < prop
pnum2(j) < max(pnum2(j), pns) op.cmap < truncate(cmap)
if op.phase € {query, prop} and pnr > op.pnum then op.acc < 0
op.cmap < extend(op.cmap, truncate(cm))
if op.cmap € Truncated then Internal prop-fix;
op.acc < op.acc U {j} Precondition:
else —failed
op.acc < status = active
op.cmap < truncate(cmap) op.type € {read, write}
if gc.phase € {query, prop} and pnr > gc.pnum then op.phase = prop
gc.acc + gec.acc U {j} Vk € N,c e C: (op.cmap(k) = ¢)
= (AW € write-quorums(c) :
Input new-config(c, k); W C op.acc)
Effect: Effect:
if = failed then op.phase = done
if status # idle then
cmap (k) < update(cmap(k), c) Output read-ack(v);
Precondition:
Input read; —failed ]
Effect: status = active
if = failed then op.type = read
if status # idle then op.phase = done
pnuml < pnuml + 1 v = op.value
(op.pnum, op.type, op.phase, op.cmap, op.acc) Effect: '
« (pnuml,read, query, truncate(cmap), 0) op.phase = idle
Input write(v); Output write-ack;
Effect: Precondition:
if = failed then —failed ]
if status # idle then status = active
pnuml < pnuml + 1 op.type = write
(op.pnu’m7 op.type, op.phase, op.cmap, op.acc, op.phase = done
op.value) Effect: )
< (pnuml, write, query, truncate(cmap), 0, v) op.phase = idle

Fig.5. RW;: Read/write transitions

The query phase of a read or write operation terminates when a query fixed point is
reached. This happens when RW,; determines that it has received recent responses from
some read-quorum of each configuration in its current op.cmap. Then ¢, defined to be
RW;’s tag at the query fixed point, is at least as great as the tag value that each process
in each of these read-quorums had at the start of the query phase.

If the operation is a read, then RW; determines at this point that its current value
is the value to be returned to its client. However, before returning, RW; performs the
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propagation phase, whose purpose is to make sure that “enough” RW processes have
acquired tags that are at least ¢. Again, the information is propagated in the background,
and op.cmap is managed as described above. The propagation phase ends once a prop-
agation fixed point is reached, when RW,; has received recent responses from some
write-quorum of each configuration in the current op.cmap. When this occurs, the tag
of each process in each of these write-quorums is at least t.

Processing for a write operation starting with write(v); is similar to that for a read.
The query phase is conducted exactly as for a read, but processing after the query fixed
point is different: Suppose ¢, process i’s tag at the query fixed point, is of the form (n, 7).
Then RW; defines the tag for its write operation to be the pair (n + 1, %) and sets its tag
to (n + 1,4) and its value to the new value v. Then it performs its propagation phase.
Now the purpose of the propagation phase is to ensure that “enough” processes acquire
tags that are at least as great as (n + 1,4). The propagation phase is conducted exactly
as for a read.

Internal ge(k); Internal ge-prop-fix(k);
Precondition: Precondition:
—failed —failed
status = active status = active
gc.phase = idle gc.phase = prop
cmap(k) € C gc.inder = k
cmap(k+1) € C IW € write-quorums(cmap(k + 1)) :
k=0orcmap(k —1) =+ W C gc.acc
Effect: Effect:
pnuml < pnuml + 1 cmap(k) «+ £
(ge.pnum, gc.phase, gc.acce, ge.index)
— (pnuml, query, 0, k) Internal gc-ack(k);
Precondition:
Internal ge-query-fix(k); —failed
Precondition: status = active
—failed gc.inder = k
status = active cmap(k) = +
gc.phase = query Effect:
gc.index = k gc.phase = idle

3R € read-quorums(cmap(k)) :

IW € write-quorums(cmap(k)) : RUW C gc.acc
Effect:

pnuml < pnuml + 1

(gc.pnum, ge.phase, ge.acc) < (pnuml, prop, )

Fig. 6. RW;: Garbage-collection transitions

New configurations and garbage collection. When RW, learns about a new config-
uration id via a new-config input action, it simply records it in its ¢map. From time to
time, configuration ids get garbage-collected at ¢, in numerical order. The configuration
ids used in performing query and propagation phases of reads and writes are those in
truncate(cmap), that is, all configurations that have not been garbage-collected and
that appear before the first L.

There are two situations in which RW; may garbage-collect the configuration id
in cmap(k). First, RW; can garbage-collect cmap(k) if it learns that another process
has already garbage-collected it. This happens when RW; receives a message in which
em(k) = +. Second, RW; may acquire enough information to garbage-collect con-
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figuration & on its own. RW; accomplishes this by performing a a two-phase garbage-
collection operation, with a structure similar to the read and write operations. RW; may
initiate garbage-collection of configuration k when its ¢map(k) and cmap(k + 1) are
both in C, and when any configurations with indices smaller than k£ — 1 have already
been garbage-collected. Garbage-collection may proceed concurrently with a read or
write operation at the same node.

In the query phase of a garbage-collection operation, RW; communicates with a
read-quorum and a write-quorum of configuration k. The query phase accomplishes two
tasks: First, RWW; ensures that all the processes in the read-quorum and write-quorum
learn about configurations k and k + 1, and also learn that all configurations smaller than
k have been garbage-collected. If such a process, j, is contacted afterwards by someone
who is using configuration k, j can tell that process about configuration & + 1. Second,
in the query phase, RW; collects tag and value information from the read-quorum and
write-quorum. This ensures that, by the end of the query phase, RW;’s tag, ¢, is at least as
great as the tag that each of the quorum members had when it sent a message to RW; for
the query phase. In the propagation phase, RW; ensures that all the processes in a write-
quorum of configuration k + 1 have acquired tags that are at least t. Note that, unlike a
read or write operation, a garbage-collection for k£ uses only two configurations—*k in
the query phase and k£ + 1 in the propagation phase.

At any time while RW; is garbage-collecting configuration k, it may discover that
someone has already garbage-collected k; it discovers this by observing that cmap (k) =
=£. When this happens, RW; may simply terminate its garbage-collection.

5.3 The Complete Algorithm

We assume point to point channels Channel; ;, one for each 7, j € I (including i = j).
Channel; ; is accessed using send(m); ; input actions, by which a sender at location ¢
submits message m to the channel, and recv(m); ; output actions, by which a receiver at
location j receives m. Channels may lose and reorder messages, but cannot manufacture
new messages or duplicate messages. Formally, we model Channel; ; as a multiset,
where A send(m); ; input action adds one copy of m to the multiset and A recv(m);
output removes one copy of m. A lose input action allows any sub-multiset of messages
to be removed.

The complete implementation, which we call S, is the composition of the Joiner;,
RW;, and Channel; ; automata, and any automaton whose traces satisfy the Recon
safety specification, with all actions that are not external actions of RaMBO hidden.

6 Safety Proof

We show that S satisfies the safety guarantees of RAMBO, as given in SectionB] assuming
the environment safety assumptions. An operation can be of type read, write, or garbage-
collection. An operations is uniquely identified by its starting event: read;, write(v);, or
gc(*); event.

We introduce the following history variables: (1) For every k € N: ¢(k) € C. This
is set when the first new-config(x, k), occurs, to the configuration id that appears as the
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first parameter of this action. (2) For every operation 7: tag(w) € T This is set just after
7’s query-fix or gc-query-fix event, to the tag of the process running 7. (3) For every
read or write operation 7: (a) query-cmap(w), a CMap. This is set in the query-fix step
of , to the value of op.cmap in the pre-state. (b) prop-cmap(m), a CMap. This is set
in the prop-fix step of 7, to the value of op.cmap in the pre-state.

For any read or write operation 7, we designate the following events:
(1) query-phase-start(m). This is defined in the query-fix step of , to be the unique
earlier event at which the collection of query results was started and not subsequently
restarted (that is, op.acc is set to () in the effects of the corresponding step, and op.acc
is not later reset to () following that event and prior to the query-fix step). This is either
a read, write, or recv event. (2) prop-phase-start(7). This is defined in the prop-fix step
of 7, to be the unique earlier event at which the collection of propagation results was
started and not subsequently restarted. This is either a query-fix or recv event.

Now we present several lemmas describing information flow between operations.
All are stated for a generic execution « satisfying the environment assumptions. The first
lemma describes information flow between garbage-collection operations. We say that a
gc-prop-fix(k), event is initial if it is the first gc-prop-fix(k). event in «, and a garbage-
collection operation is initial if its gc-prop-fix event is initial. The algorithm ensures
that garbage-collection of successive configurations is sequential, in fact, for each k, the
initial gc-prop-fix(k) event precedes any attempt to garbage-collect k& + 1. Sequential
garbage-collection implies that tags of garbage-collection operations are monotone with
respect to the configuration indices:

Lemma 1. Suppose i and -y, are garbage-collection operations for k and ¥, respec-
tively, where k < { and ~yy, is initial. Suppose a gc-query-fix(£) event for v, occurs in a.
Then tag(yx) < tag(ye).

Proof. By induction on ¢, for fixed k. For the inductive step, assume that ¢/ > k£ + 1 and
the result is true for £ — 1. A write-quorum of ¢(¢) is used in the propagation phase of
~¢—1 and a read-quorum of ¢(¢) is used in the query phase of -y,. The quorum intersection
property for ¢(¢) guarantees propagation of tag information. O

The following lemma describes situations in which certain configurations must appear in
the query-cmap of a read or write operation 7. First, if no garbage-collection operation
for k completes before the query-phase-start event of 7, then some configuration with
index < k must be included in query-cmap (7). Second, if some garbage-collection for
k completes before the query-phase-start event of 7, then some configuration with index
> k + 1 must be included in the query-cmap(m).

Lemma 2. Let m be a read or write operation whose query-fix event occurs
in a. (1) If no gc-prop-fix(k) event precedes the query-phase-start(w) event, then
query-cmap(m)(€) € C for some { < k. (2) If some gc-prop-fix(k) event precedes
the query-phase-start(r) event, then query-cmap(m)(¢) € C for some £ > k + 1.

The next lemma describes propagation of tag information from a garbage-collection
operation to a following read or write operation.
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Lemma 3. Let vy be an initial garbage-collection operation for k. Let 7 be a read or
write operation whose query-fix event occurs in «.. Suppose that the gc-prop-fix(k) event
of y precedes the query-phase-start(m) event. Then tag(v) < tag(r), and if v is a write
operation then tag(y) < tag(m).

The next two lemmas describe relationships between reads and writes that execute se-
quentially. The first lemma says that the smallest configuration index used in the prop-
agation phase of the first operation is less than or equal to the largest index used in
the query phase of the second operation. In other words, the second operation’s query
phase cannot use only configurations with indices that are less than any used in the first
operation’s propagation phase.

Lemma 4. Assume m, and 7o are two read or write operations such that the prop-fix
event of my precedes the query-phase-start(ms) event in o
Then min({¢ : prop-cmap(m1)(¢) € C}) < max({£ : query-cmap(ma)(£) € C}).

Proof. Suppose not. Let &k = max({{ : query-cmap(m3)({) € C}). Then
some gc-prop-fix(k) event occurs before the prop-fix of w1, and so before the
query-phase-start(ms) event. Lemma[2] Part 2, then implies that query-cmap(ms)(£) €
C for some ¢ > k + 1, which contradicts the choice of k. O

The second lemma describes propagation of tag information between sequential reads
and writes.

Lemma 5. Suppose m, and 75 are two read or write operations, such that the prop-fix
event of w1 precedes the query-phase-start(ma) event in a. Then tag(m1) < tag(ms),
and if o is a write then tag(m) < tag(ms).

Proof. Let 71 and i, be the processes that run operations 71 and o, respectively. Let
cmy = prop-cmap(my) and cme = query-cmap(me). If there exists k such that
emy(k) € C and ema(k) € C, then the quorum intersection property for configu-
ration k implies the conclusions of the lemma. So we assume that no such k exists.
Lemma @l implies that min({¢ : cm1(¢) € C}) < max({¢: cmz(¢) € C}). Since the
set of indices used in each phase consists of consecutive integers and the intervals have
no indices in common, it follows that k1 < ko, where k; = max({¢ : cm(¢) € C})
and ko = min({¢ : ecmo(¢) € C}).

Since, for every k < ko — 1, query.cmap(ms)(k) ¢ C, Lemma 2] Part 1, implies
that, for every such k, a gc-prop-fix(k) event occurs before the query-phase-start(ms)
event. For each such &, define ~;, to be the initial garbage-collection operation for k.

The propagation phase of 71 accesses a write-quorum of ¢(k1 ), and the query phase
of i, accesses a read-quorum of c(kq). By the quorum intersection property, there is
some j in the intersection of these quorums. Let message m be the message sent from j
to ¢ in the propagation phase of 71, and let m’ be the message sent from j to the process
running g, in its query phase. We claim that j sends m before it sends m’. For if not,
then information about configuration k; + 1 would be conveyed by j to ¢;, who would
include it in ¢mq, contradicting the choice of k7. Since j sends m before it sends m/’, j
conveys tag information from 7 to -y, , ensuring that tag(m1) < tag(yg, )-
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Since k; < ko — 1, Lemma[llimplies that tag(vg, ) < tag(vk,—1). Lemma[3implies
that tag(yk,—1) < tag(me), and if 7o is a write then tag(yx,—1) < tag(mz). Combining
all the inequalities then yields both conclusions. O

Theorem 1. Let (3 be a trace of S. If (3 satisfy the RAMBO environment assumptions,
then [3 satisfies the RAMBO service guarantees (well-formedness and atomicity).

Proof. Let [ be a trace of S that satisfies the RAMBO environment assumptions. We
argue that (3 satisfies the RAMBO service guarantees. The proof that [ satisfies the RAMBO
well-formedness guarantees is straightforward from the code. To show that 3 satisfies
atomicity (as defined in Section[3), assume that all read and write operations complete
in 3. Let a be an execution of S that satisfies the environment assumptions and whose
trace is 0. Define a partial order < on read and write operations in «: totally order the
writes in order of their tags, and order each read with respect to all the writes so that a
read with tag ¢ is ordered after all writes with tags < ¢ and before all writes with tags
> t. Then we claim that < satisfies the four conditions in the definition of atomicity.
The interesting condition is Condition 2; the other three are straightforward.

For Condition 2, suppose for the sake of contradiction that 77y and 79 are read or write
operations, m completes before 7, starts, and mo < 7ry. If 72 is a write operation, then
since 71 completes before 7o starts, Lemma [Slimplies that tag(ms) > tag(my). But the
fact that mo < 71 implies that tag(ms) < tag(m), yielding a contradiction. On the other
hand, if 75 is a read operation, then since 7m; completes before 75 starts, Lemma[limplies
that tag(ms) > tag(m). Butthe fact that mo < 71 implies that tag(m2) < tag(m ), again
yielding a contradiction. a

7 Implementation of the Reconfiguration Service

The Recon algorithm is considerably simpler than the RW algorithm. It consists of
a Recon; automaton for each location ¢, which interacts with a collection of global
consensus services Cons(k, ), one for each k > 1 and each ¢ € C, and with a point-
to-point communication service.

Cons(k, ¢) accepts inputs from members of configuration ¢, which it assumes to
be the k — 1°¢ configuration. These inputs are of the form init(c’) ., where ¢’ is a
proposed new configuration. The configuration that Cons(k,¢) decides upon (using
decide(c’) ;i outputs) is deemed to be the k' configuration. The validity property of
consensus implies that this decision is one of the proposed configurations.

Recon; is activated by a join(recon); action, which is an output of Joiner;. Recon;
accepts reconfiguration requests from clients, and initiates consensus to help deter-
mine new configurations. It records the new configurations that the consensus services
determine. Recon; also informs RW; about newly-determined configurations, and dis-
seminates information about newly-determined configurations to the members of those
configurations. It returns acknowledgments and configuration reports to its client.

We implement Cons(k, ¢) using the Paxos consensus algorithm [[17], as described
formally in [8]. Our complete implementation of Recon, Recon iy, consists of the
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Recon; automata, channels connecting all the Recon; automata, and the implementations
of the Coons services. We use the same kinds of channels as for RAMBO: point-to-point
channels that may lose and reorder messages, but not manufacture new messages or
duplicate messages. The complete RAMBO system (for a particular object) consists of
Joiner, RW, and channel automata as described in Section[3], plus Recon iy We call
the complete RAMBO system S’.

8 Conditional Performance Analysis: Latency Bounds

We prove latency bounds for the full system S’. To handle timing, we convert all the
I/O automata to general timed automata (GTAs) as defined in [[18]], by allowing arbitrary
amounts of time to pass in any state. Fix d > 0, the normal message delay, and € > 0.

RamBo allows sending of messages at arbitrary times. For the purpose of latency
analysis, we restrict RAMBO’s sending pattern: We assume that each automaton has alocal
real-valued clock, and sends messages at the first possible time and at regular intervals
of d thereafter, as measured on the local clock. Also, non-send locally controlled events
occur just once, within time 0 on the local clock.

Our results also require restrictions on timing and failure behavior: We define an
admissible timed execution to be normal provided that all local clocks progress at rate
exactly 1, all messages that are sent are delivered within time d, and timing and failure
behavior for all consensus services is “normal”, as defined in [8]@

Next, we define a reliability property for configurations. In general, in quorum-based
systems, operations that use quorums are guaranteed to terminate only if some quorums
do not fail. Because we use many configurations, we attempt to take into account which
configurations might be in use. We say that k is installed in a timed execution « provided
that either k£ = 0 or there exists ¢ € C such that (1) some init(*), . « event occurs, and
(2) for every i € members(c), either decide(x)g,.; or fail; occurs. (Thus, configuration
k — 1 is ¢, and every non-failed member of ¢ has learned about configuration k.) We
say that « is e-configuration-viable, e > 0, provided that for every c and k such that
some rec-cmap (k). = c in some state in «, there exist R € read-quorums(c) and
W € write-quorums(c) such that either (1) no process in R U W ever fails in «, or
(2) k 4 1 is installed in a finite prefix o’ of « and no process in R U W fails in «
by time ¢time(a’) + e. (Quorums remain non-failed for at least time e after the next
configuration is installed.)

The e-configuration-viability assumption is useful in situations where a configuration
is no longer needed for performing operations after time e after the next configuration is
installed. This condition holds in RAMBO executions in which certain timing assumptions
hold; the strength of those assumptions determines the value of e that must be considered.
We believe that such an assumption is reasonable for a reconfigurable system, because
it can be reconfigured when quorums appear to be in danger of failing.

We prove a bound of 2d on the time to join, and a bound of 11d + ¢ for the time
for reconfiguration, based on a bound of 10d + € for consensus. We also establish a

% This means that all messages are delivered within time d, local processing time is 0, and
information is gossiped at intervals of d.
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situation in which a system is guaranteed to produce a positive response to a reconfig-
uration request. We prove a bound of 4d on the time for garbage-collection, assuming
that enough of the relevant processes remain non-failed. We prove a bound of 4d on
the latency for read and write operations in a “quiescent” situation, in which all joins
and configuration management events have stopped, and the configuration map of the
operation’s initiator includes the latest configuration and has value + for all earlier con-
figurations. More generally, we show that this bound holds even if this map contains
more than one configuration: since the configurations are used concurrently, the use of
multiple configurations does not slow the operation down.

We show that all participants succeed in exchanging information about configura-
tions, within a short time: if 7 and j have joined at least time e ago and do not fail, then
any information that 7 has about configurations is conveyed to j within time 2d. Using
this result, we show that, if reconfiguration requests are spaced sufficiently far apart, and
if quorums of configurations remain alive for sufficiently long, then garbage collection
keeps up with reconfiguration.

The main latency theorem bounds the time for read and write operations in the
“steady-state” case, where reconfigurations do not stop, but are spaced sufficiently far
apart. Fix e > 0.

Theorem 2. Let o be a normal admissible timed execution of 8" such that:

(1) If a recon(x,c); event occurs at time t then for every j € members(c),
join-ack(rambo); occurs by time t — e. (2) If join-ack(rambo); and join-ack(rambo);
both occur by time t, and neither i nor j fails by time t+e, then by time t+e, i € world;.
(3) For any recon(c, %); that occurs in o, the time since the corresponding report(c);
event is > 12d + €. (4) « satisfies 11d-configuration-viability. (5) o contains decide
events for infinitely many configurations.

Suppose that a read; (resp., write(x);) event occurs at time t, and join-ack; occurs strictly
before time t — (e 4 8d). Then the corresponding read-ack; (resp., write-ack(x);) event
occurs by time t + 8d.

Proof. The various spacing properties and bounds on time to disseminate information
imply that each phase of the read or write completes with at most one restart for learning
about a new configuration. Therefore, each phase takes time at most 4d, for a total of 8d.
O

In the full paper we also present latency results analogous to those described above,
for executions that have normal timing and failure characteristics after some point in the
execution. These results are similar to the previous results, but include dependence on
the time when normal behavior begins.

9 Future Work

In future work, we plan to implement the complete Rambo algorithm in LAN, WAN, and
mobile settings. We will extend our performance analysis and compare it with empirical
results. We will investigate ways of increasing the concurrency of garbage-collection and
of reducing the amount of communication. Finally, this work leaves open the question
of how to choose good configurations, for various kinds of platforms.
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Abstract. The paper describes an ad hoc approach realized in a practi-
cal distributed transport layer called Xpand [I] to improve the message
transmission service over a WAN. The current technology focuses on
applications that require strong semantics. The ad hoc membership ap-
proach increases the asynchrony of handling both control and message
flows in order to overcome membership changes with minimal effect on
ongoing streams of messages. This approach is beneficial for a variety
of applications. Its implementation is expandable to address stronger
semantics for applications that need them.

1 Introduction

There are two major widely-recognized approaches toward building distributed
data-based applications and replicating objects. The first approach, known as
Group Communication Systems (GCSs) [2], presents powerful building blocks for
supporting consistency and fault-tolerance in distributed applications, whereas
the Paxos [3] approach focuses on ordering actions among a group of servers.
While implementing either of the approaches, one observes the system’s perfor-
mance to degrade significantly as group size and message transmission volume
increase. These performance problems become even worse in wide-area network
environments where message latency is often high and unpredictable. Only few
implementations specifically address WAN environment, e.g., Spread [4], Inter-
Group [5] and Xpand [1]).

In this paper we present an ad hoc membership algorithm that is implemented
in Xpand [1]. The membership services offered by Xpand are designed to be
flexible. On one hand, they can be used for maintaining a group of participants
and potential participants of a group by applications that do not need strong
semantics[]. On the other hand, while focusing on efficiency, these services allow
to consistently provide stronger semantics for applications that require it.

The efficiency of the ad hoc membership is a result of the separation it implies
between message flow, membership algorithms, and failure detection (Network
Event Notification Service). Moreover, two separate reliable message dissemina-
tion services for control messages and for application messages are used. This

! For instance, these applications may not want to block or perform roll back actions
per change in the system as GCS or Paxos require.
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enables us to remove reliability maintenance overhead from the critical path of
delay-sensitive applications.

Within the ad hoc approach, the membership notifications serve only as
approzimations of the current group membership, without being synchronized
with message stream. Continuous message reliability is guaranteed only among
those group members that remain permanently alive and interconnected. This
approach allows handling any number of simultaneous join/leave events concur-
rently, without waiting for the network or the group of members to stabilize.
The traditional membership approaches require a stable period of time in order
to consent on a new membership. As a result, they tend to limit the adoption
of joining processes during periods of instability. The ad hoc approach provides
stability of message flow against on-going membership changes, which is better
fit for large groups and for wide area networks where the probability of un-
stable periods increases. The scalability of Xpand is accounted for by both its
hierarchical architecture and the ad hoc membership approach.

The development of the ad hoc membership approach faces three challenges,
interrelated to one another. (1) Architectural issue: which channel to prefer for
which message: the more reliable “sequential” channel (a slow one), or the less
reliable concurrent channel where a loss of some messages does not slow down the
delivery of other messages. (2) Algorithmic issue: the dual channel architecture
increases the asynchrony among various blocks that provide membership service
and, as a result, produce conflicting race conditions that need to be controlled.
(3) Design issue: how to design a system that takes advantage of the above, while
still maintaining the ability to provide a stronger semantics for applications that
require it.

The ad hoc approach best suits the requirements of collaborative network-
ing applications, fault-tolerant applications that require weaker synchronization
among a set of servers, one to many push applications (e.g., stock market moni-
toring) and the like. In Section[2Z:I]we present more examples of such applications.

One can try to obtain the properties of an ad hoc membership using other
WAN toolkits, like combining Spread [4] and PBcast [6], though the challenge
remains of providing the properties we look for in an efficient and robust way.
Moreover, Spread and similar toolkits assume a predefined global set of servers,
whereas Xpand [I] does not require an a priory knowledge of the potential set
of group members.

The ad hoc membership is fully implemented within the Xpand middleware.
Section Bl presents performance results of the implementation showing that mem-
bership changes have a negligible effect on the existing message flows.

2 Xpand Membership Service Model

Xpand membership algorithm is optimized to fulfill the following properties:

Smooth-Join: A new member joins the group without affecting the current
message flow in the group;
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Fast-Join: Once a joiner is registered in its LAN, it can start emitting messages
to the group;

Dynamic Membership: Allows processes to dynamically join and leave the
group in a WAN setting.

Xpand membership algorithm achieves these three properties without com-
promising the following basic message delivery services of Xpand:

FIFO order: Any receiver that starts receiving messages from a given source
will get all emitted messages in FIFO order from the moment it joins the
message flow;

Gap-Free: Two processes that remain connected during consecutive member-
ship changes continue to receive each other’s messages without any gap in
the message stream.

The above-listed membership services combined with Xpand’s reliable mul-
ticast service can be used as a dynamic and reliable point-to-multipoint service
layer, on top of which stronger semantic services can be built. For instance, a
virtual synchrony layer can be implemented as an extension of the ad hoc mem-
bership service Moshe [7]. Another example is Paxos, which can be implemented
on top of our ad hoc service by having the leader communicating to existing
majorities via the ad hoc services to carry out the three phases of Paxos [3].

2.1 Implementation Issues

In order to enable maintaining of large groups of clients, Xpand is implemented
using a two-level hierarchical architecture. Each LAN is represented by a delegate
that coordinates the protocol activities of this LAN within the WAN group.

In the current implementation, we assume that the number of LANs with
processes that emit messages to the group is of the order of several dozens.
The number of processes per LAN is assumed to be of the order of a couple
of hundreds. These limitation is imposed due to the need for maintaining state
information per sender and per receiver. We can further improve the implemen-
tation by enabling a client to join either as a receiver-only, a sender-only, or as
a full member (i.e. both a sender and a receiver). Such an approach will en-
able to increase the number of processes, while keeping a reasonable amount of
state information. To increase scalability, the architecture can be used for ag-
gregation. A delegate can represent a collection of senders in its LAN, and the
senders should not be explicit members of the WAN group. They will forward
their messages to the delegate which will emit them to the WAN group.

We expect the above improvements to enable the ad hoc system to handle
tens of thousands of clients.

The protocol is presented in this paper as a collection of state machines
within various processes. The actual implementation of the protocol closely fol-
lowed the state machines. This method enabled us to easily detect protocol and
implementation bugs that appear in unforeseen transitions. We found out that
by adding history (log) within every state machine we were able to drastically
shorten the debugging time.
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The ad hoc approach best suits the requirements of collaborative network-
ing applications where the importance of service timeliness prevails over mes-
sage reliability and consistency requirements are weaker than those of replicated
database. For example, multimedia conferencing and distance learning applica-
tions benefit from the ad hoc GCS services in workspace sharing and parties
coordination [8[9].

Another example is a loosely coupled set of servers. For example, in the fault-
tolerant video-on-demand service by Anker et al. [10], a GCS based on the ad
hoc membership service can be used for video server fault-tolerance and QoS
negotiatio. The efficiency of handling membership changes by our protocol
allows for smooth client hand-offs with smaller video-frame buffers at the client.

Yet another application is a case when multiple servers emit information to
a loosely coupled set of clients. Each client wishes to receive the stream as soon
as possible. For example, in stock market monitoring application messages are
generated at several centers spread all over the world. The accessibility to the
information is critical, but there is no justification for blocking the stream of
messages during network changes. In an on-going audio conference, a newcomer
can benefit from Xpand in the sense that Xpand will deliver a reliable multicast
service from every session participant to the newcomer (and vice versa) right
after the establishment of the corresponding new connections, without affecting
previous established connections.

3 The Environment Model

We assume the message-passing environment to be asynchronous, processes com-
municate solely by exchanging messages and there is no bound on message de-
livery time. Processes fail by crashing and may later recover, or may voluntarily
choose joining or leaving. Communication links may fail and recover.

Xpand exploits the following underlying services:

A network event notification service (Subsection BI), through which Xpand
learns about the status of processes and links;

An integral reliable FIFO communication layer within the network event
notification service. It is assumed that notification events and messages de-
livered via this service are causally consistent;

— A reliable point-to-point service for control messages of the protocol;

— A simple reliable point-to-multipoint service in a LAN for control messages
of the protocolE

The reliability of the above transport services means that messages sent via
them are eventually received, or the recipient will eventually be suspected by

2 The effect of not using a virtual synchrony in this VoD implementation is that the
client’s machine may receive, in transient situations, duplications of video frames.

3 This mechanism is not a substitute for the general services of Xpand, but a simple
mechanism focused on guaranteeing reliability over a small number of messages
exchanged among protocol participants in a single LAN.
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the network notification service. For efficiency reasons, all the reliable transport
services are used only for control messages (i.e. for protocol messages but not
for user application messages).

3.1 Network Event Notification Service (NS)

Clients use the notification service to request joining or leaving the groups, or
to get updated information regarding the group. The notification service accu-
mulates and disseminates failure detection information along with information
about these requests. The service is provided to clients by an interface that con-
sists of the following basic functions:

NS_join(G) is a request by a client to make it a member of group G;
NS_leave(G) is a request to be removed from the membership of G;
NS_resolve(G) is a request to receive the current membership list (in a Re-
solve_Reply message/event) as it is reflected by the notification service;
NS_sendmsg(data, destination) is a request to reliably send a message (data) to
a set of receivers (destination) via the notification service.

Clients of the notification service receive notifications via process events,
that indicate the type of the event and the data associated with it. The event
associated with the reception of a message via NS (a message that was sent using
the NS_sendmsg function) is called NS Recvmsg.

The notification service contains a failure detector module. Since we assume
an asynchronous environment, the notification service is bound to be unreliable
in some runs [I1], which means it may wrongly suspect correct processes. Since
we deal with a service that can be implemented in an asynchronous environ-
ment, we do not require the notification service to be accurate. However, we
assume that the notification service is always complete [IT]. The overall liveness
of Xpand does not depend on the notification service providing consistent sets,
since it communicates with any connected set of clients. Congress [12] fulfills the
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requirements of the notification service. Other group communication member-
ship services (cf. Spread [H]) can also provide similar notification service.

3.2 Xpand’s System Structure

The Xpand group communication system is fully described in [I]. Here we present
only the essence of the system and the relevant assumptions. The processes
participating in Xpand system are grouped into clusters so that all members of
each cluster belonged to the same LAN. The clusters are spread over a WAN.
We distinguish between two types of processes: regular and delegate. The regular
processes run the user’s application. In each LAN, the delegate is a designated
daemon that serves as a representative of its LAN to all the other Xpand clusters.

Although a LAN delegate is replicated for fault-tolerance purposes, only a
single delegate is active at each particular moment. This delegate is called an
active delegate. All the other LAN delegates, called backup delegates, serve as
warm backups of the active delegate. In the context of this paper, we refer only
to a single delegate per LAN and ignore the issue of replacing a failed delegate.

For the sake of simplicity, the membership algorithm is described in this paper
in the context of a single invocation of a process, which means that it may join
and leave only once. In practice, an instance identifier per process distinguishes
among different incarnations of the same process. The relationships between
Xpand’s components and its environment are shown in Figure [1

4 Xpand’s Ad Hoc Membership Algorithm

Xpand’s membership algorithm deals with “views” of a group G. The view at
p (meaning the view currently available to a specific process p’s ) is the current
list of connected and alive members of G, as perceived by p. The maintenance
of the view of G within p is based on an initial Resolve_Reply event received
by p from NS. p updates its view by applying the information received in NS
notifications, such as processes’ joining or leaving.

Before describing the membership algorithm, we focus on the goals it aims to
achieve. The algorithm should allow a new member p; to join as fast as possible,
while maintaining the following properties:
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— p; will start receiving messages from any active member (sender) p; as soon
as possible (given that the sender is alive and transmitting messages).

— For each sender p;, a new member p; will receive messages sent by p; in the
same order they were sent by p; (i.e., FIFO order will be maintained).

— Once p; receives a message from a specific member, which remains alive and
within the same network partition as p;, p; will receive all the messages sent
by that member from this message on without any gaps. The only situation
in which gaps are allowed in the received message stream is when the source
is declared disconnected by NS.

The first property will be obtained if a new joining member is notified of the
sequence number of the following message from any sending member without any
unjustified delay. In order to guarantee the other two properties, there is no need
for a global synchronization on sequence numbers that are distributed to any new
member with respect to a specific member p;. This means, for example, that if
any two new members p; and p, are joining simultaneously, a sending member
p; can announce a sequence number SegN to p; and a short time interval later
announce SeqN +k to ps, in case it had managed to transmit £ messages during
this interval of time.

The asynchrony makes it impossible to describe the protocol in the traditional
manner. The protocol can be viewed as an embedded set of state machines ex-
ecuted at the regular member and at the delegate. The top state machine is
the group state machine (GSM). That state machine invokes multiple LAN state
machine (LSM), one per LAN that contain members in the current view. The
LAN state machine invokes member state machines (MSM), one per each mem-
ber that is listed in the view and is residing within that specific LAN. Figure
presents the general flow of control among the different state machines. The
GSM receives events and forwards them to the appropriate LAN state machines
from which the events are applied to the corresponding MSMs. The events are
handled concurrently by the relevant state machines.

For brevity, we included the details of only some of the state machines into the
paper. We have chosen to present the group state machine of a regular member
and the LAN state machine of a delegate. For the sake of simplicity, we removed
handling of various timeouts from our presentation of the state machines.

The membership algorithm uses the set of messages described in Figure Bl
All the messages in the figure are messages sent by either delegates or regular
members. These messages are sent via the transport services (Section ).

The ad hoc membership algorithm handles the joining/leaving event, as well
as network partitions and network merges. The state machines respond to ex-
ternal events received from NS, as well as to control messages sent by other
members of the group (via the corresponding state machines).

The simplified pseudo code of a regular member joining is shown in Figure 4l
The code covers the state machindd shown in Figure Bl and portions of other
two state machines related to this specific case (see GSM-delegate and MSM-

4 The related states and state transitions in Figure [d are indicated.
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Message From To Message role
Type
Force_Join Regular Delegate Causes Delegate to join a group
member
Start_Sync Regular Delegate Causes Delegate to reply with information about
member group members
Delegate's reply to the Sync_Reply (contains a list
Regular
Sync_Reply Delegate of members message sequence numbers as
member
currently known to Delegate)
View_Id Delegate Delegate Qauses Receiver to reply with information about
its local members
Cut_Request Regular Delegate Qauses lDeIegate to reply with
member information about specific group members
Delegate /| 00 feomains a st of the requeaioa
Cut_Reply Delegate Regular 9 a
members message sequence numbers as
member
currently known to Delegate)

Fig. 3. Protocol messages.

delegate in [IB])El A regular joining member p; is notified about a new member py
in the group by receiving either a NS Join message or a Sync_Reply/Cut_Reply
message (sent by its own delegate). In either case, p; initiates a new member
state machine for p;. In the former case, the MSM goes directly to “active”
state, in which messages sent by ps will be processed. In the latter case, the
NS notification regarding the joining of po has not arrived yet. Thus, the MSM
goes into “semi-active”. In this state, p; waits for the proper NS Join message
concerning po. When the NS Join message arrives, the MSM goes into “active”
state. This complication is caused by the asynchrony resulted from the separation
of the membership algorithm within Xpand and the external NS mechanism.

To limit some of the potential race conditions, the Start_Sync message is sent
via NS. This ensures that by the time a delegate receives this message via NS,
it has already received and processed all the previous NS messages@, especially
those received by the regular member at the moment of sending this request.
This doesn’t cover the multi-join case that is created when several members
join at once, some of them not yet having delegates in the group. In a more
complicated case, we may face a situation when members are in the group,
but their remote delegates are not, or a situation when the Sync_Reply doesn’t
include all the necessary information about them. The regular LSM (in [13])
copes with those situations. LSM essentially needs to identify the case and to
wait for its resolution, while allowing the sender to begin sending its information.
While waiting for the delegate of a LAN to join the group, the member can

5 E.g., the NS_Join in the code is actually part of the GSM of the delegate.
6 By the causality assumption of the reliable FIFO comm. layer within the NS.
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Invoke NS_join(G) (piggyback next data message SeqN);
label wait for RR:

(¢D) wait for NS Resolve_Reply msg (RR);

(1->2) if RR includes local delegate {

(1->2) NS_sendmsg(Start_Sync of G, local delegate);
(2) wait for a Sync_Reply message;

allow the user application to send data
messages to G

(2->3) for each LAN listed in the Sync_Reply message
invoke the corresponding LSM;

(2->3) for each new LSM
invoke the corresponding MSM;

(2->3) for each new MSM {

extract sender message SeqN;
init sender data structure

}
otherwise {
(1->5) build Force_Join message m for G
(1->5) NS_sendmsg(m, local delegate);
(5) wait for local delegate to join Gj;
(5->1) issue a NS_resolve(G);
(1 goto wait for RR

Fig. 4. Highlights of Join Operation at Regular Member.

process further NS messages for LANs on which it has the full informatiorEl.
Other NS messages need to be buffered and processed after the delegate joins
and integrates within the group.

As regards the delegate part, a delegate joins a new group when its first local
member joins it and “forces” the delegate to join also by sending a Force_Join
message. Upon receiving such a message, the delegate invokes a GSM for the
relevant group. Upon receiving the resolve reply, the GSM invokes a set of LSMs
which, in turn, invokes a set of MSMs per LSM. The delegate GSM and MSM
appear in [I3]. Below we discuss the delegate LSM (LAN State Machine).

Figure Bl shows the simplified pseudo code of the delegate, executed upon
receiving a Force_Join. The code covers the state machindd in Figure [ and
portions of the other two state machines related to this specific case (see MSM
and GSM of delegate in [13])@. The Force_Join message causes the delegate to join
a specific group. When the delegate joins the group and receives the resolve reply
through NS, it needs to spawn LAN state machines per LAN that is represented
in that resolve reply message. While the delegate is waiting for the resolve reply

" Full information here means acquiring message sequence numbers for each known
member in the remote LAN.

8 The related states and state transitions in Figure [@ are indicated.

9 E.g., the NS_Join in the code is actually a part of the GSM of the delegate.
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label init-group:
A Force_Join for group G is received from a local member
NS_join(G);
wait for NS Resolve_Reply msg (RR);

split RR into separate LAN lists;
for each LAN list in RR {
invoke LAN state machine (Figure [1D;
if remote delegate is NOT listed in the RR
wait for remote delegate to join G;

label peer sync:

(1->2) NS_sendmsg(View_Id msg, remote delegate);
(2) wait for Cut_Reply msg corresponding to View_Id msg;
(2->3) for each member listed in the Cut_Reply msg {

invoke the corresponding MSM and within it:
extract member message SeqN;
init member data structure;
(3) put LSM into ‘‘active’’ state
} /* for each LAN in the group... */

Fig. 5. Highlights of First Join Operation at Delegate.

message, it may receive View_Id messages or Start_Sync messages via NS. Those
messages will be buffered and processed later when the resolve reply is received.

When the delegate is already a member of a group and is notified about a
new member of its own LAN (via an NS Join notification), it takes the new
member message SeqN that is listed in NS Join notification and initializes the
new member data structure.

A different case occurs when a remote member joins the group while its
own delegate is not a member yet. In this case, the local delegate waits for the
remote delegate to join via the NS. Once the remote delegate has joined, the
local delegate performs the protocol in Figure [ starting from peer sync label.

In the above description, we have dealt only with a common case from the
overall protocol. A careful use of the NS channel enables us to cope with some of
consistency problems. The full protocol is a combination of all the state machines
being executed concurrently while responding to the arriving events. Due to the
lack of space, we are not considering all the particular issues. The description of
the state machines here and in [13] enables to identify some of those issues.

5 Implementation and Performance Results

To test the efficiency of the ad hoc membership algorithm and its implementa-
tion, we conducted several tests to measure the effect of membership changes
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on ongoing message flow. Specifically, we will show its fast_join and smooth_join
(Section B) properties.

The ad hoc algorithm was tested in multi-continent (WAN) setting. The tests
included three sites: The Hebrew University of Jerusalem in Israel (HUJI), the
Massachusetts Institute of Technology (MIT) and the National Taiwan Univer-
sity (NTU). We had estimated the round trip times and the loss percentage
between these sites, in order to have the characteristics of the network inter-
connecting them. The round trip times measured between MIT and HUJI and
between MIT and NTU were both about 230ms. The round trip time between
HUJI and NTU was about 390ms. The loss percentage was not as persistent as
that of the round trip times, varying from 1 percent to 20 percendﬁ

In all the three sites, the machines used were PC computers running the
Linux operating system. As there is no IP multicast connectivity among these
sites, a propriety application layer multicast (ALM) mechanism was used [IJ.
The obtained message distribution tree is presented in Figure Bla). HUJI was
selected to be the tree root by the algorithm used in the dynamic ALM tree
construction. In all the tests the senders emitted a message every 100ms.
Fast_Join

In the first test, we measured the time it takes a new joiner to start receiving
messages from active sources, the participants being 4 senders at HUJI (S1-S4)
and one sender at NTU (S5). There were two joiners, one at MIT and one at

10 In some cases, a higher loss percentage was observed when the interval between the
ping (ICMP) messages was less then 100ms.
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HUJI (S6). Both joined the group during the test and started sending messages
right after joining the group.

The graph in Figure[d(a) shows that once the joiner at MIT (which recorded
the events) receives the proper event notification (Sync_Reply message), it begins
receiving messages from all current senders within a short time (23ms). It takes
the joiner longer time to begin receiving from the another joiner. This extra time
is a result of the difference between the arrival of the Resolve_Reply notifications
between MIT and HUJI.

To evaluate the impact of our results, it should be mentioned that in
Moshe [7], in a similar scenario, the minimal time should be at least one and a
half round trip, which amounts to at least 600ms.

Smooth_Join

In this test, we measured the impact that a set of joiners might have on the
ongoing message flow. The sender was at HUJI, the receiver at MIT, and during
the test, 4 processes joined at HUJI and one at NTU. All the joiners left later
on. The tests show that the impact on the message flow was negligible [(b).
Messages are still received every 100ms.
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Fig. 9. Impact of membership changes.

In the virtual synchrony implemented by Keidar et. al [7], the message
flow needs to be stopped for at least one round-trip time (in the best possible
scenario). In our specific setting it should have taken at least 390ms.
Continuous behavior

The third test measured the behavior of the ad hoc membership implemen-
tation over a long period of time, during which the loss rate was rather high. In
this test, the sender was located at HUJI, the receiver at MIT, while the process
at NTU and the processes at HUJI joined and left repeatedly. The tests show
that the behavior of the system during the periods with no membership changes
and the periods with such changes is almost identical B(b), showing the efficiency
of the algorithm.

Discussion

All the tests described above proved that the ad hoc approach enables pro-
cesses to join the group promptly, with minimal impact on ongoing message
flow. Applications that do not need strong characteristics will face the minimal
impact we observed. Applications that require stronger semantics will still need
to wait for full synchronization, as measured by Keidar et. al [7].

6 Related Work

Congress [12] and Maestro [14] were the first to observe that separating main-
tenance of membership from a group multicast will better enhance scalabil-
ity of fault-tolerant distributed applications. This separation was later adopted
by researchers who addressed the WAN environment ([7J15/16]). InterGroup [5]
presents another WAN approach to address scalability.

Several research projects in the past sought to relax the semantics of the
middleware for distributed applications ([4J6/14J16/17/18/19/20/21]). Our work
takes advantage of both approaches, in order to find a better balance between
efficiency, scalability and guaranteed semantics.

Recently, new implementations [2223] of reliable multicast have appeared,
whose protocols use peer-to-peer overlay systems. Those systems scale for large
group, while members are not required to keep group membership information,
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which might be critical for some applications. An interesting implementation of
application layer multicast is Narada project [24]. We are considering using the
latter approach as an application layer in Xpand.

7 Conclusions

The focus of this paper is to address the needs of a class of distributed ap-
plications that require high bandwidth, reliability and scalability, whilebut not
requiring the strong semantics of current distributed middleware solutions. Since
current middleware cannot scale well when it is required to guarantee the strong
semantics, there is a need to identify a better tradeoff between the semantics
and the efficiency.

The ad hoc membership algorithm that we have developed, together with its
implementation, present such a tradeoff. The performance results prove that our
approach is feasible and can scale well.

The implementation shows that it is possible to integrate an external mem-
bership service with a hierarchical system for message distribution. We believe
that other systems with hierarchical architecture and/or external membership
service may apply similar techniques to their algorithms. A reliable multicast
based on forward error correction is a simple one-to-many application. However,
the rest of the applications listed in Section 2.1 need better reliability and coor-
dination than our approach offers. Future research is intended to provide better
characterization of these classes.
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Abstract. A condition monitoring system tracks real-world variables and alerts
users when a predefined condition becomes true, e.g., when enemy planes take off,
or when suspicious terrorist activities and communication are detected. However, a
monitoring server can easily get overwhelmed by rapid incoming data. To prevent
this, we partition the condition being monitored and distribute the workload onto
several independent servers. In this paper, we study the problem of how to make a
partitioned system behave “equivalently” to a one-server system. We identify and
formally define three desirable properties of a partitioned system, namely, ordered-
ness, consistency, and completeness. We propose assignment-based partitioning
as a solution that can handle opaque conditions and simplifies load balancing. We
also look at a few typical partitioned systems, and discuss their merits using sev-
eral metrics that we define. Finally, an algorithm is presented to reduce complex
system configurations to simpler ones.

1 Introduction

A condition monitoring systemis used to track the state of certain real-world variables and
alert the users when pre-defined conditions about the variables are satisfied. For example,
soldiers in a battlefield need to be notified when the location of enemy troops is within
a certain range. Authorities must be alerted if suspicious money transfer transactions or
communication messages are detected that fit into a “terrorist” pattern. The manager of
anuclear plant has to get a message on his/her Personal Data Assistant (PDA) whenever
the temperature of the reactor is higher than a safety limit.

Figure[[(a)|illustrates such a condition monitoring system. It consists of one or more
Data Monitors (DM), a Condition Evaluator (CE), and one or more Alert Presenters
(AP). A Data Monitor tracks the state of a real world variable, such as the reactor
temperature. Periodically or whenever the variable changes, the DM sends out an update,
i.e., atemperature reading. The stream of updates arrive at the Condition Evaluator, which
uses them to evaluate a predefined user condition c, e.g., “reactor temperature is over
3000 degrees.” If the condition c is satisfied, an alert is sent to the Alert Presenter, which
is responsible for alerting the user. In this case, the user will be notified by a message on
his/her PDA that the reactor has overheated. If the PDA is off or disconnected, the CE
logs the alert, and sends it later, when the AP becomes available.

We call systems with a single Condition Evaluator, such as the one in Figure
centralized monitoring systems. One problem with a centralized system is that the CE
can easily get overloaded [1]. High volume of updates may arrive at the CE at a rapid
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Fig. 1. Condition monitoring systems

pace. For each new update received, the CE needs to match it against c. The matching
can become a time-consuming operation if, for example, the CE needs to extract enemy
plane movement information from satellite images, or to analyze text messages in order
to determine the topic. Furthermore, for each update that matches, an alert has to be
generated, logged, and sent out to all interested APs. In a system with frequent new
updates and many users, the resources required to match updates and to send alerts may
well exceed the capability of a single machine.

The above problem can be alleviated by introducing multiple independent Condition
Evaluators to share the workload (Figure [[(b)). In a partitioned monitoring system, each
CE; monitors a modified “condition partition” ¢; instead of c¢. The CEs independently
make their own decisions about when to generate an alert. Ideally, the work at each CE;
is reduced to a fraction of the centralized case, while the outcome is kept “equivalent.”

One way of obtaining the ¢;’s is to break up c into sub-expressions. For example,
assume cis “temperature is over 3000 degrees OR temperature has risen for more than 200
degrees since last reading.” We can then split the disjunction to obtain ¢ (“temperature
is over 3000 degrees”) and c; (“temperature has risen for more than 200 degrees”). Such
structure-based partitioning takes advantage of knowledge about ¢’s internal structure,
and the resulting condition partitions are usually subexpressions of c.

Structure-based partitioning often gives a natural and efficient way of breaking up
c. However, this type of partitioning is only applicable when the internal structure of ¢
is known and amenable to being broken apart. Moreover, it is often difficult to evenly
balance the workload among the CEs because one condition partition may be much more
costly to monitor than another. Instead, we propose a different approach, suitable for
partitioning “opaque” conditions, whose expression c is treated like a black box.

In assignment-based partitioning, each CE; is ultimately responsible for the whole
¢, but only for some fraction of the updates. For example, two CEs can partition the
workload so that one evaluates c on the even updates, while the other on the odd updates.
More formally, each CE;’s condition partition c; takes on the form ¢; = p; A ¢, where
p; is an “assignment test” on the updates. Intuitively, when a new update arrives at CE;,
the assignment test is performed first. If the test is passed, we say that the new update
has been assigned to CE;. In this case, processing of the update continues as in the case
of a centralized system. On the other hand, if the assignment test fails, CE; does not
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even evaluate ¢ (in other words, the conjunction in p; A ¢ is short-circuited). In this way,
each CE; is only responsible for (i.e., evaluates and generates alert for) those updates
assigned to it. Thus, load balancing is achieved by controlling the fraction of updates
that are assigned to each CE;.

To illustrate the benefit of partitioning, let us assume that processing a new update
takes exactly one unit of time in a centralized system monitoring condition c. Such
a system can handle a “Maximum Sustained Update Rate” (defined more formally in
Section[3.1)) of 1 new update per unit time. Further assume that CE; only takes % time
unit on average to process an update, either because c; is a much simpler expression, or
because most of the updates received are not assigned to CE; and can be disregarded
quickly. Consequently, such a system can withstand a Maximum Sustained Update Rate
of roughly /V updates per time unit, resulting in an /NV-fold increase in capability.

Another benefit of a partitioned system is increased partial reliability of the monitored
condition. Since the condition is monitored by several CEs together, even if one of them
goes down, the user should still be able to receive some alerts, unlike in the centralized
case. In a previous paper [2], we considered full replication as a solution for reliability.
In a replicated monitoring system (Figure [I(c)), multiple CEs all monitor the same
condition to guard against failures. However, the Maximum Sustained Update Rate of
such a system is not improved compared to a centralized system, even though more CEs
are deployed. A partitioned system is able to reap some of the benefits of a replicated
system without its full cost.

This paper addresses the problem of partitioning a condition so that it can be handled
by multiple CEs in parallel. In particular,

e We define a set of desirable properties that contribute to making a partitioned system
“equivalent” to a centralized system (Section[3:1).

e We prove some fundamental properties of partitioned systems in general (Section[3),
and assignment-based partitioning in particular (Section H).

e We propose and compare two methods of doing assignment-based partitioning. We
also present a few representative systems, and develop performance metrics to mea-
sure their relative merits (Section B).

e Finally, we develop methods to apply our analysis to more complex system config-
urations involving multiple variables (Section [G)).

2 Problem Specification

In this section, we give more details on the workings of a condition monitoring system,
using the nuclear reactor temperature sensing example from Section[Il The Data Monitor
is a temperature sensor attached to the reactor. It is also connected to a communications
network which allows it to send temperature readings to other devices. We assume that
each DM monitors only one variable, as a sensor which simultaneously monitors two
targets can be thought of as two DMs co-located on the same device.

An update has the format u(varname, data, seqgno) where varname is an identifier
of the real world variable being tracked, and data reports the new state of this variable.
The seqno field uniquely identifies this update in the stream of updates from the same
variable. We assume that sequence numbers of updates sent from the same DM are
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consecutive. In our reactor example, an update u(x, 3000, 7) denotes the seventh update
sent by this DM for reactor x, reporting a temperature reading of 3000 degrees. In the
remainder of this paper, we will use 7% to denote such an update.

A condition c is a predicate defined on values of real world variables. The set of
variables that appear in a condition’s predicate expression is the variable set of that
condition, denoted by V. The CE receives updates from all DMs that monitor variables
in V. When a new update arrives, the CE re-evaluates its condition. The update is said
to match (or trigger) c if the data contained in it causes c’s predicate to evaluate to
true. For example, condition cl (“reactor temperature is over 3000 degrees”) is triggered
whenever the temperature reading exceeds 3000.

Note that to evaluate condition c1, only the current temperature reading is needed.
However, to monitor another condition ¢2 (“reactor temperature has risen for more
than 200 degrees since last reading”), the CE needs to remember the previous update
in addition to the current one. Thus, we generalize to say that a condition is defined
on a set () of “update histories,” one for each variable in V. An update history for
variable x, denoted H, is a sequence of D x-updates received by the CE. Specifically,
H, = (H,[0], H,[-1], H,[-2],..., Hy[-(D — 1)]), where H,[—i] is the ith most
recently received update of variable x. (See later for how to choose D). When a new
x-update is received, it is first incorporated into H,, which is then used to evaluate the
condition. For instance, after update 7% arrives, H,[0] becomes 7%, and H,[—1] is 67,
and so on.

The number D, called the degree of H,, is determined by the condition. We say
that a condition c is of degree D with respect to variable z if the evaluation of ¢ needs
an H, of at least degree D. The degree of a condition is inherent in the nature of the
condition itself, and it dictates how many z-updates the CE will need to store locally
(i.e., the degree of H,,). Thus, condition c1 can be expressed more formally as c1(H) =
(H[0].data > 3000), and is of degree 1 to variable x. On the other hand, c2(H) =
(H;[0].data — H,[—1].data > 200), and is of degree 2.

When the condition evaluates to true, an alert is sent out by the CE. An Alert Presenter
collects such alerts and displays them to the end user, e.g., by a pop-up window or an
audible alarm. We assume that the alert is of the form a(condname, histories), where
condname identifies the condition that was triggered, and histories are all the update
histories used by the CE in evaluating the condition. The histories are included if the AP
needs them for a final round of processing on the alerts before presenting the alerts to
the user, as will become clear later.

In a partitioned system, N CEs (CEg through CEx_;) work in concert to handle a
single condition c. Instead of ¢, each CE; monitors a modified condition partition c;.
When a new update arrives at CE;, an alert is triggered if and only if ¢;(H) is true.
Although the CEs monitor their respective condition partitions independently, the goal
is to produce an “equivalent” overall effect to a single CE monitoring the original c.

Finally, we assume that the links connecting the CE to the DMs and APs provide
ordered and lossless delivery. The focus of this paper is not on reliability, and the reader
is referred to [2] for discussion of issues when the links assumption does not hold.
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Fig. 2. Analysis model for single variable systems

3 Single Variable Conditions

In this section, we present some general results of partitioned systems, regardless of
whether the structure-based or assignment-based method is being used. For now, we
restrict our discussions to conditions involving only one real world variable z, i.e.,
V' = {z}. Hence, the monitoring system contains only one Data Monitor, and all relevant
updates will have x as their varname. Single variable systems are important both as
basis for more complex configurations, and in their own right. Many useful real-world
scenarios, such as single-issue stock tracking and danger alerts, can be formulated as a
single variable monitoring problem. In Section Blwe will investigate multiple DMs.

Figure depicts a centralized condition monitoring system C. Let U represent
the sequence of updates sent out by the DM over some period of time. The Condition
Evaluator receives the sequence of updates U as input, and generates alert sequence A
as output, according to the definition of ¢, the condition it is monitoring.

Figure[2(b)|illustrates a partitioned one-variable system P based on the centralized
system C. For now, we assume that all CEs in P receive the same input as the single CE
in the corresponding centralized system C, i.e., Uy = Uy = --- = Uy_1 = U. In other
words, the update stream is fully replicated to all CEs. Note that replicating the update
stream N times will likely mean more work for the DM. If it is desired to keep DM itself
simple (since it can be a dumb device such as a networked thermometer), an additional
“update replicator” can be installed to receive updates from the DM and forward them
to all CEs. Section F] will also investigate scenarios where the full update replication
assumption can be relaxed.

Since each CE; monitors a different ¢;, their outputs will be different. Specifically,
we use A; to denote the sequence of alerts generated by CE;. Finally, the AP collects all
A;’s and merges them to produce a final alert sequence A’, which are displayed to the
end user. To produce A’, the AP uses a simple duplicate elimination algorithm called
EXAcTDUPLICATEREMOVAL to filter out some alerts. In particular, the AP discards an
alert if it is “identical” to another alert that has already been presented to the user. Two
alerts are considered identical if their history sets H are the same, i.e., if they triggered
on the same set of updates.
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3.1 System Properties

We propose three desirable properties of a partitioned system, defined by comparing the
output of P to that of C. We define an alert a’s sequence number to be H,[0].segno,
namely, the sequence number of the xz-update that triggered a. A sequence A of such
alerts is ordered if the sequence numbers of all alerts contained in A form a ordered
sequence. Furthermore, we use A to denote the (unordered) bag consisting of these
sequence numbers.

A partitioned system P is said to have each of the following properties if every alert
sequence A’ it outputs satisfies the corresponding criterion.

1. Orderedness: A’ is ordered.
2. Consistency: PA’' C PA.
3. Completeness: A’ = P A.

The three properties measure how the behavior of P “conforms” to that of C. Specif-
ically, orderedness looks at the order in which alerts are presented to the user, while the
other two criteria deal with what alerts are presented. Orderedness indicates that alerts
are delivered to the user in increasing sequence number order. Since a centralized sys-
tem C always delivers alerts in this order, a partitioned system P that is ordered behaves
similarly in this respect.

If a partitioned system P is consistent, the user can expect to receive (although
perhaps in a different order) a subset of those alerts that would have been generated by
the corresponding centralized system C. In contrast, an inconsistent system is able to
generate “extraneous” alerts that one would not normally expect from C. Therefore, it is
easy for a user behind an inconsistent system to tell that partitioning is being used when
he/she sees these “extraneous” alerts.

Completeness is a stricter criterion than consistency. For a partitioned system P to
be complete, it will have to generate all alerts and only those alerts that would have
been generated by C. Trivially, completeness implies consistency, while the reverse is
not true. An incomplete system implies that the user may miss some alerts as a result of
partitioning the workload among several CEs.

3.2 Discussion

How a condition c is partitioned among the CEs (specifically, the definition of ¢;’s)
largely determines the properties achieved by the resulting system P. The following
theorems discuss the details. Due to lack of space, we omit all proofs in this paper. Bear
in mind that the discussion of this section pertains to single variable conditions, with
ExactDupLICATEREMOVAL filtering, and where every CE; sees the same input.

Theorem 1. A partitioned system P is ordered if and only if }U, such that c;(H) =
¢;(H') = true and c;(H) = false for some i,j € [0.N —1],i /=j and H /H' €
U, H,[0].seqno < H_[0].seqno.

We deduce from Theorem [I] that in most cases orderedness is not achieved in a
partitioned system. This is because normally, when the output alert sequences of different
CEs are merged together at the AP, it is possible that alerts will be delivered out of order
due to the different interleaving order of these sequences. Exceptions do exist, but often
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involve an impractical “trivial” partitioning. An example of such a trivial partitioning is
where ¢y = c and ¢; = false for all other ¢;’s.

If orderedness is desired, however, it can be enforced by having the AP perform
additional filtering on top of ExactDuPLICATEREMOVAL. For example, the AP can re-
member the last alert it has delivered to the user, and discard new alerts that arrive out
of order. However, orderedness is gained in this situation at the expense of throwing out
some potentially useful alerts.

Theorem 2. A partitioned system P is consistent iff co Vc1 V---Veny_1 = C.

Intuitively, if cg V ¢1 V - - - V ey—1 logically implies ¢, then any update that triggers
at some CE; in P will also trigger condition ¢ in C. Analogously, the following theorem
states that P is complete if and only if co V1 V- - - Ven—1 and c are logically equivalent.

Theorem 3. A partitioned system P is complete iffco V c1 V ---Ven_1 <= c

Example 1. Condition cis defined as “temperature is over 3000 degrees OR temperature
has risen for more than 200 degrees”, or ¢(H) = (H,[0].data > 3000 V H.[0].data
—H_[—1].data > 200). Splitting the disjunction using structure-based partitioning, we
obtain co(H) = (H,[0].data > 3000), and ¢;(H) = (H.[0].data — H,[—1].data >
200). Applying the theorems above, we can prove that P is complete, but unordered.

4 Assignment-Based Partitioning

In this section and the next, we focus on assignment-based partitioning. We have ¢;(H)
= p;(u) A ¢(H), where p; is the assignment test defined on the newly received update
u. We assume that evaluating p;(u) is a fast operation, with negligible cost, compared
to evaluating ¢(H ). This ensures that the goal of partitioning is achieved, namely, that
the average workload at each CE; is reduced compared to the single CE in a centralized
system, as long as CE; is assigned only a portion of the steam of updates in U.

4.1 Discussion

The following theorems, derived from those in Section[3.2, illustrate how the definition
of p; determines the properties of an assignment-based system P. As such, the theorems
apply to single variable conditions, with EXACTDUPLICATEREMOVAL filtering, and where
every CE; sees the same input.

Theorem 4. An assignment-based partitioned system P is ordered if and only if U

such that p;(v) = p;(v') = true and p;(v) = false for some i,j € [0.N—1],i /=j
and u, v’ € U,u.seqno < u'.seqno.

Theorem 5. An assignment-based partitioned system P is always consistent.
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Theorem 6. An assignment-based partitioned system P is complete if and only if Vu,
CN o (pi(u) = true) > 1, where CN M (pi(u) = true) counts the number of i’s in
[0..N —1] that make p;(u) true.

Theorem Blsays that P is complete as long as every update is assigned to at least one
CE,;. We observe that duplication of assignment (i.e., one update assigned to more than
one CEs) results in replication of the condition (i.e., the condition being monitored by
multiple CEs simultaneously), which may actually be beneficial in terms of reliability.
Although replication does not affect the system properties (because duplicate alerts are
eventually removed by the AP), it has its own issues which are not studied here. Instead,
we will focus on systems where each update is assigned to exactly one CE;.

4.2 Types of Assignment

Assignment-based partitioned systems are further divided into two categories depending
on how the assignment is determined. In autonomously assigned systems, the assignment
is done by the CEs autonomously. The CEs agree on the definitions of p;’s before the
system starts running. The DM, not knowing these definitions, simply replicates all
updates to all CEs concerned.

A centrally assigned partitioned system, on the other hand, relies on a central control
to decide on the assignment at run time. Before an update  is sent out, the DM inserts an
aceid tag, which contains the id of the CE that this update is assigned to (0 < aceid <
N ) At the other end, CE; recognizes that an update has been assigned to it if the aceid
matches its own id. In effect, p; (u) = (i = u.aceid).

While Theorems[d] to [l above apply to both types of assignment-based systems, the
following lemmas are tailored specifically for a single variable partitioned system with
central assignment. Such a system is not ordered except in the “trivial” case where all
updates are assigned to one particular CE,. It is also always complete because it assigns
each update to exactly one CE.

Lemma 1. A centrally assigned partitioned system P is ordered if and only if Ik €
[0..N —1] such that Vu, u.aceid = k.

Lemma 2. A centrally assigned partitioned system P is always complete.

Central assignment can potentially avoid some shortcomings of an autonomously
assigned system. For example, when a new CE joins or an existing CE leaves an au-
tonomously assigned system, all other CEs need to be notified in order to redistribute
workload to achieve balance. This is because the definition of p; usually depends on N,
the total number of CEs. Hence when N changes, all p;’s must be redefined. Analogously,
when one CE goes down or gets overloaded temporarily, it is hard to dynamically ad-
just the work distribution to adapt to the change without inter-CE communication. With

! Note that this requires a more intelligent DM. As noted before, an “update replicator” can be used
to keep the DM itself simple. Also, note that the use of a central control in this particular case
does not create an additional single point of failure as the DM is needed even with autonomous
assignment.
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central assignment, on the other hand, the exact assignment of an update u is finalized
just before it is sent out (when aceid is tagged on). Thus, a centrally assigned system
has much more flexibility in adapting to a dynamic environment.

4.3 Dropping Updates

Another problem with autonomous assignment is that the update stream U must be fully
replicated N times (Uy=U; =---=Ux_1 =U). Because the DM does not know about
the definition of p;, it has no way of predicting which CE or CEs will need a particular
update. Hence it must send any update to all CEs to make the system work. Without an
efficient multicast protocol, this duplication of update sends can be quite wasteful.

In contrast, as an optimization of a centrally assigned system, the DM can potentially
drop some updates to certain CEs in order to avoid unnecessarily sending them. Since the
DM controls update assignment, it is also in a position to predict whether a particular
update u needs to be sent to a particular CE; in order for the system to function. In
essence, we can reduce U, the input to CE;, to a particular subsequence of U, instead
of the full U, while keeping the system outcome the same.

One might think that only assigned updates need actually be sent to CE; (in other
words, U; = (u | w € U AND w.aceid = i)). However, as the following example
shows, this naive approach does not work. In fact, the minimal U; also depends on D,
the degree of the condition being monitored.

Example 2. Assume a condition of degree 2: “reactor temperature has risen for more
than 200 degrees since last reading”. Also assume that update 7% is assigned to CE,, but
6% isnot. If U; = (u | u € U AND u.aceid = i), then 7* € Uy, but 6* /dJ;. However,
in order for CE; to correctly evaluate the condition when it receives 77, it will also need
the data from 6”. Therefore, even though 67 is not assigned to CE;, it must still be sent
to it.

The following lemma shows precisely when an update can be dropped. In short, u
is sent to CE; if it is assigned to CE;, or if a later update (uy) will be assigned to CE;
and the condition evaluation of u; depends on u.

Lemma 3. The output of a centrally assigned partitioned system remains the same if
U, is changed from U to (u | w € U AND Juy, € U such that uy.aceid = i and
0 < ug.seqno — u.seqno < D).

5 Sample Assignment-Based Systems

In this section we show a few sample ways of constructing an assignment-based parti-
tioned system P. For each system, both an autonomously assigned version and a centrally
assigned version exist, and they behave identically (except that the latter can drop certain
updates as an optimization).

Table [1] summarizes the major results which we explain next. If the definition of a
system is given as d in the table, then the autonomously assigned version is obtained
by p;(u) = (i = d), while the centrally assigned version is defined as p;(u) = (i =
u.aceid) and u.aceid = d.
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Table 1. Comparison of assignment-based systems. R; is the i-th element of an infinite random
sequence of integers, with each element between 0 and N — 1, inclusive

HName \ Definition \ Comp. \ Ord. \ MSUR\ AWT \ PUD \ ‘
TRIVIAL 0 vV IV 1 0 - %
RANDOM Rou.seqno vV | X [N—€]2(E-1) (1- )P
ROUNDROBIN| u.segnomod N | +/ | X N 0 max(0,1 — 2)
g-RNDRBN | [*221%2 | mod N| /| X N W max (0,1 — ‘H:;Nfl)

5.1 Performance Metrics

In order to quantitatively compare different systems, we develop three performance
metrics to measure aspects of a system such as its throughput and mean response time.
We use a relatively simple analysis model to capture the important system tradeoffs. Our
model assumes that updates in U are generated at a constant rate of a.. For example, if
a = 2, then a new update appears every half time unit. When a new update arrives at
a CE, the quick assignment test is performed first. If assigned, the update is processed
by this CE. Processing time is assumed to take 1 time unit exactly. However, if the CE
is currently busy processing another previous update, the new update is appended to an
update queue at this CE.

Our first metric measures the throughput of the overall system. The Maximum Sus-
tained Update Rate (MSUR) of a partitioned system is the maximum « at which the
system is stable, i.e., the update queues at all CEs reach a steady state. As a reference, a
centralized system C has an MSUR of 1 (update/time unit). At update rates greater than
1, updates are generated at a higher pace than they can be consumed by the CE, and the
queue length increases without bound.

The Average Wait Time (AWT) is the average time an update has to spend waiting
in the update queue, while the system is running at MSUR. AWT measures the average
response time of the system. In the centralized example, the AWT is O (time unit) because
a new update arrives just when the previous one finishes processing.

Finally, the Percentage of Updates Dropped (PUD) metric gives the average per-
centage of updates dropped in the centrally assigned version of a partitioned system. For
example, if the centrally assigned version only needs to send each update to half of the
N CEs on average, then the system has a PUD of 50%. The larger the PUD number, the
less work the central control does. If PUD = 0, the centrally assigned solution does not
save any effort over autonomous assignment.

5.2 Comparison

Due to space limitations, we will only present here a brief comparison of systems, and
omit details such as derivations of various results summarized in Table[Il Our first sample
system, named TrRIvIAL (Figure B(a)), is a “trivial” system because it assigns all the work
to one particular CE, CE,. In the second system Ranpom (Figure [3(b)), an update is
assigned to a random CE every time. Note that to implement the autonomously assigned
version of RANDOM, the CEs simply need to agree on a pseudo-random algorithm and a
seed at the beginning in order to avoid communication during run time. ROUNDROBIN
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(Figure [3(c)) assigns each update to the next CE in turn. Finally, -ROUNDROBIN is a
variation on regular ROUNDROBIN where each CE gets assigned ¢ consecutive updates
in U before next CE’s turn. Naturally, ROUNDROBIN is simply a special case of g-
RoOUNDROBIN with g = 1A

-‘_xf’ -‘_::5 a‘x* FEE TR Y ;\*b lel -\x* -‘x'} 1‘1‘5 LI

~@PB®RRR® ~~fct] = @O 1 m=lcr]
®®0  ®0 -
“fm  ®R0®

(a) TrIviaL (b) RANDOM

~@0 QO @~k ~Q0 1 QR ~=fck
O ®0 ®0O =« 1 R0
Q0 ®0O B0

(c) ROUNDROBIN (d) g-ROUNDROBIN

Fig. 3. Running illustrations of sample partitioned systems, with N = 3, D = 2,and ¢ = 2. A
crossed circle () means that an update is assigned to a particular CE. A circle () implies that
the update is not assigned but still must be delivered to this CE. A dotted circle can be dropped
by a centrally assigned system

Figure @ plots PUD against N, the total number of CEs, based on the formulas
in Table [[l The various curves represent several different sample systems. The figure
shows that in general PUD rises with more CEs, implying that the advantage of central
assignment in dropping updates is more significant. Incidentally, TRIvIAL has the best
PUD among all partitioned systems because the DM in a centrally assigned TRIVIAL
only needs to send updates to one CE, CEq. However, since one CE handles all the real
work, the system obviously does not benefit from being a partitioned system. As such,
TRIVIAL has the same MSUR (1) as a centralized system C.

Since Ranpowm distributes the work more evenly among the N CEs, it is able to
significantly improve its throughput compared to TRIVIAL. Its MSUR is N — €, where ¢
is an arbitrarily small positive number[d Note that its MSUR can get infinitesimally close
to IV, but not equal to N, due to the randomness in how often each CE gets assigned.
Moreover, as MSUR approaches IV, the AWT suffers as a result.

Because of its regular assignment pattern, ROUNDROBIN further improves on RAN-
pom with an MSUR of NV and no wait time for the updates (AWT = 0). On the other
hand, as Figure Blshows, ROUNDROBIN’s PUD curve falls below that of RANDOM, espe-

% In fact, TRIVIAL can also be considered as a special case of -ROUNDROBIN with ¢ — co.
3 The calculation assumes Poisson random arrival at each CE; (M/D/1 queue), which is a close
approximation especially for small time units.
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Fig.5. A partitioned system monitoring a
Fig. 4. Comparison of PUD performances condition with two variables: z and y

cially for small N’s. The figure also points out that there is a threshold to N (N = D)
below which no updates can be dropped by ROUNDROBIN.

Finally, g-ROUNDROBIN is designed to improve ROUNDROBIN’s PUD performance,
while preserving its MSUR at V. As shown in Figured] a bigger ¢ enhances the PUD
by both reducing the IV threshold and increasing the rate at which the curve rises with
N. For instance, at N = 2D, an average update can be dropped to half (50%) of the
CEs if ¢ = 1, but almost 70% if ¢ = 2.

The tradeoff of a bigger ¢, on the other hand, is that the stream of updates assigned
to a particular CE; will be more “bursty”, i.e., a bigger chunk of consecutive update
assignment, followed by a longer inactivity period. As a result, updates have to wait
longer in the queue on average. For example, with 10 CEs, regular ROUNDROBIN (i.e.,
g = 1) has no delay in processing updates, whereas an update has to wait on average
18 time units when ¢ = 5. Hence, g represents a tradeoff between savings in dropped
updates and faster system response time.

6 Multi-variable Conditions

So far we have dealt with conditions involving only a single variable. In this section
we study conditions whose variable set contains more than one variable, i.e., |[V| > 1.
To illustrate, Figure[3 shows a system with two independent data sources, x and y. An
example of such a condition is “temperature difference between two reactors « and y
exceeds 100 degrees.”

Some of the results in previous sections can be naturally extended to the multi-
variable case. For example, we can define orderedness, consistency and completeness
for multi-variable systems by extending the definitions of Section[3.1lin a straightforward
manner. Similarly, performance metrics for multi-variable systems can also be defined.
The detailed definitions are omitted here to avoid redundancy. However, additional com-
plications do arise in a multi-variable system, which we explore next.

6.1 Discussion

As in the single variable case, it can be shown that orderedness is seldom achieved in
multi-variable systems except for some trivial configurations. Therefore, we will focus
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only on consistency and completeness in the following discussion. For now, we assume
that no updates are dropped (in Figure Bl Uy = Uy = --- = U%,_,, and likewise for y).
We will explore the interesting issue of dropping updates later in this section.

From Figure[3 we observe that the input to CE;, U;, is a mixed sequence of z- and
y-updates, obtained from interleaving U and U/. Without any safeguard mechanism,
it is possible for UF and U/ to interleave differently at different CEs, resulting in the
CE:s seeing a different input from each other. Consequently, a multi-variable partitioned
system is no longer consistent even if the condition in Theorem [2 is satisfied. The
following example illustrates.

Example 3. Assume the condition ¢ being monitored is “temperature difference between
two reactors  and y exceeds 100 degrees” (c¢(H) = (|H,[0].data — H,[0].data| >
100)). We split ¢ into co(H) = (Hz[0].data — Hy[0].data > 100), and ¢, (H) =
(Hy[0].data — H,[0].data > 100). Notice that ¢y V ¢, = c.

Let Uf = UF = (1%(1000°),2%(1200°)), and Uy = U} =
(1¥(10007),2¥(1200°)). That is, both reactors start at 1000 degrees, and then both
increase to 1200 degrees. Further assume that streams U§ and UJ are interleaved at
CE( such that Uy = (1%,1Y,2%, 2¥). However, a different interleaving at CE; makes
Uy = (1%,1v,2Y,27).

In this case, CEj triggers when it receives 27, and CE; will also trigger when it
receives 2Y. The user will receive both alerts (both will pass through the AP’s filtering
system since they are not considered duplicates). However, one can prove that no central-
ized monitoring system could generate such an alert combination. Hence the partitioned
system violates consistency.

There are two general approaches to remedy the above consistency problem in multi-
variable systems. First, measures can be taken to ensure that each CE sees the same input.
For example, a centralized “update replicator” can receive updates from all DMs involved
in a condition and then forward them to the CEs checking that condition, as hinted in
earlier sections. As another example, a physical clock system as defined in [3]] can be
put in place to enforce a total ordering of z- and y- updates at all CEs.

In the second approach, the CEs are allowed to see different input. However, the
Alert Presenter is required to take on a more active role in filtering out alerts that can
potentially lead to inconsistency, as illustrated in the next example. The disadvantage is
that the AP may potentially discard useful alerts.

Example 4. We assume the same setup as in Example Bl Furthermore, each alert sent to
the AP is tagged with the updates that it triggered on. For example, the alert generated
by CEq will be tagged with {27, 1¥}. The AP records this information before passing the
alert on to the user. When the second alert arrives from CE; tagged with {1%, 29}, the
AP will be able to detect inconsistency (algorithm detail omitted due to space constraint)
and thereby discard the new alert.

In the rest of our discussion, we assume that all CEs see the same input. In fact,
the following theorem tells us that, with such an assumption, all earlier single-variable
results on consistency and completeness become valid for multiple variables as well.

Theorem 7. Given Uy = U; = --- = Un_1, Theorems[2 and 16l and Lemma
apply to multi-variable partitioned systems.
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1. Partition (arbitrarily) the set of N CEs into |V| disjoint and non-empty groups, one G, for
each variable v € V.
2. Foreach G, pick any single variable partitioning scheme (such as those presented in Section[3]),
which will be used to assign v-updates to CEs in G.
3. For each update w,
3-1. Assign u to one of the CEs in G.varname, according to the group’s chosen single variable
scheme. We thus have CE, qceid € Gu.varname-
3-2. Then, send u to all CEs in all groups G, where v ~u.varname, and in addition, to the
subset of CEs in G,.varname as dictated by the single variable scheme.

Fig. 6. Algorithm MVP. For simplicity we assume that N > |V|

6.2 Dropping Updates

Another interesting consequence of multiple variables is that the DMs in a centrally
assigned system can no longer drop updates as freely. Previously in the single variable
case, the DM for variable x controls the assignment of x-updates, and it can accurately
predict whether a particular x-update v will not be needed by CE; in its condition
matching. With multiple independent DMs, however, such a prediction can no longer
be safely made in general because, even when DM, considers u unnecessary for CE;, u
might still be needed in evaluating the condition when a later y-update is sent by DM,,.

Example 5. Given a two-variable centrally assigned system, assume that a certain x-
update, 6%, is not assigned to a particular CE;. Further assume that the condition is of
degree 1 to variable z, i.e., only the most recent x value is needed in condition evaluation.
Thus, it would appear that 6% can be safely dropped by DM,, to this CE.

The problem comes, however, when a y-update, say, 3Y, arrives next. Assume 3Y is
assigned to this CE. To evaluate the condition, the CE needs the most recent value of
x, which should have been in 6*. However, since the CE never received 6%, value from
an earlier 5% is used instead. Thus the output of this CE is potentially affected by the
dropping of 6*. In fact, the resulting system is no longer consistent.

In the most general case it is difficult for the DMs to safely drop an update without
communication between themselves. However, specific circumstances exist where it is
possible to do so, and the following lemma presents one such scenario. In essence,
Lemma M says that an z-update can be dropped to CE; if no updates of any variable
other than z are assigned to CE;, and if the update will not be used to evaluate conditions
triggered by assigned x-updates.

Lemma 4. An update u can be dropped to CE; ifﬂuk € U; such that uy.aceid = 1
AND (ug.varname /=u.varname or 0 < ug.seqno — u.seqno < D).

Based on the above lemma, we have developed an algorithm (Figure[6)) to perform
the partitioning in a centrally assigned multi-variable system. Algorithm Multi- Variable-
Partitioning (MVP) associates a subset of CEs to each variable in the condition. It then
reduces an overall multi-variable problem to single variable partitioning problems within
each variable subset. To illustrate how the algorithm works, we walk through a simple
example next.
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Example 6. Assume a system with four CEs and two variables. For simplicity, further
assume that the condition is of degree 1 to both = and y. Using Algorithm MVP, let G, =
{CEy,CE;1} and G, = {CEy,CE3}. DM, decides to use ROUNDROBIN assignment
within its group, while DM,, uses RANDOM.

Based on ROUNDROBIN, all z-updates with odd sequence numbers are assigned to
CE;, while even ones are assigned to CEy. In other words, Vu with u.varname = =,
we let u.aceid = u.seqno mod |G| = u.seqno mod 2. Furthermore, odd sequence
numbered updates are sent to CEq, its assigned CE, as well as to both CEs in G,,.
Analogously for even sequence numbered z-updates. Similarly, a y-update is assigned
randomly to either CE, or CE3 according to RANDOM. Then it is sent to its assigned CE
in Gy, plus to CE( and CE;.

Intuitively, an even numbered x-update u can be safely dropped to CE; because it
is not needed to evaluate the condition when CE; receives an assigned odd numbered
z-update. Furthermore, since CE; is never assigned any y-updates, it does not have any
other evaluations which could have required . Finally, CE; is guaranteed to have the
correct y-value in its evaluations since it still receives all y-updates. Because each update
is sent to exactly three out of four CEs, the system has an overall PUD of 25%.

As Theorem [8] shows, Algorithm MVP results in systems that are guaranteed to be
complete, while still allowing updates to be systematically dropped. We further observe
that the performance of the overall system is closely tied to that of the single variable
schemes selected in Step 2, and a detailed analysis is omitted due to space limitations.

Theorem 8. A centrally assigned multi-variable partitioned system produced by Al-
gorithm MVP is complete as long as each single variable scheme selected in Step 2
generates complete systems.

7 Related Work

Modern content-based publish/subscribe systems [4)516] route and filter events from their
sources to interested destinations using a network of servers. There is certain overlap
of functionality between these systems and the condition monitoring systems we are
interested in. However, the focus of this work is on partitioning a condition to be handled
by multiple servers while maintaining the same semantics.

SIFT [1]] implemented an earlier monitoring system that provided batched filtering of
newsgroup articles. Based on its experience in operation, SIFT pointed out and motivated
the need for workload distribution. It also proposed the SIFT Grid, which is a distributed
mechanism resembling a variation of our centrally assigned scheme. However, the SIFT
Grid only dealt with degree 1 conditions, and properties about the partitioning were
never analyzed formally.

Large scale World Wide Web servers often use dynamic load balancing and failover
for increased capacity and availability [[7]. Although that research mostly focuses on dy-
namic fault detection and traffic redirection for stateless servers, some of the techniques
can very well be adapted to augment our centrally assigned monitoring systems.

Data stream systems are a recent research topic that has generated lots of interest
and activities [8]]. Although such systems also deal with streams of updates, the direction
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taken (e.g., data models for continuous queries) is quite different from ours. However,
some of our techniques and analysis can very well be applicable in that context.

8 Conclusion

As real-time monitoring of sensors and information sources becomes more widespread,
it will be critical to deal efficiently with large volume of updates and complex conditions.
Condition partitioning allows multiple servers (CEs) to share the load, but can potentially
lead to undesirable outcomes. In this paper we have studied what is needed to preserve
orderedness, consistency and completeness in partitioned systems. With assignment-
based partitioning, we have shown that CEs have a more balanced load because they
handle the same condition over different updates. The metrics and analysis we have
presented make it possible to compare assignment-based systems. In particular, our
model suggests that ROUNDROBIN performs well in throughput and mean response time,
while a centrally assigned g-ROUNDROBIN can trade system response time for less work.
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Abstract. We provide efficient constructions and tight bounds for
shared memory systems accessed by n processes, up to t of which may
exhibit Byzantine faults, in a model previously explored by Malkhi et
al. [MMRTO00]. We show that sticky bits are universal in the Byzantine
failure model for n > 3t 4+ 1, an improvement over the previous result
requiring n > (2t+1)(¢+1). Our result follows from a new strong consen-
sus construction that uses sticky bits and tolerates ¢ Byzantine failures
among n processes for any n > 3t 4+ 1, the best possible bound on n
for strong consensus. We also present tight bounds on the efficiency of
implementations of strong consensus objects from sticky bits and similar
primitive objects.

1 Introduction

Although Byzantine fault tolerance in message-passing systems has been exten-
sively investigated, it was only recently that Malkhi et al. initiated the study of
Byzantine fault tolerance in asynchronous shared memory systems [MMRTO0].
Their work establishes a formal model and shows how the use of access control
lists (ACLs) can constrain Byzantine behavior and permit reliable distributed
computation. They investigate universal objects, which can be used to imple-
ment any shared object. Specifically, they show that sticky bits, a simple shared
memory primitive long known to be universal in the crash failure model [P1o89],
are also universal in the Byzantine failure model, provided that n > (2t+1)(¢+1),
where n is the number of processes and ¢t bounds the number of processes that
may fail (exhibiting unconstrained, or Byzantine, behavior). One of the main
results of this paper is to strengthen their result, showing that sticky bits are
universal in the Byzantine failure model for any n > 3t + 1.

The universality results of [MMRTO0] first use constructions from sticky bits
to build strong consensus objects, then use strong consensus objects in an ex-
plicit universal construction of an arbitrary shared object. (Definitions of sticky
bits, weak and strong consensus, and other objects mentioned in this introduc-
tion are provided in Section[2.) The bound n > (2t 4+ 1)(t + 1) follows from the

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 222-[236], 2002.
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construction in the first step, building strong consensus from sticky bits. In this
paper, we present a novel construction of strong consensus from sticky bits for
any n > 3t + 1. The consequence for universality is immediate: “Constructions
of strong consensus from sticky bits for larger values of ¢ would imply a more
resilient universality result.” [MMRT00]. Malkhi et al. demonstrate that strong
consensus objects can only exist if n > 3t + 1, so our result is the best possi-
ble unless a different universal construction is used. Beyond strengthening the
universality result for sticky bits, we present tight bounds on the efficiency of
implementations of strong consensus objects from sticky bits and similar “power-
ful” shared objects. (Powerful objects include sticky bits that can be set by more
than one process, but exclude registers and single-writer sticky bits. “Powerful”
operations are those other than wait-free reads and writes.)

In Section 2] we review the model and definitions. Section[3] presents a general
protocol schema that can be used to implement strong consensus from sticky bits.
Instantiated separately for n = 3t + 1 and n = (¢ + 1)2, the schema results in
two strong consensus algorithms, which use (Qt;"l) and t+ 1 powerful sticky bits,
correspondingly. The contrast in efficiency of these constructions is striking:
exponentially many powerful objects for n = 3t + 1 and just ¢t + 1 for n =
(t +1)2. We then modify the latter protocol to show that ¢ powerful sticky bits
are sufficient, provided n > ¢2 + 5t + 1. Surprisingly, this algorithm works despite
the fact that all of the ¢ powerful shared objects could be written by ¢ Byzantine
processes.

In Section @ we demonstrate bounds and tradeoffs among n, ¢, and the
number and type of objects used. We show that the protocols of Section Bl are
essentially optimal in the number of powerful shared objects used. In Section [£.1]
we present a general lower bound that constrains the types of powerful shared
objects and associated access control lists required to implement even weak con-
sensus. Sections [£.2 and [43] investigate the tradeoff on the number of powerful
shared objects that are necessary and sufficient for constructing strong consen-
sus objects as n increases relative to t. The sufficiency results are constructive,
providing explicit instantiations of the protocol schema of Section Bl

To summarize the main contributions of this paper, we present:

— A t-resilient strong consensus protocol (and therefore a universality result)
from sticky bits, for n > 3t + 1.

— A t-resilient strong consensus protocol using only ¢ powerful shared objects.
(Surprising since ¢ Byzantine processes can access all the powerful shared
objects.)

— A proof that at least ¢ shared objects (such as sticky bits) must be used in
t-resilient strong consensus protocols.

— A proof that any weak consensus protocol that tolerates t crash failures must
use at least one object on which at least ¢ + 1 processes can invoke powerful
operations.

— A tight tradeoff characterizing the number of a kind of powerful shared object
that must be used and how big n must be as a function of ¢. Specifically,
we show that the number k& of powerful shared objects needed to implement
consensus is essentially k = ¢ - 20(t*/n)
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— A polynomial-time strong consensus protocol (and therefore universality re-
sult) for n = O(t?/logt), an improvement over the previous n = £2(¢2).

2 Model and Definitions

The model of computation we consider was introduced by Malkhi et al., and
parts of this section are adapted from [MMRTO00]. This model consists of an
asynchronous collection of n processes, denoted pq,...,p,, that communicate
via shared objects. Wait-free shared memory fault models assume no bound on
the number of potentially faulty processes—each operation by a process p on
a shared object must terminate, regardless of the concurrent actions of other
processes. Following [MMRTO00], this model differs in two ways: we make the
more pessimistic assumption that process faults are Byzantine, and we make the
more optimistic assumption that the number of faults is bounded by ¢, where ¢ is
less than the total number n of processes. In any run any process may be either
correct or faulty. Correct processes are constrained to obey their specifications.
A faulty processes can either crash or behave in a Byzantine way. A process that
follows its protocol up to a certain point and then stops sending messages or stops
accessing shared objects is called a crashed process or a crash fault. A process
that deviates from its protocol either by crashing or by performing incorrect
operations is called a Byzantine process or a Byzantine fault. We generally use ¢
to denote the maximum number of faulty processes. Whenever we discuss faulty
processes we identify the type of fault assumed.

2.1 Shared Objects with Access Control Lists

Each shared object presents a set of operations. For example, z.op denotes op-
eration op on object x. For each such operation z.op on z, there is an associated
access control list, denoted ACL(z.op), which is the set of processes allowed to
invoke that operation. Each operation execution begins with an invocation by a
process in the operation’s ACL, and remains pending until a response is received
by the invoking process. The ACLs for two different operations on the same ob-
ject can differ, as can the ACLs for the same operation on two different objects.
The ACLs for an object do not change. For any operation x.op, we say that x
is k-op if |ACL(x.0p)| = k. A process not in the ACL for x.op cannot invoke
x.op, regardless of whether the process is correct or Byzantine (faulty). That is,
a (correct or faulty) process cannot access an object in any way except via the
operations for which it appears in the associated ACLs. Byzantine faulty pro-
cesses can, for example, write different values than their specifications suggest,
or refuse to invoke an operation they are supposed to invoke, but they remain
constrained against invoking operations for which they are not in the ACL.
Many abstract objects support read operations: operations that return infor-
mation about the state of the object, without constraining its future behavior
(see [Her91]). In this paper, we assume the primitive objects (registers and sticky
bits) support wait-free read operations by all processes, and focus on the ACLs
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for non-read operations. Atomic registers (and some other abstract objects) are
historyless [FHS98] in that they support only read operations and operations
such as wait-free write() operations: operations that do not return a value, and
that constrain future object behavior independently of the state in which they
are invoked. These operations have long been known to be weak synchronization
primitives [LA87[Her91]. Accordingly, we define an operation to be powerful if it
is neither a wait-free read nor a wait-free write() operation, and for an object (or
object type) z, we define ACL,,,,(x) to be the union of ACL(z.op) for all power-
ful operations x.op of z. Moreover, we call an object (or object type) « powerful
if ACLpow(z) > 2. That is, powerful objects support powerful operations by
at least two different processes. Thus, neither registers nor sticky bits (defined
below) writable by only one process are powerful, while sticky bits writable by
more than one process are powerful.

2.2 Object Definitions

Next, we define some of the types of object used in this paper.

Atomic registers: An atomic register x is an object with two operations: x.read
and x.write(v) where v /=1. An x.read that occurs before the first x.write()
returns L. An z.read that occurs after an z.write() returns the value written in
the last preceding z.write() operation.

Sticky bits: A sticky bit x is an object with two operations: z.read and z.set(v)
where v € {0,1}. An z.read that occurs before the first x.set() returns L. An
x.read that occurs after an x.set() returns the value written in the first x.set()
operation. We will be concerned with wait-free sticky bits. (To highlight the
specific semantics of the x.set() operation and to distinguish it from the write()
of atomic registers, we depart from previous work [PIo89IMMRT00], which uses
write() to denote both operations.)

Weak consensus objects: [MMRT00] A weak (binary) consensus object z is
an object with one operation: x.propose(v), where v € {0,1}, satisfying: (1) In
any run, the x.propose() operation returns the same value, called the consensus
value, to every correct process that invokes it. (2) In any finite run in which all
participating processes are correct (no Byzantine faults), if the consensus value
is v, then some process invoked xz.propose(v).

Strong consensus objects: [MMRTO00] A strong (binary) consensus object
strengthens the second condition above to read: (2) If the consensus value is v,
then some correct process invoked x.propose(v)ﬂ

As indicated in [MMRTO00], strong consensus objects do not have sequential
runs: the additional condition, using redundancy to mask failures, requires at
least t+ 1 processes to invoke x.propose() before any correct process returns from
this operation. It is also shown in [MMRTO0Q] that the notion of strong consensus
objects that can tolerate ¢ Byzantine faults is ill-defined unless n > 3t + 1. To

! Note that in the binary case, this definition of strong consensus coincides with one
that only requires the consensus value to be v when all correct processes have the
same input. In the nonbinary case, this is a strictly stronger definition.
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accommodate such a need to wait for other processes before progress can be
made in specific constructions, the following properties were introduced:

For any operation z.op, we say that x.op can tolerate t faults if x.op, when
executed by a correct process, eventually completes in any run p in which at
least n — t correct processes invoke x.op.

t-resilience: For any operation x.op, we say x.op is t-resilient if z.op, when
executed by a correct process, eventually completes in any run in which each of
at least n — t correct processes infinitely often has a pending invocation of x.op.

As in [MMRTO00], we use wait-free sticky bits to implement strong consensus
objects that tolerate ¢t Byzantine faults. These are in turn used to implement
arbitrary t-resilient objects. (Throughout, atomic registers, sticky bits and any
other primitive objects are assumed to be wait-free.)

3 Efficient Strong Consensus Protocols

In this section, we present strong consensus protocols based on an idea of Berman
and Garay [BG89Mis89] for performing consensus in the message passing model.
Their idea was to run a protocol in phases, where each phase preserves agree-
ment, and if coordinated by a correct process, assures validity. Concatenating
t + 1 phases guarantees at least one is coordinated by a correct process.

We first show how to use sticky bits to implement a protocol phase with
similar properties for the shared memory model. We then show how several
strong consensus protocols with different desirable properties can be constructed
from these protocol phases. Our protocols are easily modifiable to implement
nonbinary consensus.

3.1 A Protocol Phase

A protocol phase makes use of two types of shared objects. First, a phase uses
n personal sticky bits, s; : p; € P, (where P is the set of all processes, |P| = n).
Each s; is writable only by the single process p;. Second, a phase also uses a
single powerful sticky bit, S, which is writable by some set of ¢ + 1 processes.
We call the t + 1 processes in ACL(s;.set()) active in the phase. Each process p;
enters the phase with a proposed consensus value in; and leaves with the output
value out;.

Operation of a protocol phase, for each process p; € P:

1. Perform the wait-free s;.set(in;) operation. (That is, assign in; to the per-
sonal sticky bit s;.)

2. Perform wait-free reads of the personal sticky bits s;...s, until seeing at
least t 4+ 1 distinct occurrences of some value v other than 1.

3. If p; has write access to S, then perform the wait-free S.set(v) operation.
(Of course, the first such scheduled process succeeds; the value of S does not
change after that.)



Tight Bounds for Shared Memory Systems Accessed by Byzantine Processes 227

4. Perform wait-free reads of S until returning a value val other than L.

5. Perform wait-free reads of the personal sticky bits s;...,s, until at least
n — t return with values other than L. If val occurs in at least ¢t 4+ 1 of the
values read, return out; = val (and say that p; supports val in this phase),
else return out; = val.

Lemma 1. A protocol phase has the following properties (given n > 3t + 1 and
the bound t on the number of Byzantine processes):

1. If at least n—t correct processes enter a phase, all correct processes eventually
exit it.

2. The output value of any correct process is the input value of some correct
process.

3. If all the active processes are correct, all correct processes exit the phase with
the same value v.

Proof. 1. The first and third steps are wait-free. Once n — t correct processes
finish the first step, since n —t > 2t + 1, some value must occur at least ¢ + 1
times, and the second and fifth steps must eventually terminate. The fourth
step of all processes must terminate once a single correct active process executes
the fourth step, and this must eventually happen because there are t + 1 active
processes.

2. This follows because the output value of any correct process appears in at
least t + 1 personal sticky bits, so one must have been set by a correct process.

3. If all the active processes are correct, then the value that S is set to will
be supported by every correct process. (Note that this property implies that if
all correct processes enter the phase with the same input value, then all correct
processes exit the phase with the same output value.) [ |

Now comnsider a consensus protocol, Schema, constructed by chaining finitely
many separate protocol phases (with different sticky bits) together in a fixed
sequence. Each process enters the first phase with its proposed value, uses the
value returned from each phase as the input to the next phase, and returns as
the protocol output the value returned from the last phase.

Lemma 2. Given n > 3t + 1 and the bound t on the number of Byzantine
processes, if any phase has only correct active processes, Schema implements
strong consensus.

Proof. Part[ of Lemma[Il guarantees the correct processes eventually exit each
phase and so Schema. Part [2 guarantees the correct processes enter each phase
with a valid input. The assumption and part [3 guarantee the correct processes
eventually agree in a phase, and again part [2 guarantees the correct processes
do not change their value thereafter. [ |
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3.2 Strong Consensus Protocols

We present three protocols that use the protocol phases of Section Bl to imple-
ment strong consensus. The first protocol (Theorem [I) works for any n > 3t +1,
but requires exponentially many powerful objects. Since Malkhi et al. [MMRT00]
show that n > 3t+1 is necessary for strong consensus in this model, our protocol
is optimal in terms of the ratio between ¢ and n. The second protocol (Theo-
rem [2) uses only ¢ + 1 powerful objects, but requires n > (¢t + 1)2. The third
protocol (Theorem B) is surprising because it works even if the faulty processes
have access to all the powerful objects. It modifies Schema by replacing the re-
quirement that some phase contains only correct active processes by a voting
step at the end. It uses only ¢ powerful objects and requires n > 2 + 5t + 1.

Theorem 1. A strong consensus object tolerating t Byzantine faults can be im-
plemented using (t + 1)-set(), n-read sticky bits and 1-set(), n-read sticky bits,
provided that n > 3t + 1.

Proof. Let P’ be a subset of P with 2t + 1 processes. The protocol consists of
(Qt;rl) phases, each following the other, where the active processes in each phase
consist of a distinct subset of ¢ + 1 processes from P’. Since only ¢ processes are
faulty, one such phase contains only correct active processes, and the theorem

follows from Lemma ]

The implication for universality is immediate from Malkhi et al. [MMRTO00]:

Corollary 1. Any t-resilient object can be implemented using (t + 1)-set(), n-
read sticky bits and 1-set(), n-read sticky bits, provided that n > 3t + 1.

Though optimal in n and ¢, the protocol of Theorem [Ilis not efficient in time
or the number of powerful objects, as it uses a number of rounds and of powerful
objects exponential in t. We will show in Section H] that the space bound is
inherent: an exponential number of powerful objects is required when n = 3t+ 1.

The following instantiation of Schema uses only t+1 rounds and ¢+1 powerful
objects, but requires n > (¢ + 1)2. In this instantiation, a completely new set of
t + 1 active processes is used for each protocol phase:

Theorem 2. A strong consensus object that can tolerate t Byzantine faults can
be implemented using t+ 1 (t 4 1)-set(), n-read sticky bits, together with 1-set(),
n-read sticky bits, provided n > (t + 1)2.

Proof. There are t+ 1 phases, each with a distinct set of active processes, so for
at least one phase all active processes are correct. The result follows by Lemma 21
]

Theorems [[l and [Z are two extreme points in a tradeoff between the number
of powerful objects and the ratio of ¢ to n. We examine this tradeoff more closely
in Section First, we present a final protocol that is surprising because there
are only ¢ powerful objects, and therefore it works even if ¢ Byzantine processes
can access all the powerful objects.
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Theorem 3. A strong consensus object tolerating t Byzantine faults can be im-
plemented using t powerful (t+ 1)-set(), n-read sticky bits, together with 1-set(),
n-read sticky bits, provided that n > t? 4+ 5t + 1.

Proof. We modify the protocol of Theorem [2] by omitting the last phase. That is,
there are ¢ phases, each involving a distinct set of active processes accessing the
(t 4 1)-set(), n-read sticky bit for that phase. We then designate exactly 4¢ + 1
additional processes (there are at least that many) not active in any phase as
voters. Note that either some phase contains only correct active processes, or all
the voters are correct. Each of the voting processes takes their output from the
last phase and writes their resulting value in a personal sticky bit. After the last
phase, all processes read the voters’ personal sticky bits, and decide on the first
value they see occurring 2t + 1 times.

To see that this works, first note that at most one value can occur 2t + 1 or
more times among the 4t + 1 voters. We now show one value must occur at least
that often, and that the value is valid. By parts (@) and (B]) of Lemma [Tl if there
is a phase in which all the active process are correct, then all correct voters will
write the same valid value to their own personal sticky bit. Since in this case
at least 3t + 1 voters are correct, eventually at least 3t + 1 > 2¢ + 1 votes will
be written and will agree on some valid value v. If there is no phase in which
all the active processes are correct, then as argued above, no voter is faulty. In
this case, all voters will write a valid value, so one value will be written at least
[(4t +1)/2] = 2t + 1 times. [ |

Since there are only ¢t powerful objects, this algorithm works even in the case
that no single powerful object is accessible exclusively by correct processes. In
this case, the size, t41, of the ACLs is needed to ensure that each powerful object
will eventually be written (and so other processes can wait for it to be set), rather
than ensuring that some powerful object will be written by a correct process.
Other protocols derived from the protocol Schema, such as the algorithm in the
proof of Theorem [l can be similarly modified, removing one protocol phase and
replacing it with a set of 4¢ + 1 voters.

One might expect that such tricks could be used to reduce the number of
powerful objects even further. For example, can strong consensus be implemented
with even fewer than ¢t powerful sticky bits? Do t sticky bits suffice for n = 3t+17
(The t bit algorithm of Theorem [J requires n > t? + 5t + 1.) We explore these
questions in the next section.

4 Lower Bounds and Tradeoffs

We begin this section by showing in Theorem [4] that ¢ is in fact a lower bound,
regardless of n, on the number of powerful sticky bits needed for strong consen-
sus. In the ensuing subsections, we examine the general tradeoff of number of
sticky bits and n.

Theorem 4. No t-resilient strong consensus object can be implemented from
fewer than t powerful sticky bits (using no other powerful objects).
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Proof. Suppose such a protocol exists. Since it uses at most t — 1 powerful sticky
bits, the protocol must remain 1-resilient even in the case that ¢ — 1 Byzantine
processes first set these bits to 0 before any correct process takes a step, and
subsequently take no action. These sticky bits are clearly useless: omitting them
and the t—1 Byzantine processes results in a 1-resilient protocol with no powerful
objects that uses registers and single writer sticky bits. Obviously, this protocol
is also correct in the crash-fault model (against the failure of a single process).
But in the crash model, single writer sticky bits can be implemented by registers,
and the resulting protocol contradicts the well-known results of Fischer, Lynch
and Paterson [FLP85] and Loui and Abu-Amara [[LAST]. [ |

4.1 The ACL Theorem

We next prove a general theorem establishing a necessary condition for imple-
menting weak consensus even in the presence of only crash faults. Inspired by
proofs of [FLP8AILART], we show that when at most ¢ out of n processors may
crash, the weak consensus problem is only solvable in shared memory systems
containing a powerful object o such that ACLps(0) > t + 1. Trivially, a weak
consensus object o defined with |[ACL(o.propose())| = t + 1 shows this condition
is sufficient. Similarly, a sticky bit o with |ACL(o.set())| = ¢+1 easily implements
a weak consensus object that tolerates up to ¢ Byzantine faults.

Theorem 5. Any weak consensus protocol that tolerates t crash failures must
use at least one object, o, such that |ACLyoy(0)] >t + 1.

Proof (sketch). For the purposes of this proof, we denote a run of a protocol by
the sequence in which processes invoke operations. A finite run x is v-valent if in
all extensions of « where a decision is made, the decision value is v (v € {0,1}).
A run is univalent if it is either 0-valent or 1-valent, otherwise it is bivalent. In
the following, P denotes a set of processes, x and z’ denote runs and z'p is an
extension of the run z’ by one step of process p.

Assume 7 is a t-resilient consensus protocol. By familiar arguments, 7 has an
empty bivalent run zy. We begin with x¢ and pursue the following round-robin
bivalence-preserving scheduling discipline:

x:=z0; P:=¢;1:=0;
repeat
j=1+1
if x has a bivalent extension z'p;
then x := 2
else P:= P +p;
i:=1+ 1(mod n)
until |P|=t+ 1.

If this procedure does not terminate, then there is an (n — ¢)-fair run with only
bivalent finite prefixes. However, the existence of such a run contradicts the
definition of t-resilient consensus protocols. Hence, the procedure will terminate
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with some bivalent finite run x, and a set P of ¢ + 1 processes such that any
extension z'p of z, for any process p in P, is univalent.

Pick any p € P, and let v be such that the run zp is v-valent. Since z is
bivalent, there is a (shortest) extension z of x which is T-valent.

Let 2’ be the longest prefix of z that does not contain a step of p, and note
that either z = 2’ or z = 2’p. From the assumption about 2/, it follows that z'p
is v-valent, and 2’ /=r.

Consider the extensions of z that are also prefixes of z’. Since zp and z'p
have opposite valencies, there must exist a P-free extension y of x and a process
q /=p, v <y < yq < 2, such that yp and ygp are univalent but with opposite
valencies.

Now familiar case analyses [FLP85LART| preclude p from invoking wait-free
read or write() operations: If p is a read, then ypq and ygp are indistinguishable
to processes other than p, yet their p-free extensions must have opposite valen-
cies, a contradiction. If p is a write(), then yp and ygp are indistinguishable to
processes other than ¢, yet their g-free extensions must have opposite valencies,
a contradiction. Since we chose p arbitrarily from P, we can conclude that no
member of P invokes wait-free read or write() operations as their next step.

Finally, let o be the object accessed by p in the last step of yp. If ¢ does not
access o in yq, then ypg and yqp are indistinguishable, another contradiction.
Suppose some p’ € P accesses an object other than o. Either yp’ is v-valent,
and the indistinguishability of yp’qp and yqpp’ leads to a contradiction, or yp’
is T-valent, and similarly the indistinguishability of ypp’ and yp'p leads to a
contradiction. It follows that all ¢ + 1 processes in P invoke powerful operations
on o. We conclude that |[ACLp,,(0)] >t + 1. [ |

In the next subsection, Theorem [5], in combination with the protocols of the
previous section, is a powerful tool in establishing an asymptotic tradeoff on the
number of sticky bits (or other powerful objects) necessary to implement strong
consensus, as n varies relative to t.

4.2 On the Number of Powerful Objects

Theorem [l states that any weak consensus protocol that tolerates ¢ crash failures
must use at least one object on which at least ¢+ 1 processes can invoke powerful
operations. Section [3 and in particular Theorem [, shows that sticky bits are
examples of such objects that allow consensus protocols tolerating ¢ Byzantine
failures, even for n = 3t + 1. The combination of these results shows that a
primitive shared object type, o, with |[ACLpou(0)] = t + 1, is necessary and
sufficient to implement strong consensus.

However, these results ignore the natural efficiency consideration of the
number of powerful objects that are needed. In particular, the protocol for
n = 3t + 1 uses an exponential number (in t) of powerful sticky bits. Can
we do with much fewer (e.g., polynomially many) powerful objects? Since a
strong consensus object sc¢ would of course trivially implement itself (with
ACL,,y (sc.propose()) = n), some care is needed to generalize the question from
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the specific case of how many sticky bits are necessary. Accordingly, we define an
object o to be subvertible if it is powerful and any Byzantine process in ACL(0)
can cause operations by correct processes to be useless—that is, the return val-
ues of correct processes are dependent only on the operations of the Byzantine
process. Sticky bits are subvertible, since a Byzantine process can invoke set(0)
before any correct process takes a step. Obviously, if the object supports write()
operations it is subvertible, and of course, strong consensus itself is not subvert-
ible.

This section uses a combinatorial analysis to provide a tight asymptotic
tradeoff between the number, k, of subvertible objects that must be used and
the number of processes, n (as a function of the number of possible failures t),
in the case that only subvertible objects are used. This tradeoff is essentially
given by k=1t - 20(t°/n) In particular, when n = 3t + 1, an exponential number
of subvertible objects is indeed necessary. Interestingly, we obtain a protocol for
n = O(t?/logt) that uses a polynomial number of sticky bits (such a protocol
was only previously known for n = 2(#?) [MMRT00)).

More formally, this section gives a proof of the following complementary
theorems.

Theorem 6. For any n > 3t + 1, there exists a strong consensus protocol that
tolerates t Byzantine failures and the only powerful objects it uses are max{t +
1,¢- 20“2/")} sticky bits with access lists of size t + 1.

Theorem 7. For any n > 3t + 1 and any constant 0 < o < 1, any strong con-
sensus protocol that tolerates t Byzantine failures using only subvertible objects
must use at least t - 2207/ subvertible objects with |ACLpow(0)| > (1 — )t for
each such object o.

As a corollary of Theorem [f] we get the promised protocol for n = O(t?/log )
that only uses a polynomial number of sticky bits

Corollary 2. For any n > 3t + 1 such that n = O(t?/logt), there exists a
strong consensus protocol that tolerates t Byzantine failures and the only powerful
objects it uses are a polynomial number (in t) of sticky bits with access lists of
size t + 1.

Correctness of the first two protocols in the previous subsection depend on
their being enough such objects that at least one is accessed by only correct
processes. The third allows all the powerful objects to be accessed by Byzantine
processes, but in this case the protocol uses the guarantee that there are many
additional processes, none of whom is even crash faulty. The former property
is a combinatorial property of the sticky bit access control lists, which we call
being “t-immune”: no set of ¢ (faulty) processes can subvert all the powerful
sticky bits. This is formalized in the following definition: A collection of subsets
S ={51,52,...,Sk} of the domain [n] = {1,2,...,n} is m-immune if for every
set T C [n] of m elements there exists S; € S such that 7N S; = (. We note
that related objects have been studied extensively in the past [EFF85IGGILI5].
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Theorem [3 shows that strong consensus protocols can exist even when the
access lists of the powerful objects are not ¢t-immune. However, we now argue that
m-immunity (for some m that depends on t) is a necessary condition. As a simple
corollary of Theorem [J (and generalizing Theorem [)) we have the following:

Corollary 3. Let w be any strong consensus protocol that tolerates t1 > 1 crash
failures and ty > 1 Byzantine failures and uses only subvertible objects. Let S be
the collection of ACLyey(0) for all powerful objects o used by w that are of size
at least t1 + 1. Then S is to-immune.

Proof (sketch). Assume to the contrary that T = {i1,...,%:,} is a set of t5
processes that cover S (i.e. for all S; € §, T, N S; /=). Then 7 contains runs
in which all the processes in T, are Byzantine. These processes can subvert all
the objects with large (size t; + 1) access lists, making these objects useless in
fighting the remaining ¢; crash failures. More formally, it is easy to modify 7 so
that it will still tolerate ¢; crash failures but will use no object o with ACLy.,(0)
bigger than ¢1. Since this is a contradiction to Theorem [H, the corollary follows.

]

The next corollary follows trivially from Corollary Bl

Corollary 4. Let w be any strong consensus protocol that tolerates t Byzantine
failures and uses only subvertible objects. Let 0 < a < 1 be some constant such
that (1—a)t > 1, and let S be the collection of ACLypow(0) for all powerful objects
o used by w that are of size at least (1 — «)t] + 1. Then S is [at]-immune.

4.3 Bounds on the Size of m-Immune Collections

Combining Theorem [1 and Corollary Bl both upper and lower bounds on the
number of subvertible objects needed by Byzantine consensus protocols (Theo-
rems Bland [7)) can be derived from corresponding bounds on the number of sets in
m-immune collections. Such bounds will be given in this section. The techniques
we use to derive these bounds are quite common but we were not able to de-
duce our results directly from previous work. We note that the results given here
contain improvements and significant simplifications due to Noga Alon [Alo02].

Theorem 8. Let S = {51, 52,...,S,} be an m-immune collection of subsets of
the domain [n]. If all the sets S; € S contain at least t + 1 elements then

k > max{m 4 1,m - 292¢m/m)y,

Proof. That k > m + 1 is trivial (any collection of less than m + 1 subsets
can be covered by m elements). To obtain the rest of the bound we apply the
probabilistic method (see [ASE92]). Consider a random subset T' C [n] of size
m/2 (we assume without loss of generality that m is even). For any j € [k],

m/2
Pr(T' N S; = 0] < (1—t+nl> .
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Therefore, the expected number of j € [k] such that 7/ N .S; = @ is smaller than
k (1 — %)m/? If k (1 — %)"1/2 < m/2 than there exists an assignment to the
set T” that covers all but m/2 of the subsets S;. The remaining subsets can be
covered by additional m/2 elements in [n], which contradicts the assumption
that S is m-immune. We can therefore conclude that k > m/2 - (1 — %)m/Z’
completing the proof. [ |

An upper bound on the number of sets in m-immune collections can also
be obtained by an application of the probabilistic method. Nevertheless, we are
interested in an explicit construction of the m-immune collection (so that the
resulting consensus protocol will be explicit as well). The proof of the following
theorem provides such a construction.

Theorem 9. For any n,t and m withn > t+m+ 1, there exists an m-immune
collection S = {S1, 52, ..., Sk} of subsets of the domain [n], such that (1) all the
sets S; € S contain at least t + 1 elements and (2)

k < max{m 4 1,m - 20m/m},

Proof. We can assume without loss of generality that n < (m + 1)(¢ + 1) and
that n,t+ 1 and m are all (positive) powers of 2. The first assumption is easy to
justify: if n > (m 4+ 1)(t + 1) we can simply define S to be a collection of m + 1
disjoint subsets of size t 4+ 1. To justify the second assumption, we note that it is
sufficient to construct our collection for n’ < n, ¢’ > ¢, and m’ > m that are the
closest values such that n’, ¢ +1 and m’ are all powers of 2. For this argument to
work we must have that n’ > ' +m’+1 which is true as long as n > 4(t+m)+1.
(Otherwise, if n < 4(t+m)+1, we have a simple direct construction of the desired
collection: Just take all the subsets of size ¢ 4+ 1 of the first ¢t + m + 1 elements.
Since n < 4(t +m) 4+ 1 we have that k = (") < 2ttmHl = 20(tm/n) 44
claimed.)

We can now define the desired m-immune collection. Set ¢ = 2(¢t + 1)m/n.
By our assumptions ¢ is an integer and furthermore ¢ divides ¢t + 1 (as both are
powers of 2 and ¢ < ¢t+1). Set » = n/2(t+1). By our assumptions this also is an
integer and furthermore r < m. Now, let us divide the set [n] into 2¢r disjoint
subsets of equal size: Ay 1,...A12¢, A21,...,A22¢..., A 20. We can now define
the collection S. For any ¢ € [r] and any ¢ distinct indices ji, ja2,. .., j¢ in [24],
the collection will contain the set

Sisjrgarege = iy U Aig, U U A,
By definition, the number of sets in the collection is r- (2;) < 220 = p.20Em/n)
Furthermore, each set contains n/2r = t 4+ 1 elements. It remains to show that
S is m-immune. Let T be any subset of [n] of size m. It is easy to see that there
exists at least one ¢ € [r] such that T' contains at most m/r = ¢ elements in
U?ilAi,j. Therefore, T' contains elements in at most ¢ sets {A; ; }?il. Therefore,

there exist distinct indices ji, jo, ..., j¢ in [2£], such that T'NS; j, j,...;, = 0. W
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5 Conclusions

We presented a t-resilient strong consensus protocol (and therefore universality
result) from sticky bits for n > 3t + 1. We demonstrated a tight tradeoff between
the fault tolerance and the efficiency of any strong consensus protocol using
subvertible objects such as sticky bits, in particular showing that any strong
consensus protocol using only subvertible objects must use a super-polynomial
number of objects. The tradeoff also implies a polynomial time t-resilient strong
consensus protocol for n = O(t?/logt).

It remains open whether sticky bits are universal for n < 3t. Since strong
consensus is not possible for n < 3t, a different universality construction not
going through strong consensus would be needed.

Acknowledgements. We are grateful to Noga Alon for his simplifications and
improvements that appear in Section 3. We would also like to thank Yuval
Ishai and Juan Garay for useful discussions.
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Abstract. This paper addresses the problem of determining the weakest
failure detector for consensus in a message passing system when ¢ out of n
processes can crash (including when n/2 <t < n —1), by addressing the
problem of determining the weakest failure detector for register problem.
We complement and, in a precise sense, generalize previous results on the
implementability of consensus and registers in a message passing model
(augmented with the failure detector abstraction).

1 Introduction

This paper considers an asynchronous distributed system augmented with the
failure detector abstraction [5]. The system is made of n processes that com-
municate through reliable channels but ¢ among these processes can fail by
crashing [I1]. The system is asynchronous in the sense that there is no tim-
ing assumption on communication delays and process relative speeds. In fact,
timing assumptions [7] are encapsulated within the failure detector abstraction:
a distributed oracle that provides each process with hints about failures that
have occurred in the system.

Several classes of failure detectors were proposed in the literature, each gath-
ering a set of failure detectors that ensure some abstract axiomatic properties. In
particular, three interesting classes were identified in [5]: the class P of Perfect
failure detectors that eventually suspect all crashed processes and never make
false suspicions, the class S of Strong failure detectors that eventually suspect all
crashes and never make false suspicions on at least one correct process (if there
is such a process), and the class OS of Fventually Strong failure detectors that
eventually suspect all crashes and eventually never make false suspicions on at
least one correct process (if there is such a process).

In [5], two algorithms using failure detectors were proposed to implement
the consensus problem. In consensus, the processes propose an initial value and

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 237-[251], 2002.
© Springer-Verlag Berlin Heidelberg 2002
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correct processes (those that do not crash) need to decide one among these val-
ues, such that no two processes decide differently [11]. We consider in this paper
the uniform variant of consensus, which precludes any disagreement among two
processes, even if one of them ends up crashing [15]. We will come back to the
impact of this assumption in Section 6. The first algorithm of [5] implements
consensus with any failure detector of S for any ¢, whereas the second algorithm
implements consensus with any failure detector of S if t < n/2. It was further-
more shown [6] that there is an algorithm that transforms any failure detector
D that solves consensus into a failure detector of ¢S. In the parlance of [6], ¢S
is the weakest for consensus if ¢ < n/2.

When ¢t > n/2, OS is not the weakest for consensus [5]. What is then the
weakest failure detector class for consensus when t > n/2? The question re-
mained open for more than a decade now.

In a recent companion paper [§], we addressed this question for the specific
case where t € {n,n — 1}. We first restricted the universe of failure detectors to
those, we called realistic, that cannot predict the future. Basically, we focused
on determining the weakest failure detector class among those that provide in-
formation about past failures and cannot provide information about failures that
will occur [17/8]. Although failure detectors that predict the future are permit-
ted in [5], they cannot be implemented even in the synchronous model of [22],
where process relative speeds and communication delays are bounded, and these
bounds are known. Note that ¢S is the weakest among realistic classes for con-
sensus if £ < n/2.

We then showed in [8] that, among realistic failure detectors, P is the weakest
for consensus when ¢ € {n,n — 1}. (We also showed that in this case the classes
P and S are the same.) The case where ¢t € {n,n — 1} is actually very specific.
What happens when n/2 <t < n— 17 This question turns out to be challenging:
none of the failure detector classes defined so far in the literature, including those
of [5] (e.g., S), is actually the weakest for consensus if n/2 <t <n — 1.

The motivation of this work was precisely to address this question. While
doing so, we faced another interesting problem: determining the weakest failure
detector class for register problem when n/2 < ¢ < n. What we actually mean
here is to determine the weakest failure detector class for a wait-free atomic reg-
ister in the sense of [4] , i.e., to implement a data abstraction accessed through
read() and write() operations such that, despite concurrent accesses and fail-
ures of processes, (1) every operation invoked by a correct process eventually
returns, (2) although it spans over an interval time, every operation appears
to have been executed at a single point in time in this interval, and (3) every
read operation returns the last value written. In a purely asynchronous mes-
sage passing system model (e.g., without failure detectors) a register can be
implemented iff ¢ < n/2 [4]. To implement a register when n/2 < t < n, we
need some information about failures. Several authors considered augmenting
an asynchronous model with registers and failure detectors (e.g., [21/24]) but,

! The wait-free notion was introduced in [I9] and the notion of atomic register was
introduced in [20].
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to our knowledge, the question of the weakest failure detector class for register
problem in a message passing model was never addressed for n/2 <t < n.

This paper defines a new generic failure detector class P* (k-Perfect). In-
stances of this generic class are determined by the integer k£ (0 < k < n). Failure
detectors of class P* eventually suspect all crashed processes and do not falsely
suspect more than max(n — k — 1,0) processes at every process. The processes
might permanently disagree here on their perception on which processes have
crashed, i.e., on the subset of n — k — 1 processes each process falsely suspects.
They might even change their mind about which processes they falsely suspect.
For k < n/2, failure detectors of class P* can be implemented in an asynchronous
system if up to ¢ < n/2 processes can crash, i.e., they do not encapsulate any
timing assumption. For k > n — 1, P* is P, i.e., P"~! = P = P.

We show that, if we assume that ¢ processes can crash, then P! x OS is
the weakest failure detector class for consensus. To prove our result, we prove
the interesting intermediate result that, if we assume that ¢ processes can crash,
then P? is the weakest failure detector class for register problem. Our results hold
among realistic failure detectors: the very fact that we exclude failure detectors
that can predict the future is meaningful from a practical perspective [8], yet it
has however some impact on our theoretical results, as we discuss in Section 6.
To summarize, the contributions of this paper are the following:

1. We introduce a new failure detector class P*, and assuming that ¢ processes
can crash, we show that (among realistic failure detectors):

. Pt is the weakest for register problem, and

3. Pt x OS is the weakest for consensus.

[\N]

For the case where n/2 <t < n — 1, we hence address the open questions
of the weakest failure detector classes for consensus and atomic register. We
also show that, in this case, S is strictly stronger than P! x ©8, revisiting the
first glance intuition that S might have been the weakest for consensus with
n/2 <t <n-—1. Fort € {n,n— 1}, and given that in this case P! is P, our
result comes down to the result of [8] as far as consensus is concerned, and we
address the open question of the weakest failure detector for atomic register
problem if any number of processes can crash. For n/2 > ¢, and given that in
this case P! can be implemented in an asynchronous system, our result simply
comes down to the known result that, with a majority of correct processes, no
timing assumption is needed to implement an atomic register [4], and that ¢S
is the weakest for consensus [6].

Interestingly, the decoupled structure of our weakest failure detector class for
consensus, i.e., Pt x S, conveys its double role: P? encapsulates the information
about failures needed to ensure the safety part of consensus (i.e., to implement
a register that will lock the consensus value and prevent disagreement), whereas
S encapsulates the information about failures needed to ensure the liveness
part of consensus (i.e., to ensure that some correct will eventually stop being
suspected and store a decision value in the register). We prove our results using
simple algorithm reductions (like in [6] but unlike in [I7]). Hence, by determin-
ing the weakest failure detector class for register problem (or consensus), we
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determine what exact information about failures processes need to know and
effectively compute to implement a register (or consensus).

The rest of the paper is organized as follows. In Section 2, we sketch our
system model and, in particular, we specify the universe of failure detectors
within which we identify the weakest for consensus and atomic register. Section 3
defines our generic failure detector class P¥. We compare instances of this class,
and position them with respect to various failure detector classes introduced
in the literature. Section 4 shows (sufficient condition) that, if ¢ processes can
crash, then P? solves register problem. We then simply reuse the result of [21] to
derive the fact than P! x &S implements consensus. Section 5 shows (necessary
condition) that if ¢ processes can crash, then any failure detector for register
problem can be transformed into a failure detector of P¢. We then simply reuse
the fact that consensus can implement a register and the result of [6] to show
that any failure detector for consensus can be transformed into a failure detector
of Pt x ©S. Section 6 concludes the paper by discussing the scope of our results.
For space limitation, detailed proofs of our results are given in the full version
of this paper [9] .

2 System Model

Our model of asynchronous computation with failure detection is the FLP model
[I1] augmented with the failure detector abstraction [50]. A discrete global clock
is assumed, and @, the range of the clock’s ticks, is the set of natural numbers.
The global clock is used for presentation simplicity and is not accessible to the
processes. We sketch here the fundamentals of the model. The reader interested
in specific details about the model should consult [G]S].

2.1 Failure Patterns and Environments

We consider a distributed system composed of a finite set of n processes IT = {p1,
D2y -5 Pn} ([II] =n > 3). A process p is said to crash at time 7 if p does not
perform any action after time 7 (the notion of action is recalled below). Failures
are permanent, i.e., no process recovers after a crash. A correct process is a
process that does not crash. A failure pattern is a function F from & to 27,
where F(7) denotes the set of processes that have crashed through time 7. The
set of correct processes in a failure pattern F' is noted correct(F'). We say that
a process p is alive at time 7 if p is not in F(7). An environment £ is a set of
failure patterns. Environments describe the crashes that can occur in a system.
In this paper, we consider environments, denoted by &;, composed of all failure
patterns with at most ¢ crashes.

2.2 Failure Detectors

Roughly speaking, a failure detector D is a distributed oracle which gives hints
about failure patterns. Each process p has a local failure detector module of D,



Failure Detection Lower Bounds on Registers and Consensus 241

denoted by D,. Associated with each failure detector D is a range Rp (when the
context is clear we omit the subscript) of values output by the failure detector.
A failure detector history H with range R is a function H from IT x ¢ to R.
For every process p € I, for every time 7 € ¢, H(p, ) denotes the value of the
failure detector module of process p at time 7, i.e., H(p,7) denotes the value
output by D, at time 7. A failure detector D is defined as a function that maps
each failure pattern F' to a set of failure detector histories with range Rp. D(F)
denotes the set of possible failure detector histories permitted for the failure
pattern F', i.e., each history represents a possible behavior of D for the failure
pattern F.

In [B], any function of the failure pattern is a failure detector, including a
function that, for a time 7, outputs information about crashes that will occur
after 7. We restrict ourselves here to (realistic [8]) failure detectors D as functions
of the past, i.e., we exclude failure detectors that can predict the future (we will
come back to the ramifications of this assumption in Section 6). A failure detector
cannot distinguish at a time 7 two failure patterns based on what will happen
after 7. More precisely, VF, F' € &,, V7 € & s.t. V1, < 7,F (1) = F'(11), we
have the following realism property: VH € D(F),3H' € D(F') s.t. VY < 1,Vp €
II:H(p,m)=H'(p,1).

Three classes of failure detectors introduced in [5] are of interest in this
paper. These classes do all have range R = 2!: for any failure detector D in
these classes, any failure pattern F, and any history H in D(F'), H(p,7) is the
set of processes suspected by process p at time 7. (1) The class of Perfect failure
detectors (P) gathers all those that ensure strong completeness, i.e., eventually
every process that crashes is permanently suspected by every correct process,
and strong accuracy, i.e., no process is suspected before it crashes. (2) The class
of Strong failure detectors (S) gathers those that ensure strong completeness and
weak accuracy, i.e., some correct process is never suspected (if there is such a
process). (3) The class of Eventually Strong failure detectors (¢S) gathers those
that ensure strong completeness and eventual weak accuracy, i.e., eventually,
some correct process is never suspected (if there is such a process). Note that,
in the context of this paper, we restrict these classes to failures detectors that
are realistic.

2.3 Algorithms

An algorithm using a failure detector D is a collection A of n deterministic au-
tomata A, (one per process p). Computation proceeds in steps of the algorithm.
In each step of an algorithm A, a process p atomically performs the following
three actions: (1) p receives a message from some process ¢, or a “null” mes-
sage A; (2) p queries and receives a value d from its failure detector module D,
(d € Rp is said to be seen by p); (3) p changes its state and sends a message
(possibly null) to some process. This third action is performed according to (a)
the automaton A,, (b) the state of p at the beginning of the step, (c) the mes-
sage received in action 1, and (d) the value d seen by p in action 2. The message
received by a process is chosen non-deterministically among the messages in the
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message buffer destined to p, and the null message A\. A configuration is a pair
(I, M) where I is a function mapping each process p to its local state, and M is
a set of messages currently in the message buffer. A configuration (I, M) is an
initial configuration if M = ) (no message is initially in the buffer): in this case,
the states to which I maps the processes are called initial states. A step of an
algorithm A is a tuple e = (p, m, d, A), uniquely defined by the algorithm A, the
identity of the process p that takes the step, the message m received by p, and
the failure detector value d seen by p during the step. A step e = (p,m,d, A)
is applicable to a configuration (I, M) if and only if m € M U {\}. The unique
configuration that results from applying e to configuration C' = (I, M) is noted
e(C).

2.4 Schedules and Runs

A schedule of an algorithm A is a (possibly infinite) sequence S = S[1]; S[2];. ..
Slk]; ... of steps of A. A schedule S is applicable to a configuration C' if (1) S is
the empty schedule, or (2) S[1] is applicable to C, S[2] is applicable to S[1](C)
(the configuration obtained from applying S[1] to C), etc.

Let A be any algorithm and D any failure detector. A run of of A using D is a
tuple R =< F, H,C, S, T > where H is a failure detector history and H € D(F),
C is an initial configuration of A, S is an infinite schedule of A, T is an infinite
sequence of increasing time values, and (1) S is applicable to C, (2) for all k
where S[k] = (p,m,d, A), we have p /& (T[k]) and d = H(p,T[k]), (3) every
correct process takes an infinite number of steps, and (4) every message sent to
a correct process p is eventually received by pE

2.5 Implementability

An algorithm A implements a problem B using a failure detector D in an envi-
ronment & if every run of A using D in & satisfies the specification of B. We say
that D solves B in & if there is an algorithm that implements B using D in &;.
We say that a failure detector D1 is stronger than a failure detector D2 in en-
vironment & (D2 =; D1) if there is an algorithm (called a reduction algorithm)
that transforms D1 into D2 in &, i.e., that can emulate the output D2 using D1
in & [B]. The algorithm does not need to emulate all histories of D2. It is re-
quired however that, for every run R =< F, H,C,S,T > where H € D1(F), the
output of the algorithm with R be a history of D2(F'). We say that D1 is strictly
stronger than D2 in environment & (D2 <; D1) if D2 <; D1 and —(D1 <; D2).
We say that D1 is equivalent to D2 in environment & (D1 =, D2), if D2 <; D1
and D1 <; D2.

Finally, we say that a failure detector D is the weakest for a problem B in
environment & if (a. sufficient condition) D solves B in & and (b. necessary
condition) any failure detector that solves B is stronger than D in &;.

2 In fact, our results and proofs hold with a weaker assumption where we only require

that (47) every message sent by a correct process to a correct process p is eventually
received by p.
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3 k-Perfect Failure Detectors

3.1 Definitions

We define in this section the generic class of k-Perfect (P*) failure detectors,
where 0 < k£ < n. This class is generic in the sense that its semantics depend on
the value of the integer k. Failure detectors of class P* output, at each process
p and each time 7, a list of suspected processes P*(p,7) (i.e., the range of P¥ is
211 These failure detectors ensure strong completeness as well as the following
k-accuracy property: at any time 7, no process suspects more than n — k — 1
processes that are alive at time 7. More precisely:

— k- Accuracy: Vp € I, ¥7 € & |P*(p,7) \ F(7)| < maz(n — k — 1,0).

For k > n — 1, processes do not make false suspicions and P* is P. For
k < n—1, processes can make false suspicions and can even permanently disagree
on the processes they falsely suspect. To better illustrate the behavior of a k-
Perfect failure detector, consider a system of 5 processes {p1, p2, ps, pa, ps} and
the case k = 2. The failure detector should eventually suspect permanently all
crashed processes and should not falsely suspect more that 2 processes at every
process. Consider a failure pattern where p; and ps crash. It can be the case
that after some time 7, p3 permanently suspects {p1, p2, p4,p5}, p4 permanently
suspects {p1,p2,p3, s}, and ps permanently suspects {p1, p2, p3, p4}. It can also
be the case that after some time 7, ps forever alternately suspects {p1, p2, ps}
and {p1, p2,pa}.

The idea of limited accuracy is not new. Failure detectors of S already provide
a limited form of accuracy, with respect to those of P, in the sense that they
only need to ensure weak accuracy: they can falsely suspect correct processes,
as long as there is one correct process that is never suspected. Our notion of
limited accuracy is different in that processes do not need to agree on a process
they never suspect, as conveyed by our example above and specified by our
Proposition Bl below. In [I323], the notion of accuracy was further limited in the
sense that only a subset of the processes need to satisfy it: again, and even if
we consider the case of weak accuracy, the subset of processes should still agree
on some process not to suspect. In [5], the authors introduced the notion of k-
Mistaken failure detectors as those that can make k false suspicions. In our case,
except when k € {n — 1,n} (Perfect failure detection), a failure detector of P*
can make an infinite number of mistakes.

We also define here the failure detector class P! x ©S. This class gathers
failure detectors D of range 27 x 27 such that given H; a history of a failure
detector of P* and Hy a history of a failure detector of ¢S, for each process
p and at each time 7, the value of the failure detector module D, is a pair

(Hl(pa T)7H2(pa T))
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3.2 Relationships

In the following, we give some general properties of P* failure detectors. Certain
properties follow trivially from the definition. Others are less trivial and can be
found in the full paper [9].

Proposition 1. V¢, k, k' € [0,n], k < k' = PF =<, PF.

Proposition 2. Vi, € [n/2,n— 1], t/ <t= P! <, P

We already pointed out the fact that P"~! = P" = P. We state below a
relationship between P! and S.

Proposition 3. Vt € [1,n — 2], P! x OS <; S.

We show (later in the paper) that, for any ¢, P’ x OS8 is the weakest failure
detector class for consensus in &. Hence, a corollary of Proposition [ above is
that S is not the weakest for consensus in & if ¢ < n — 1. Note that we have
shown in [§] that P (and hence P"~! and P") is equivalent to S in E(n—1) and
&8

We state below some relationships between P* and L, the empty failure
detector that never outputs anything: 1 can thus be implemented in an asyn-
chronous system. Through these relationships, we point out some situations in
which P¥ can be implemented in an asynchronous system.

Proposition 4. Vt € [0,n — 1], P! =, 1.

Proposition 5. V¢, € [0,[n/2] — 1], P¥' =, L.

To get an intuition of the implementability of P* in an asynchronous system
(i.e., the equivalence with 1), consider a system of 5 processes and an environ-
ment where a majority of the processes are correct. We can implement P2 if up
to 2 processes can crash as follows: processes periodically exchange messages,
and every process waits for 3 messages and suspects the processes from which it
did not receive messages (Figure [I)).

Given that (as we show in the next section), for any ¢t € [0,n], P! is the
weakest for register problem in &, clearly, P¥ cannot be implemented in an
asynchronous system in any & where k >t > n/2.

3 Remember that we consider realistic restrictions.
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1 Every process p executes the following code:

2 Initialization:

3 r:=0

4 Task 1:

5 repeat forever

6 send(ARE.YOU_ALIVE,r) to all

7 wait until receive (I_AM_ALIVE,r) from maz(n —t,1) processes
8 Outputy:={q | no message (I_AM_ALIV E,r) from q received by p }
9 /* Output, is the output for p of the failure detector D */

10 ri=r+1

11 Task 2:

-
S

upon receive (ARE_.YOU_ALIVE, z) from q
send(I_AM_ALIVE, ) to ¢

o
w

Fig. 1. Implementation of P"~*~! in environment &;

4 The Sufficient Conditions

In this section, we show that, in any environment &;, (1) any failure detector
of P! solves register problem, and (2) any failure detector of P! x OS solves
consensus. To show (2), we reuse the fact that consensus can be implementable
with registers and any failure detector of ¢S (in any environment) [2I]. To
show (1), we first give an algorithm (Figure ) that implements a 1-writer—1-
reader atomic register (for any reader or writer) using a failure detector of P?.
Then, as in [2], we use the fact that a N-writer—M-reader atomic register can
be implemented from 1-writer—1-reader atomic registers (see [I8] for a tutorial
on relationships between registers).

Our register implementation (Figure [) is an adaptation of [4]. Roughly
speaking, whereas [4] uses the assumption of a majority of correct processes
to ensure a quorum property for read and write operations, we make use of P?
to ensure that quorum property. Basically, each process maintains the current
value of the register. In order to perform its read (resp. write) operation, the
reader (resp. the writer) sends a message to all and waits until it receives ac-
knowledgments from (1) at least max(n — t,1) processes, and (2) from every
process that is not suspected by its failure detector module.

Proposition 6. With any failure detector of P*, Algorithm[3 solves 1-reader—
1-writer atomic register (for any reader or writer) problem in environment ;.

Corollary 1. Any failure detector of P! solves (n-writer-n-reader) register
problem in &.

We reuse the result of [2I] that consensus can be implementable with registers
and any failure detector of ¢S (in any environment) in order to deduce the
following corollary:

Corollary 2. Any failure detector of P! x OS solves consensus in &;.
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1 Every process p (including p., and pr) executes the following code:
2 Initialization:
3 current := L

last_write :== —1

5 upon receive (WRITE,y,s) from the writer
6 if s > last_write then

7 current := vy

8 last_write := s

9 send(ACK_WRITE,s) to the writer

10 upon receive (READ, s) from the reader
11 send(ACK_READ,last write, current, s) to the reader

12 Code for p,, the (unique) writer:
13 Initialization:
14 seq := 0 /* sequence number */

15 procedure write(x)
16 send(WRITE, z, seq) to all
17 wait until receive (ACK_ W RITE, seq)
from all processes not in P,ﬁw
and from at least maz(n —t,1) processes
18 seq :=seq+1
19 end write

20 Code for p, the (unique) reader:
21 Initialization:
22 rc:= 0 /* reading counter */

23 function read()
24 rc:=rc+1
25 send(READ,rc) to all
26 wait until receive (ACK_READ, x, *,rc)
from all processes not in P}
and from at least maz(n —¢,1) processes
27 a:=max{v | (ACK_READ,v,*,rc) is a received message}
28 if a > last_write then

29 current := v such that (ACK_READ,a,v,rc) is a received message
30 last_write ;== a
31 return(current)

32 end read

Fig. 2. Implementation of an 1-writer—1-reader atomic register

5 The Necessary Conditions

In this section, we show that, in any environment &, (1) any failure detector
class that solves register problem is stronger than P¢, and (2) any failure detector
class that solves consensus is stronger than P! x ©S.

To state (1) we give an algorithm in Figure 3 that emulates, with any failure
detector D that solves 1-writer—n-reader register problem for any writer, a fail-
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ure detector of P*. We only describe the algorithm (its proof is given in [9]). To
state (2), we use (1) above plus the facts that, (2.1) one can implement a register
using (uniform) consensus (e.g., through a fault-tolerant state machine replica-
tion approach [26]), and (2.2) any failure detector class that solves a consensus
is stronger than ¢S [6].

The idea of the algorithm of Figure [3 is the following. We use exactly one
1-writer—n-reader register per process, and we also denote by p the register of
process p. Each process p is the writer of its register. Periodically, each process
writes in its register alternatively two different values: vy and v;. The fact that
the register has been implemented using a failure detector D has the nice conse-
quence that, for any write operation that terminates at some time 7, all processes
that have not crashed by time 7, except at most max(n — t — 1,0) processes,
have participated in the operation (the fact that D is realistic is important here).
A failure detector of P? is emulated through a distributed variable where every
process basically outputs (suspects) the list of processes that did not participate
in a write operation. More precisely, each process p maintains, for each register
r, a list of participants and the sequence number of the last write operation seen
by the process p on r. Every message exchanged in the context of an operation
is tagged with these lists and the sequence numbers of the last write operation
on each register. When p ends its write operation, it suspects all processes that
are not in its list for p. The details on how processes update the lists, as well as
the sequence numbers of the write operations, are given in Figure [3

Proposition 7. For any failure detector class D that solves register problem in
&, we have: Pt <; D.

From Proposition [[land Corollary [I, we deduce:

Theorem 1. For anyt, Pt is the weakest failure detector class for register prob-
lem in environment &;.

Given that a register cannot be implemented in asynchronous systems in envi-
ronment & for n < 2t 2], we deduce:

Corollary 3. If t > n/2 then P! cannot be implemented in an asynchronous
system in &;.

Let D be any failure detector that solves consensus in &. From [6], D can
be transformed into a failure detector of &S in environment &;. Moreover, with
consensus it is possible to implement an atomic register. For this, we can first
implement the strong version of uniform atomic broadcast (as defined in [1]) and
with this kind of uniform atomic broadcast it is easy to implement an atomic
registerﬁ

Proposition 8. For any failure detector class D that solves consensus in &, we
have: Pt x &S <, D.

4 Note that the classical definition of uniform atomic broadcast [16] is not sufficient
for this.
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/* Process p repeatedly writes vo, v1 on register p */
/* Output, is the output of the emulated failure detector */

1 Initialization:

2 Vi : L[i] = 0; last_write[i] := 0;

/*L[p] is the list of participants in the write (last_write[i]) operation on the register p */
/*all messages are tagged with (L,last_write)*/

When p begins a new write operation on its register (register p)
last_write[p] := last_write[p] + 1

L[p] := {p}

When p ends the current write operation on its register (register p)
7 Output, = II — L[p]

oA w

=Y

8 When p receives a message m with tag (M, lw)

) forall i do

10 switch:

1 case lw[i] > last_write[i]:L[i] :== M[i] U {p}
12 case lw[i] = last_write[i]:L[i] := L[¢] U M[i]
13 case lw[i] < last_write[i]:skip

14 last_write[i] := max(last_write[i], lw[i])

Fig.3. Tp_,pt - Emulation at process p of a failure detector in P* from a register
implementation using a failure detector.

From Proposition Rland Corollary @, we deduce that:

Theorem 2. For any t, Pt x OS is the weakest failure detector class for con-
sensus in environment ;.

6 Concluding Remarks

We discuss here the scope of our lower bound failure detection results. We first
discuss the universe of failure detectors among which we determine the weak-
est class, then we consider the environment within which we state and prove
our results, and finally we come back to the relationship between registers and
consensus and the impact of uniformity.

6.1 The Failure Detector Universe

Our results hold among the original universe of failure detectors defined in [5],
with one exception however: we exclude failure detectors that can guess the
future [8]. These failure detectors cannot be implemented even in a synchronous
system (in the sense of [22])E From a theoretical perspective, excluding such

® Systems as in [10] that enforce perfect failure detection by explicitly crashing pro-
cesses, make sure that these processes are suspected after they have crashed, i.e,
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failure detectors has clearly an impact. For instance, there is a class (denoted by
M in [14]) of failure detectors that outputs exactly the list of faulty processes
since time 0, and which solves consensus and register problem for any number
of possible crashes. This class is incomparable with P! (this is not completely
trivial and we give the proof in the full paper [9]). Hence, our results do not hold
within the overall original universe of failure detectors [5]: this might explain why
the questions we address in this paper remained open for more than a decade.

6.2 The Environments

Strictly speaking, our failure detection lower bound result on consensus does
not generalize the result of [6]. Whereas [6] shows that any failure detector that
implements consensus in any environment can be transformed into a failure de-
tector of &S, we show that any failure detector that implements consensus in
any environment where up to ¢ processes can crash (&;), for any t, can be trans-
formed into a failure detector of P! x ©S. Our result generalizes the result of [6]
for environments of the form &;. It is not applicable to arbitrary environments,
for instance where two specific processes p; and ps cannot crash in the same
failure pattern.

6.3 The Uniformity of Consensus

We consider throughout the paper the uniform variant of consensus. If we con-
sider a correct-restricted variant of consensus [25], where two processes can decide
differently, as long as one of them is faulty, then P x ©S is not the weakest for
consensus for ¢t > n/2 in &. Indeed, consider the class P of failure detectors
(given in [12]) and defined through the strong accuracy property of P and the
following partial completeness property: if a process p; crashes, then eventually
every correct process p; such that j > i permanently suspects pzﬁ There is an
algorithm given in [12] that implements correct-restricted consensus with P
for any t. For t > n/2, P is not stronger than P? in & (we give the proof in
the full paper [9]). For t > n/2, P x ©S is thus not the weakest for consensus
in & (we generalize here the observation of [8] for ¢t € {n — 1,n}). In a sense,
the equivalence we state in the paper between consensus in & and ¢S plus a
register resilient to ¢ crashes does not hold for correct-restricted consensus, i.e.,
the latter does not always lead to implement a register in a message passing
model (augmented with failure detectors). In other words, in such models, cor-
rect restricted consensus problem can be solved whereas an atomic register can
not be implemented.

they do not predict the future. It is not clear however how our results apply to sys-
tems that somehow predict failures by turning suspicions into exclusions from the
group [3].

5 As with the failure detector class £2;, introduced in [24], P has a restricted com-
pleteness: some faulty process might never be suspected. However, the two classes
are different: with P~, completeness is restricted a priori: the only faulty process
that might never be suspected (by any one) is p,. With (2;, except when ¢ = 1, any
faulty process might never be suspected (by any one).
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Improved Compact Routing Scheme for Chordal
Graphs
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Abstract. This paper concerns routing with succinct tables in chordal
graphs. We show how to construct in polynomial time, for every n-node
chordal graph, a routing scheme using routing tables and addresses
of O(log®n/loglogn) bits per node, and O(log?n/loglogn) bit not
alterable headers such that the length of the route between any two
nodes is at most the distance between the nodes in the graph plus two.

Keywords: Chordal graph, compact routing tables, tree-decomposition

1 Introduction

Delivering messages between pairs of processors is a basic activity of any dis-
tributed communication network. This task is performed using a routing scheme,
which is a mechanism for routing messages in the network. The routing mecha-
nism can be invoked at any origin node and be required to deliver a message to
some destination node.

It is naturally desirable to route messages along paths that are as short as
possible. The efficiency of a routing scheme is measured in terms of its multi-
plicative stretch (or additive stretch), namely, the maximum ratio (or surplus)
between the length of a route produced by the scheme for some pair of nodes,
and their distance. A straightforward approach to achieving the goal of guar-
antees optimal routes is to store a complete routing table in each node u in the
network, specifying for each destination v the first edge (or an identifier of that
edge, indicating the output port) along some shortest path from u to v. However,
this approach may be too expensive for large systems since it requires O(n log d)
memory bits for a node of degree d in an n-node network. Thus, an important
problem in large scale communication networks is the design of routing schemes
that produce efficient routes and have relatively low memory requirements.

The routing problem can be presented as requiring to assign two kinds of
labels to every node of a graph. The first is the address of the node, whereas
the second label is a data structure called the local routing table. The labels are
assigned in such a way that at every source node u and given the address of
any destination node v, one can decide the output port of an edge outgoing of u
that leads to v. The decision must be taken locally in u, based solely on the two
labels of u and with the address label of v. In order to allow each intermediate

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 252-[264] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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node to proceed similarly, a header is attached to the message to v. This header
consists either of the destination label, or of a new label created by the current
node.

It was shown in a series of papers (see, e.g., [PUS9Y/ABNLPSIJABNLPI0]
API0JAPI2ITZ01b]) that there is a tradeoff between the memory requirements
of a routing scheme and the worst-case stretch factor it guarantees. In [PU89] it
is shown that every routing strategy that guarantees a multiplicative s stretched
routing scheme for every n-node graph requires 2(n't'/(s+4)) bits in total,
so 2(n'/25+9) for local routing tables, for some worst-case graphs. Stronger
lower bounds hold for small stretch factors. In particular, any multiplicative s
stretched routing scheme must use {2(y/n) bits for some nodes in some graphs
for s < 5 [TZ01a], £2(n) bits for s < 3 [FGITIGGO1], and §2(nlogn) bits for
s < 1.4 [GP96]. More precisely, for s =1 [GP96] showed that for every shortest
path routing strategy and for all d and fixed € > 0 such that 3 < d < (1 — €)n,
there exists a graph of degree bounded by d for which 2(nlogd) bit routing
tables are required simultaneously on ©(n) nodes, matching with the memory
requirements of complete routing tables. All the lower bounds presented above
assume that routes and addresses can be computed and optimized by the routing
strategy in order to decrease the memory requirement.

These lower bounds are motivations for the design of routing strategies with
compact tables on more specific class of graphs. Here we non exhaustively list
some of them. Regular topologies (as hypercubes, tori, cycles, complete graphs,
etc.) have specific routing schemes using O(logn) bit for addresses and for rout-
ing tables (cf. [Lei92]). For non-regular topologies and wider class of graphs, sev-
eral trade-offs between the stretch and the size of the routing tables have been
achieved. In particular, for c-decomposable graphs [FJ90] (including bounded
tree-width graphs), planar graphs [F'J89ILu02], and bounded pagenumber graphs
and bounded genus graphs [GH99]. More recently, a multiplicative 14€ stretched
routing scheme for every planar graph, for every e > 0, with only (logn)°™ bit
addresses and routing tables, has been announced in [Tho(T]. For more detailed
presentation of these schemes and for an overview of the other strategies and
techniques, see [Gav(lT] and [Pel00a).

In this paper we investigate chordal graphs, namely the class of graphs con-
taining no induced cycles of length greater than 3. Trees are chordal graphs. A
member of this class is depicted on the left side of Fig. [ Note that from an
information theory point of view, there is no way to give a compact representa-
tion of the underlying topology of such graphs, unlike other regular topologies
(as hypercubes, grid, Cayley graphs, etc.). Indeed, there are at least on*/4—o(n’)
non-isomorphic chordal graphs with n nodes by considering for instance split-
graphs, namely a complete graphs of [n/2] nodes and with |n/2| extra nodes
whose neighborhood is randomly selected into the clique.
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Previous Works

If we insist on shortest path (i.e., optimal stretch s = 1), no strategy better than
complete routing tables is known for chordal graphs. Nevertheless, every chordal
graph whose its maximal cliques are of size k 4+ 1 exactly, namely every k-tree,
supports shortest path routing tables such that, at each node, the destination
addresses using the same outgoing edge consists of at most 2¥+1 blocks of consec-
utive addresses [NN9§|. Actually, as shown in [Don(2], this result can be easily
extended to every chordal graph of maximum clique k+ 1. Derived from [NN9S],
every chordal graph with maximum clique k£ has shortest path routing tables of
O((2* 4 d) log n) bits per node of degree d, and using addresses € [1,n].

Relaxing the address size from logn bitd] to 2logn, [Dou02] has recently
showed that chordal graphs of maximum clique k£ have an additive 2 stretched
routing strategy with O(klogn) bit routing table per node. However, k = ©(n)
is possible, yielding a space bound not better than complete routing tables in
the worst-case.

The only scheme providing a space bound independent of the size of the
maximum clique is due to Peleg and Upfal [PU89]. Based on the construction
of a multiplicative 3-spanner with O(nlogn) edges [PS89] (namely, a spanning
subgraph whose the distance between any two nodes does not exceed 3 times
the original distance in the graph), [PU89| have constructed a multiplicative 3
stretched routing strategy for chordal graphs using O(nlog?n) bits in total for
tables and O(log® n) bit addresses. In their scheme, headers do not consist of the
full destination addresses as in [NN9§| and in [Dou02], but are of O(logn) bits
only. However headers can change several times along the route. In particular,
the scheme provides routes that are not loop-free path in the graph.

Anyway, the solutions of [NN9§], of [Dou(2], and of [PUS9] do not guarantee
short routing tables for all the nodes. In the worst-case, 2(nlogn) bits might
be required at some nodes.

Our Results

In this paper, we design for chordal graphs an additive 2 stretched routing scheme
with addresses and routing tables of O(log® n/ loglog n) bits per node. The head-
ers are of size O(log® n/loglogn) bits, and once initialized by the source node
of the message, headers are never changed along the route. As a consequence
the routes provided by our scheme are loop-free. On the time complexity point
of view, our scheme is polynomially constructible (actually the time complexity
to setup all the data structures is bounded by O(m + nlog®n) where m is the
number of edges). Moreover, once the routing scheme is constructed, routing de-
cisions at each node (including header initializatiorﬂ) require a constant number
of standard operations on O(logn) bit word.

! Logs are in base two.

2 Tt should be clear that to get a constant time complexity, one does not take in account
the time to copy headers from router’s memory to the link registers. Otherwise, the
time complexity depends on the header size.
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Obviously, an additive 2 stretched routing scheme gives also a multiplicative 3
stretched scheme, since in the worst-case the route between two adjacent nodes
might be of length 3. However, the routes provided by our scheme are relevant
as we can show that, in the scheme of [PU89], there are some counter-example
graphs with nodes at distance two and having routes of length 5. Moreover, since
our routing scheme is loop-free it guarantees shortest path for trees, whereas
in [PU89] the routes are not optimal whenever the depth of the tree is at least
two.

Technically, our result is achieved by the use of two main ingredients: 1)
the well known tree-decomposition in maximal cliques of chordal graphs; and 2)
the recent compact and distributed data structures for trees, in particular an-
swering efficiently routing queries and ancestor queries with small labels [AROT]
KMOTJKMS02JFGOTITZ01Db]. At this step, it is worth to observe that additive
r stretched routing scheme on chordal graphs cannot be reduced to the prob-
lem of routing in a suitable spanning tree of the graph. Indeed, as mentioned
in [Pri97/BCD99|, for every fixed integer r there is a chordal graph without tree
r-spanners (additive as well as multiplicative).

The paper is organized as follows. In Section 2] we introduce some defini-
tions as tree-decomposition of Robertson and Seymour, and hierarchical tree. In
Section [3] we sketch the routing scheme, and then we give its correctness and
its space complexity analysis.

2 Preliminaries

We need the notion of tree-decomposition used by Robertson and Seymour in
their work on graphs minors [RS86].

Definition 1. A tree-decomposition of a graph G is a tree T whose nodes are
subsets of V(G), such that (see an example on Fig.[):

1 UXeV(T)X =V(G);
2. for all {u,v} € E(Q), there exists X € V(T') such that u,v € X; and
3. forall XY, Z € V(T), if Y is on the path from X to Z inT then XNZ CY.

Proposition 1. (cf. [Die00]) A graph G is a chordal graph if and only if there
exists a tree-decomposition of G (polynomial-time constructible) such that for all
X e V(T), X induced a maximal clique in G.

From now we consider an arbitrary connected chordal graph G with n nodes.
According to Proposition [[] let 7 be a tree-decomposition of G such that each
one of its nodes induced a maximal clique in G. It is clear that the number of
maximal cliques in G is at most n, so T has at most n nodes.

It is well known that every tree T with n nodes has a node s, called sepa-
rator, such that all connected components of T\ {s} have at most n/2 nodes.
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Fig. 1. From left-to-right: a chordal graph G, its set of maximal cliques, and a tree-
decomposition of G satisfying Proposition [

A hierarchical tree of T is a rooted tree H defined recursively as follows: the
root of H is s, the separator of T', and the children of s are the roots of the
hierarchical trees of the connected components of T\ {s}. Observe that H and
T share the same node set, and that the depth of H is at most logn. Let H be
any hierarchical tree of T (cf. Fig. [2).

We use standard notions of children, parent, ancestors, descendants and depth
in rooted trees. For simplicity we assume that a node is an ancestor of itself. We
denote by ncap(z,y) the nearest common ancestor of the nodes = and y in the
rooted tree T'. By construction of H we have:

Proposition 2. Let Q be the path in T from U to V', and let Z = ncay (U, V).
Then Z € Q, and Z is an ancestor in H of all the nodes of Q.

We assume that 7 is rooted. For every node w of G, the ball of u, denoted
by B(u), is a node X of 7 of minimum depth such u € X. Observe that, once
T has been fixed, B(u) is unique for each u by Rule 3 of Definition [

To each node X of ‘H we associate a shortest path spanning tree of G, denoted
by Sx, rooted at any node rx of G such that B(rx) = X. Observe that for each
X, the node rx exists, otherwise X would not induce a maximal clique.
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Fig. 2. The tree-decomposition 7 and the hierarchical tree .

Proposition 3. Let u,v be two adjacent nodes of G. One of these statements is
true:

1. B(u) is an ancestor of B(v) in T and then u € B(v).
2. B(v) is an ancestor of B(u) in T and then v € B(u).

Proof. Let u,v be two adjacent nodes of G. If B(u) = B(v) then the two state-
ments are trivially trues (recall that we consider that a node is an ancestor of
itself).

So, assume that B(u) /=B(v). By minimality of the depth of the balls and
by definition of T, every ball X containing a node z, is a descendant of B(x) in
T. Moreover by Rule 2 of Definition[d], there exists a ball Y containing v and v.
Thus Y is a descendant of B(u) and of B(v). Thus either B(u) is an ancestor
of B(v) or the reverse. If B(u) is an ancestor of B(v) then B(v) is on the path
from B(u) to Y in T, by Rule 3 of Definition ], v € B(v). Similarly if B(v) is
an ancestor of B(u) then v € B(u). |

Definition 2. Let P be a path in G from u to v, and let Z = ncay (B(u), B(v)).
We define except(P) = {w € P | B(w) is not a descendant of Z in H}.

Lemma 1. Let P be a shortest path in G from u to v, except(P) C ncay(B(u),
B(v)). Therefore, |except(P)| < 2.

Proof. Let P = x1,x3,...,x; be a shortest path in G from u = x1 to v = x;, and
let Q@ = X1, Xo,...,X,, be the path in T from B(u) = X; to B(v) = X,,,. By
Proposition 2] each node z; of P such that B(z;) € @, is not in except(P). So,
let us prove that each node x; of P such that B(z;) ¢ @, is in ncar(B(u), B(v)),
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and then we will prove Lemma [[] In this proof we will consider only the tree T,
so when we will talk about ancestor or descendant, it will always be in 7.

Let ig be the smallest index such that B(z;,) ¢ Q. Note that ig /=1 andy /=
[. Thus there exists Y € @ such that Y is a separator between z;, and v. Thus
there exists j > 4 such that «; € Y. Moreover by minimality of iy, B(x;,—1) €
Q. Assume that z;, ¢ ncar(B(u), B(v)). By Proposition [3, either B(x;,—1) is
an ancestor of B(z;,), or B(x;,) is an ancestor of B(x;,—1). If B(z;,-1) is an
ancestor of B(z;,), then B(z;,—1) is also an ancestor of Y, and by Rule 3 of
Definition M z;,—1 € Y: a contradiction because the path z1,...2;,—1,2;,..., 2
would be shorter than P which is a shortest path. Thus B(z;,) is an ancestor of
B(z;,—1), thus Y = ncay(B(u), B(v)) and by Rule 3 of Definition[], ;, € Y.

Let i1 be the largest index such that B(x;,) ¢ Q, possibly i1 = ig. By
replacing x;, by z;,, and, x;,—1 by x;,+1, we obtain similarly that z;, €
ncay(B(u), B(v)).

Thus we have two nodes x;,,x;, € ncar(B(u),B(v)). They are adjacent in
G, so there is no x;; € P with ig < ¢’ < 41. O

Corollary 1. Let u,v be two nodes of G, X = ncay(B(u), B(v)), and let Px be
the path from u to v in the tree Sx. Then |except(Px)| < 3.

Proof. Let u,v be two nodes of G, X = ncay (B(u), B(v)), and let Px be the
path from v to v in the tree Sx. Let Py, and Pyown, the paths in Sx from u to
rx, respectively from rx to v. Note that Px is composed by a sub-path of P,,
then by a sub-path of Pyouwn. Thus except(Px) C except(P,,) U except(Piown)-
By Lemmal [l |except(Py,)| < 2 and |except(Paown)| < 2.

Moreover, Proposition [ states that X is on the path in 7 from B(u) to
B(v), thus X is an ancestor in T either of B(u), or of B(v). If X is an ancestor
of B(u), then by Lemma [[] each node of except(P,,) is in ncar(B(u), X) = X.
Moreover rx € X thus rx and w are adjacent in G, therefore |except(P,;,)| < 1.
Similarly if X is an ancestor of B(v), then |except(Puown)| < 1. Thus
|except(Px )| < |except(Pyp)| + |except( Paown)| < 3. O

3 The Routing Scheme

Let us outline the routing scheme. Each node u of G contains in its address
the information needed to route in all trees Sx such that X is an ancestor in
H of B(u) (B(u) included). They are O(logn) such routing trees. To send a
message from a source u to a destination v, we use a route through the tree Sx
where X = ncay(B(u), B(v)). In fact, X is a separator between v and v in G
(Proposition ), and both u,v contain the information about routing in Sx. So,
the standard route is done along Sx. However that makes harder the routing
process is that, along the route between u and v in Sx, one may traverse some
nodes w such that B(w) is not a descendant of X in the tree H. As w knows
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only trees Sy for all ancestors Y of B(w) in H, it turns out that w ignores
the route in Sx, whereas Sx spans w. Repeating recursively the same kind of
routing from w to v may result of a very long detour from the distance between
u to v. (Actually the result for the length of the routes would be a multiplicative
stretch s > 1, and not a constant additive stretch as required.) Such a node w
belongs to except(Px) where Px is the path from u to v in Sx. As these nodes
are at most 3 (Corollary [T]), the solution consists to store in advance the right
edge for all the nodes that are in except(Px) in order to force them to follow
the path in Sx.

3.1 Description of the Labels

We assume that the outgoing edges of every node u of G are numbered arbitrar-
ily by distinct integers, called output port numbers, and taken from [1,deg(u)].
Our scheme associate to every node u of G two labels: its address, denoted by
address(u), and a local routing table, denoted by table(u).

e The local routing table of u in G, table(u), is set to info(u) (defined here-
after);

e The address of u in G is defined by address(u) = (path) (u), id(u), help(u),
info(u). Let h be the depth of B(u) in H, and i € {0,...,h}. Let X; be the
ancestor in H of B(u) of depth i and let P; be the path in Sy, from u to ry,.
The fields of address(u) are as follows:

path(u): represents a sequence (p1, ..., pp) of h integers. For every node X of H,
the edges between X and its children are labeled with distinct integers. path(u)
is the sequence of edge labels encountered along the path from the root of H to
B(u). So, path(u) is an identifier of B(u). If B(u) is the root of H, then path(u)
is defined as the empty sequence. For convenience, path(u)[j] denotes p;, and
path(u)[1...j] denotes the sequence (pi,...,p;). Note that the path from the
root of H to ncay(B(u), B(v)) is the longest common prefix between path(u)
and path(v).

id(w): is an integer taken from [1,n], such that id(u) /=d(v) for all u,v of G.

help(u): is a table with h+1 entries. The i-th entry is (|except(P;)|, rescue(P;)).
Where rescue(P;) is a table with |except(P;)| entries. Let w be the j-th node of
except(P;) (by Lemma [l j < 2). The j-th entry of rescue(P;) is:

(id(w), downp, (w), upp, (w)), where downp, (w) and upp, (w) are the output port
numbers of the edges allowing to go in P; from w to u, respectively from w to
rx;

info(u): is a table with h + 1 entries. The i-th entry of info(u) is routey, (u),
where routex, (u) is a label depending on the tree Sy, and on w such that the
route from u to any node v in Sx, can be determined from the labels routex, (u)
and routey, (v) only. More precisely, for a suitable computable function f (so
independent of the tree), f(routex,(u),routex,(v)), for every v /=u, returns
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the output port number of the first edge of the path from u to v in Sx,. An
implementation of these labels is discussed in Lemma[4], in Paragraph B4l

3.2 The Routing Algorithm

Consider u, v two nodes of G, u the sender and v the receiver. Procedure INIT(u, v)
is in charge of initializing the header attached to the message sent by u. This
header, denoted by H, ., is (hx, ¢, (w1, p1), (we, p2), (ws,p3)) computed as fol-
lows:

Procedure INIT(u, v):

1. Let X the nearest common ancestor in H between B(u) and B(v).
Set hx be the depth in H of X.
2. Set ¢ := routex (v), i.e., info(v)[hx].
Observe that this step just requires pointer assignment.
Let P, P’ be the paths in Sx from u to rx, respectively from rx to v.
3. For all nodes w of except(P’) (contained in rescue(P’), the second field of
help(u)[hx]), append (id(w), downp: (w)) in Hy .
4. For all nodes w of except(P) \ except(P’), append (id(w), upp(w)) in H, .

Consider any node w of G that receives H,, = (hx,¥¢, (w1,p1), (w2, p2),
(ws,p3)), the header computed from INIT(u,v) (possibly, w = w). The output
port number of the edge on which the message to v has to be sent from w is
defined by Procedure SEND(w, H,, ,,) described below. Observe that once H, , is
initialized by the sender, H,, , is never changed along the route.

Procedure SEND(w, Hy, ):

1. If id(w) = w;, for i = 1,2 or 3, then route on p;.

2. Otherwise route in Sx using function f(routex (w),¥).
(Recall that ¢ = routex (v). Moreover in this case, w ¢ except(P;). Thus X
is an ancestor in H of B(w) and routex (w) is defined).

3.3 Correctness and Performances of the Routing Algorithm

We now give the correctness of the routing algorithm. Let p(u,v) denote the
length of the route produced by INIT and SEND from u to v. We denote by
d(u,v) the distance between u and v in G. The correctness of our scheme is done
proving that p(u,v) is bounded. More precisely:

Lemma 2. Let u,v be two nodes of G, p(u,v) < d(u,v) + 2.

3 The copy of the header attached to the message before forwarding is not take in
account in the time complexity of INIT(u, v).
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Proof. Let P = x1,...,2,, be the path from v = z; to v = x,, induced by
the routing scheme. Clearly P is the path from u to v in Sx, where X is the
ball chosen by INIT(u,v), i.e., X = ncay (B(u), B(v)). Thus p(u,v) < d(u,rx)+
d(rx,v).

Moreover, by Proposition @] X is a separator between u and v in G. Thus
there exists w € X such that d(u,w) + d(w,v) = d(u,v). As X is a clique,
d(u,rx) < d(u,w) + 1, and d(rx,v) < d(w,v) + 1. This complete the proof. O

3.4 Implementation of the Scheme

We assume that the standard bitwise operations (like addition, xor, shift, etc.)
on O(logn) bit words run in constant time.

Lemma 3. For every u, path(u) and help(u) can be implemented by a binary
string of O(logn) bits such that INIT(u,v) runs in constant time.

Proof. Step 1 of INIT(u,v) needs hx, the depth in H of ncay(B(u), B(v)). Al-
though this problem cannot be solved for general trees with labels shorter than
O(log? n) bits [Pel00b], O(logn) bit labels suffice for H as is depth is bounded
by O(logn). Assume path(u) = (p1,...,pn). To compact the labels, for every
i, the integer p; € {1,2,...} is chosen such that it labels the edge leading to
the p;-th heaviest child of the node identified by path(u)[l...7 — 1]. It is not
difficult to check that such assignment satisfies: H?Zl p; < n. Thus, using vari-
able length encoding of each p;, path(u) can be stored on O(logn) bits. Using
standard techniques, the length of the longest common prefix can be extracted
in a constant number of bitwise operations (see |GKK™00, pp.7-8] for a more
precise implementation).

Step 2 of INIT(u,v) is a pointer assignment. It assigns info(u)[hx] to ¢,
the second field of H,,. Steps 3 and 4 consist to extract help(u)[hx] and
help(v)[hx], which are composed of a constant number of integers of O(logn)
bits. Recall that by Corollary [, |except(P)| + |except(P’)| < 3. Then, tests and
assignments on theses integers can be done in constant time. So, INIT(u,v) runs
in constant time. O

Lemma 4. For every w, address(w), and table(w) can be implemented by a
binary string of O(log® n/loglogn) bits (polynomial-time constructible) such that
SEND(w, Hy, ) Tuns in constant time. Moreover the length of H, , is

O(log® n/loglogn) bits.

Proof. Each node w of G stores table(w), that is info(w), and a finite set of
algorithms (including the function f) representing a constant number of bits.
To implement the routing in the trees Sy we use the scheme presented
in [FGOI]. This scheme uses binary labels of length O(log®n/loglogn), for
an arbitrary port labeling of the tree. Moreover it takes a constant time
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to extract the output port number from two labels. Thus the length of
routex, (w) is O(log?n/loglogn) bits for every trees Sx, known by w. As
H is of depth at most logn, the length of info(w), and thus of table(w), is
bounded by O(log® n/loglogn) bits. The length of address(w) is also bounded
by O(log® n/loglogn) bits.

Clearly, if w = w1, wy or wz, SEND(w, H,,,,) runs in constant time. Otherwise,
let ¢1 = routex(w) and ¢35 = routex(v). By construction, ¢; is info(w)[hx],
and hx, /s are given by H, ,. As computing f ({1, {2) requires a constant time,
cf. [EGOT], it follows that SEND(w, H,, ,) runs in constant time.

Finally, the length of H, , is O(log® n/ loglogn) bits since it contains only
one tree routing label plus some constant terms on O(logn) bits. O

From all the previous lemmas it follows that:

Theorem 1. There exists an additive 2 stretched loop-free routing scheme for
chordal graphs using addresses and routing tables of size O(log3 n/loglogn) bits,
and headers of size O(log? n/loglogn) bits. Once computed by the sender, head-
ers never change. Moreover, this scheme is polynomial-time constructible, and
the routing function is computable in constant time for each node.
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Abstract. Work on non-blocking data structures has proposed extend-
ing processor designs with a compare-and-swap primitive, CAS2, which
acts on two arbitrary memory locations. Experience suggested that cur-
rent operations, typically single-word compare-and-swap (CAS1), are not
expressive enough to be used alone in an efficient manner. In this pa-
per we build CAS2 from CAS1 and, in fact, build an arbitrary multi-word
compare-and-swap (CASN). Our design requires only the primitives avail-
able on contemporary systems, reserves a small and constant amount
of space in each word updated (either 0 or 2 bits) and permits non-
overlapping updates to occur concurrently. This provides compelling ev-
idence that current primitives are not only universal in the theoretical
sense introduced by Herlihy, but are also universal in their use as foun-
dations for practical algorithms. This provides a straightforward mecha-
nism for deploying many of the interesting non-blocking data structures
presented in the literature that have previously required CAS2.

1 Introduction

CASN is an operation for shared-memory systems that reads the contents of a
series of locations, compares these against specified values and, if they all match,
updates the locations with a further set of values. All this is performed atomically
with respect to other CASN operations and specialized reads. The implementation
of a non-blocking multi-word compare-and-swap operation has been the focus
of many research papers [ZI0l2I3[155]. As we will show none of these provides
a solution that is practicable in terms of the operations it requires from the
processor, its storage costs and the features it supplies.

This paper presents a new design that solves these problems. The solution
is valuable because it finally allows many algorithms requiring CASN to be used
in earnest (for example those from [ITJ5J4]). CASN is useful as a foundation for
building concurrent data structures because it can update a set of locations
between consistent states. Aside from its applicability, our solution is notable in
that it considers the full implementation path of the algorithm. Previous work
has often needed a series of abstractions to build strong primitives from those
actually available — each layer adds costs, the sum of which places the algorithm
beyond reasonable use.

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 265-279, 2002.
© Springer-Verlag Berlin Heidelberg 2002
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We present our new design through a two-stage process: we develop a re-
stricted form of CAS2 directly from CAS1 (Sect.[d) and we then show how to use
that to implement CASN (Sect. B)). In Sect.[d we discuss implementation problems
such as memory management and the need for memory barrier operations. We
evaluate the algorithm through experimental results on six processor families.

2 Background

Throughout this paper we assume a shared-memory model. We assume that an
operation new allocates a fresh area of memory sufficient for a specified number
of words. We take CAS1 as a primitive and assume initially that it — along with
ordinary read and write operations — is implemented in a linearizable manner by
the system (meaning that it appears to occur atomically at some point between
its invocation and return). We assume that all memory accesses are of word-size
and are to word-aligned addresses. As usual we define CAS1 as:

word_t CASI(word_t *a, word_t o, word_t n)
{ old = *a;

if (old == o) *a = n;

return old;

}

We wish CASN to be linearizable so that it is easy to reason about its use. It
should be non-blocking, meaning that some operation will complete if the system
takes a large enough finite number of steps. This gives resilience against poor
scheduler interactions (e.g. priority inversion). For scalability it is crucial that it
is disjoint-access-parallel: operations on disjoint sets of locations should proceed
in parallel. Finally, it should act on data structures with a natural and efficient
representation. This means that reserving more than a few bits in each location
is unreasonable. We would like to be able to use a built-in CAS1 operation for
the case of a single-word update. It is usually necessary to use separate read and
write operations on locations subject to update by CASN since disjoint-access-
parallel designs place intermediate values in locations during their update.

2.1 Related Work

Herlihy’s universal construction may form the basis of a CASN design, but it
is not disjoint-access-parallel [7]. Neither is Greenwald’s basic implementation
using CAS2 [5], although he also shows how a further control word per word allows
parallel updates. Israeli and Rappaport’s design is disjoint-access-parallel [10],
but each word must hold a processor ‘ownership’ field and the algorithm requires
strong LL/SC operations. Those operations can be implemented over basic LL/SC
or CAS1 by reserving further per-processor ‘valid’ bits in each word.

Anderson and Moir’s wait-free CASN uses strong LL/SC single-word primi-
tives [2]. It requires extensive auxiliary per-word structures. Moir subsequently
developed a simpler conditionally wait-free design for CASN [I5], meaning one
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Table 1. CASN algorithms for a system with p processes, a machine word size of w bits,
a maximum CASN width of n locations from a addresses, showing which algorithms are
disjoint-access-parallel (D-A parallel) and which require support from the operating
system kernel (OS)

D-A parallel| Requires |Bits-per-word

i No CAST |0
Al No cas2 |0
3l No cAs1 + OS [0
2] Yes Strong LL/SC|p(w + 1) + | where | = 1g,p + 1g,a

[15] Yes Strong LL/SC|lg,p + 1g,n
[10] Yes Strong LL/SC|lg,p
3] Yes CAS1 + OS |1+ 1gyn +1gyp
[10] Yes CAS1 p+1g.p
New Yes CAS1 0or?2

that is not intrinsically wait-free but which, at key points after contention is
detected, evaluates a user-supplied function to determine whether to retry.

Anderson et al. provide two further algorithms for priority-based sched-
ulers [3]. One is only suitable for uniprocessors. The other is not disjoint-access-
parallel. In their designs Anderson et al. use a restricted form of CAS2 which
is much the same as the RDCSS operation we define in Sect. [d However, it re-
quires priority-based scheduling and non-preemption guarantees for some code
sequences.

Moir shows several ways to build strong LL/SC from CAS1 or realistic
LL/SC [14]. However, there are problems with each construction. The correct-
ness of the first relies on sufficiently large counters reserved in each value not
overflowing at certain points. The second design allows pointer-sized values to
be stored by fragmenting them across words along with a header. This (at least)
doubles the storage required. The third design provides single-word LL/SC op-
erations without needing to avoid overflow based on an elaborate mechanism to
control tag re-use — for example a single SC requires four operations on a tag-
management queue. This design also requires a processor ID field to be reserved
in every word, along with space for these bounded tags and a count field. None
of these algorithms fits with our desire for a natural and efficient representation.

Table [l summarizes the various existing CASN designs and contrasts them
with our algorithm. For all except [2] and [I5] the per-word overhead is reserved
in each data location; in [2] and [15] it is separate.

3 Algorithmic Overview

As with most concurrent algorithms, the design of ours is rather intricate. We
hope that a brief overview of the the algorithm’s operation will aid readability.
Central to it is the use of descriptors. These are data structures in which threads
initiating some operation make available all of the information that others need
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to complete it — e.g. a CASN descriptor holds the addresses to be updated, the
values expected to be found there, the new values to store and a status field
indicating whether the CASN is still in progress.

A thread makes a descriptor active by placing a pointer to it into a location
in shared memory. This is our non-blocking alternative to locking that location.
Other threads seeing the descriptor pointer use the information in it to help the
owning thread complete its operation and release the location. A CASN proceeds
by placing pointers to its descriptor in each location being updated, checking
that they hold the expected old values. If this succeeds for all the locations then
each location is released, replacing the descriptor-pointers with the new values.
If any location does not hold the requisite old value then the CASN is said to have
failed and each location is restored to its old value. CASN therefore resembles an
update made using two-phase locking, but employing descriptor pointers so that
other threads accessing the locations do not block.

We decompose CASN into two layers. We first build a limited form of CAS2
(Sect. M) that atomically introduces or removes descriptor-pointers conditional
on a status field. From this we construct CASN (Sect.H). Sect. [f considers imple-
mentation issues and the management of the memory holding descriptors.

4 Double-Compare Single-Swap

We define RDCSS as a restricted form of CAS2 operating atomically as:

word_t RDCSS(word-t *al, word_t ol, word_t *a2, word_t 02, word_t n2)
{r = *a2;

if ((r == 02) && (*al == ol)) *a2 = n2;

return r;

}

This is restricted in that (i) only the location a2 can be subject to an update,
(i1) the memory it acts on must be partitioned into a control section (within
which a1 lies) and a data section (within which a2 lies), and (i) the function
returns the value from from a2 rather than an indication of success or failure.
RDCSS may operate concurrently with (i) any access to the control section, (i)
reads from the data section using RDCSSRead, (iii) other invocations of RDCSS
and (i) updates to the data section using CAS1, subject to the constraint that
such CAS1 may fail if an RDCSS operation is in progress on that location.

4.1 Design

Figure [0 shows pseudo-code to implement RDCSS from CAS1. The descriptor
passed to RDCSS contains five fields defining the proposed operation: the control
address (al), expected value (01), data address (a2), old value (02) and new value
(n2). Descriptors are held outside the control and data sections and (aside from
those introduced by RDCSS) values in the data section are distinct from point-
ers to descriptors. Each invocation uses a fresh descriptor, meaning one whose
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word_t RDCSS (RDCSSDescriptor_t *d) {
do {
r = CAS1(d—>a2, d—>02, d); /* C1*/
if (IsDescriptor (r)) Complete(r); /* H1*/
} while (IsDescriptor (r)); /*B1*/
if (r == d—>02) Complete(d);
return r;

}

word_t RDCSSRead (addr_t *addr) {
do {
r = *addr; /*R1%*/
if (IsDescriptor(r)) Complete(r); /* H2*/
} while (IsDescriptor (r)); /* B2*/
return r;

}

void Complete (RDCSSDescriptor_t *d) {
v = *(d—al); /*R2%*/
if (v==d—>o0l1) CAS1(d—>a2, d, d—>n2); /* C2*/
else CAS1(d—>a2, d, d—>02); /* C3*/
}

Fig. 1. RDCSS pseudo-code implementation

address is (or acts as if it is) held only by the caller. A predicate IsDescriptor
tests whether its parameter points to a descriptor — we discuss it in Sect. [6

In outline RDCSS attempts a CAS1 on the data address to change the old
value into a pointer to the descriptor (C1). If successful, Complete finishes the
operation: if the control address holds the expected value then the pointer is
changed to the new value (C2), otherwise the old value is re-instated (C3). If a
descriptor is found (H1, H2) then that RDCSS invocation is completed. A descriptor
is ‘active’ when referenced from the data section, for example:

_Data section _ Control section o L RDCSS descriptor
at o1
ol a2 o2 n2
a2 at

4.2 Correctness

We wish to establish that RDCSS and RDCSSRead provide linearizable non-
blocking implementations. We proceeded by developing a model from the pseudo-
code definitions and subjecting this to exhaustive tests using the Spin model
checker [9]. Direct model checking is impracticable: the size of the shared mem-
ory, the number of active threads and the number of concurrent RDCSS invoca-
tions are unbounded. However, inspection of the algorithm lets us reduce the
size of the state space to one which can be explored successfully:
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— Each invocation of RDCSS can be considered separately. This surprising obser-
vation follows by examining the memory accesses. C1 is the only one to make
a descriptor active and it succeeds at most once per descriptor (its return
value causes loop B1 to terminate). Updates, C2 and C3 make descriptors in-
active. Therefore each descriptor has at most one interval of time over which
it is active, causing at most two updates — one to active it and one to de-
activate it. Both updates are to the data address specified in the descriptor.
Different RDCSS operations acting on the same location are thereby serialized
by the order of their active periods, so we can consider them individually.

— We divide values in memory into equivalence classes. We classify the contents
of the control address as either equal or not equal to the expected value. We
need four classes for the data address: the old value, the new value, a pointer
to the descriptor active on it and finally all other values.

— Although there may be an unbounded number of threads in the system, each
is in one of a limited number of states defined by a point in the code of Fig. [l
and the values of local variables. We model the threads collectively as a set
of pairs (p, m) where p represents a possible thread state and m is a boolean
indicating whether at most one, or possibly more than one, thread is in that
state. For example, this set initially contains one pair representing a single
thread invoking RDCSS and multiple potential invocations of RDCSSRead.

We hypothesized that RDCSS can be linearized at the last execution of R2 for
a descriptor that becomes active and otherwise at the last execution of C1.
RDCSSRead would be linearized at its last execution of R1. From this abstraction
we developed a Spin model in which global variables represent (i) the set of
possible thread states (ii) the contents of the control and data addresses and (i)
the ‘logical’ contents of the data address, updated at the proposed linearization
point of RDCSS and read at the proposed linearization point of RDCSSRead.

We model execution by defining a guarded statement for each thread state,
enabled when that state is possible. Additional statements, always enabled,
model operations that can operate concurrently with RDCSS— for example ex-
ternal updates to the value held at the control address. We used assertion state-
ments to compare the logical and actual memory contents at the proposed lin-
earization points. Spin accepts the resulting model without any assertion failures.

Showing non-blocking behaviour proceeds more directly: observe that each
backward branch (B1, B2) is taken only if a descriptor-pointer was read from the
data section and Complete invoked on that descriptor. Each descriptor-pointer
is stored in the data section at most once (as above, at C1) and each invocation
of Complete either removes the descriptor-pointer (if C2 or €3 succeeds) or ob-
serves it to have already been removed (if the attempted CAS1 fails). Therefore
backward branches can only occur if system-wide progress has been made.

5 CASN Using RDCSS

We will now show how CASN can be implemented using RDCSS. As before a
descriptor held in shared memory describes the operation. A CASN-descriptor
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bool CASN (CASNDescriptor © *ed) {
if {cd—>status == UNDECIDED) { /*R4"
phase 1: status = SUCCEEDED;
for (i =0; (i < ed—>n) && (status == SUCCEEDED) ; i++) { /*L1*/
retry entry: entry = cd—=entryi];
val = RDCSS (new RDCSSDescriptor t (&(cd—=>status}, UNDECIDED,
entry—>addr, entry—>old, cd)); /* X1*/
if (IsCASNDescriptor t (val}) {
if (val 1= cd) {
CASN (wval); /*H3Y/
goto retry entry;

}
+ else if [val != entry—=old) status = FAILED;,

i
CASI1 (&(cd—>status), UNDECIDED, status); /* C4%/
}
phase 2: succeeded = (cd—>status == SUCCEEDED;
for (i =01 < cd—>n; i ++)

CAS1 (cd—=entry[i].addr, cd,
succeeded 7 (cd—>entry[i]new) : (cd—>entry[i].old)); /* C5*/
return succeeded;

}

word t CASNRead (addr t *adde} {
do {
r = RDCSSRead(addr); /* R5*/
if (IsCASNDescriptor (r)) CASN (v); /* H4*/
} while (IsCASNDescriptor (r)}; /* B3*/
return r;

}

Fig. 2. Two-phase CASN pseudo-code implementation using RDCSS at X1

contains a status field (holding UNDECIDED, FAILED or SUCCEEDED), a count (n)
and then a series of n update entries each having a distinct update address (al,
...), an old value (o1, ...) and a new value (n1, ...).

The update addresses lie in the data section of memory and are held according
to some total order agreed by all threads to guarantee non-blocking behaviour,
e.g. sorted. The CASN descriptors themselves are held in the control section: the
status field will be subject to comparison using RDCSS. As before, each invocation
is made with a fresh descriptor. CASN may operate concurrently with (i) other
invocations of CASN and (7 ) reads from the data section using CASNRead.

Fig. 2 shows the two-phased pseudo-code for our CASN algorithm and for an
associated CASNRead operation. The first phase attempts to introduce pointers
from each update address to the descriptor. For example, after installing two
such pointers the memory may be depicted:
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CASN Descriptor

Data section
R R Status

AA 4

n=3

at ol n1

a2 o2 n2

al a2 a3 a3 o3 n3

If phase 1 encounters a pointer to another descriptor then it helps that opera-
tion before re-trying. At the end of phase 1, C4 tries to set the status field to
SUCCEEDED (if pointers were installed at each address) or FAILED (if some address
did not contain the value expected). The second phase iterates over the update
entries removing the pointers. A descriptor is undecided whenever its status field
holds that value; otherwise it is decided and either failed or succeeded. The logical
contents of a data location are (i) the value it holds if that is not a descriptor
pointer, (i) the old value for that location in an undecided or failed descriptor
it points to, or (éii) the new value for that location in a succeeded descriptor.
CASNRead is structured in the same way as RDCSSRead: it retries the read
operation until it does not encounter a descriptor pointer. Although we do not
show them here, other kinds of read operation are also possible. One alternative
is for CASNRead not to help other CASN invocations and instead to derive the
logical contents of the location using the descriptor that it encounters. As Moir
observed, the ability to read without helping can aid performance [T5].

5.1 Correctness

We initially developed CASN in concert with a Spin model of its behaviour param-
eterized on the number of concurrent operations, the number of storage locations
and the range of values that those locations could hold. The model maintained
the actual contents of those locations (updated using our algorithm with CAS1 as
a primitive) and the logical contents (updated by an atomic step at the proposed
linearization point). The largest configuration that could be checked exhaustively
comprised 3 concurrent CAS2 operations on up to 4 binary locations.

While invaluable in identifying problems with early designs, this approach
also helped us develop our ideas of why the algorithm works in a general setting.
In this section we show that CASN is linearizable, performing an atomic update
to the logical contents of memory at the point the descriptor becomes decided.

Conceptually, the argument is simplified if you consider the memory locations
referred to by a particular CASN descriptor and the updates that various threads
make on those locations within the implementation of the CASN function. A
descriptor’s lifecycle can be split into a first undecided stage and a second decided
stage, joined by C4 which updates the descriptor’s status field. We show that,
aside from C4, all of the updates preserve the logical contents of memory and we
then show that, when C4 is executed, it atomically updates the logical contents
of the locations on which the CASN is acting.

Firstly, we consider the descriptor lifecycle and the updates that can be made
by threads operating on undecided descriptors:
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Lemma 1. Descriptor lifecycle is undecided — decided. The only update to
the status field is C4 which specifies UNDECIDED as the expected old value and
either FATLED or SUCCEEDED as the new value. The old and new values differ and
so C4 can succeed only once for each descriptor.

Lemma 2. Threads operating on a descriptor in the undecided stage are in
phase 1 of the algorithm. To reach phase 2 a thread must either complete C4
(the first to do so would make the descriptor decided) or observe the descriptor
to be decided at R4. In each case a contradiction.

Lemma 3. Threads operating on undecided descriptors preserve the logical
contents of memory. The only update made in phase 1 of the algorithm is X1
which replaces the expected old value for a location with a pointer to a CASN
descriptor specifying that same old value for that location. Hence the logical
contents are preserved.

Secondly, we consider the linearization of CASN operations:

Lemma 4. Linearization of failed CASN. If C4 sets the status FAILED then X1
returned a non-descriptor value, not matching the expected old value. The time
the unexpected value was read can be taken as the linearization point.

Lemma 5. Linearization of successful CASN. If C4 sets the status SUCCEEDED
then loop L1 completed and so (i) for each update entry, either X1 installed a
descriptor-pointer or it found a pointer already in place, (ii) those values remain
in place since no thread is yet in phase 2 (Lemma 2) and so (éi7) C4 changes the
logical contents of all update addresses, forming the linearization point.

Thirdly, we consider the decided stage of a descriptor’s lifecycle:

Lemma 6. Threads with visible effects operating on decided descriptors are
in phase 2 of the algorithm. The only updates to shared storage outside phase 2
are X1 and C4. Each tests the descriptor status for UNDECIDED.

Lemma 7. Threads with visible effects operating on decided descriptors pre-
serve the logical contents of memory. The only update is C5 and, if it succeeds,
the computed value matches the logical contents of the location.

Lemma 8. All descriptor-pointers are removed after one thread exits phase
2 of the algorithm. During phase 2 a thread attempts C5 for each update entry.
Only C5 changes a descriptor-pointer into a non-descriptor pointer: it will fail if
(i) a descriptor-pointer was not installed at that location or (i) another thread
has already removed the descriptor-pointer by its own execution of C5.

Finally, a technical requirement of the restrictions RDCSS imposes (Sect. [4):

Lemma 9. CAS1 operations do not fail because of concurrent RDCSS. C4 acts
on the control section so cannot encounter an RDCSS descriptor pointer. The only
other consideration is between C5 and X1. C5 has a CASN descriptor pointer as its
old value and X1 has a non-descriptor value as its old value, so if C5 fails because
it encounters a pointer to an RDCSS descriptor then it would have failed anyway.

6 Implementation

The pseudo-code makes a number of assumptions about the underlying platform,
and ignores four important problems: allocating and de-allocating descriptors,
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implementing the IsDescriptor predicates, the availability of CAS1 as an atomic
primitive and the non-linearizability of the processor-supplied read/write and
CAS1 primitives. We address those concerns in Sects [6.1H6.4

6.1 Storage Management

For both RDCSS and CASN we assumed that fresh descriptors would be used on
each invocation. We developed two techniques to reduce allocations. Firstly, we
embed a group of RDCSS descriptors into each CASN descriptor to form a combined
descriptor. Rather than holding the five RDCSS fields directly, these embedded
descriptors contain a single constant reference to the enclosing CASN descriptor
from which the RDCSS descriptor values are derived. Secondly, in each combined
descriptor, we provide only one embedded RDCSS descriptor per thread. This
still acts ‘as if’ fresh addresses are used because (i) the addresses operated on
by a particular CASN are distinct from one another, and (i) the RDCSS X1 will
install a thread’s embedded descriptor at most once at each address (if the RDCSS
does install the pointer then either the loop advances to the next iteration or it
terminates because the status field is no longer UNDECIDED).

We evaluated two ways of managing these combined descriptors. In the first
we assumed garbage collection is already provided. In the second we introduced
reference counting following Valois’ CAS1-based design [17]. We used per-thread
lists of free descriptors so that, without contention, a descriptor retains affin-
ity for a particular thread. Manipulating reference counts and free lists formed
around 10% of the execution time of an un-contended CASN. Although this
scheme does not allow the storage that holds descriptors to be re-used for other
non-reference-counted purposes, it is easy to imagine hybrids in which long-term
shrinking uses garbage collection but short-term re-use employs counts. We are
currently evaluating such combinations as well as Michael’s SMR algorithm [13]
and Herlihy et al.’s solution to the Repeat Offender Problem [§].

6.2 Descriptor Identification

The IsDescriptor and IsCASNDescriptor predicates must identify pointers to
the descriptors used by RDCSS and CASN. If run-time type information is available
then this could be exploited without further storage cost. Otherwise, the pointers
themselves can be made distinct by non-zero low-order bits (as we did in previous
work to indicate deleted items [6]). We need two bits to distinguish ordinary
pointers, references to RDCSS descriptors and references to CASN descriptors.

We favour this second scheme because it is widely applicable and it avoids
an additional memory access to obtain type information. An attractive hybrid
scheme, which we have not yet evaluated, is to reserve a single bit to identify
descriptor-pointers in general and then to use type information, or prescribed
header values, to distinguish between the two kinds.
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Table 2. CPU microseconds per successful CASN operation on a range of popular four-
processor systems and CASN widths of 2, 4, 16 and 64 words

Type

IA-32
2| 4 [16] 64

IA-64
2| 4 [16] 64

Alpha
2 | 4[16]64

SPARC
2| 41664

HF
HF-RC
IR

MCS
MCS-FG

2.414.2121|280
2.1/3.6{19|270
4.0(6.3]|26|340
4.8|7.2|22| 84
2.114.2{17|130

1.6/2.8|17|280
1.52.6|16|270
3.4/4.4]19|300
5.6(8.2(24| 92
1.4|2.8|14(130

2.0(3.9]24|200
2.2(3.7]23|200
4.5(6.4|31|490
7.1|7.4|17] 63
2.6(5.326|210

3.1{5.5|30(430
3.2(5.5|28|400
5.4|8.7(44|570
1016 {61|250
3.5(6.9]43|290

6.3 Atomic Hardware Primitives

Rather than implementing CAS1 directly, some processors provide the more
expressive LL/SC (load-linked, store-conditional) operations. Unlike the strong
LL/SC operations sometimes used in algorithms, these must form non-nesting
pairs and SC can fail spuriously [7].

Where necessary we used a software version of CAS1, based on LL/SC, to
generate the CASN results in this paper. Methods for building stronger primitives
from LL/SC are well known: for example, the Alpha processor handbook shows
how to use them to construct atomic single-word read-modify-write sequences
such as CAS1. Such constructions, based on a simple loop that retries a LL/SC
pair, are non-blocking under a guarantee that there are not infinitely many
spurious failures during a single CAS1 operation.

6.4 Weak Memory Architectures

Finally, our pseudo-code assumes the sub-operations it uses are themselves lin-
earizable. This is not true of modern systems — including all those used in Sect. [7}
In general these systems provide cache-coherence, serializability of accesses to
single words and total ordering between accesses from the same processor to the
same location. Stronger ordering must be established using barrier instructions:
operations before the barrier must commit before any later operation may be
executed. Adve and Gharachorloo provide a tutorial on the subject [T].

7 Evaluation

Our benchmark is much the same as the resource allocation one used by Shavit
and Touitou’s which they argue is representative of highly concurrent queue
and counter implementations [I6]. A shared vector is initialized with distinct
pointers. Each processor loops selecting a set of locations, reading their current
values using CASNRead and attempting a CASN operation to permute the values
between the locations. For a test using CASN operations of width n we divide the
vector into n equal sized buckets and select one entry from each bucket. This
benchmark enables a range of contention levels to be investigated by varying the
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Fig. 3. CPU time per successful CASN operation for two large systems

concurrency, vector size, the width of CASN performed and whether padding is
inserted between elements to place them on separate cache lines.

We implemented three non-blocking algorithms: ours assuming a garbage
collector (HF) or using reference counting (HF-RC) and Israeli and Rappoport’s
CAS1-based design as the only practical alternative from Fig. [ (IR). We also
implemented two lock-based schemes using the queued spin-lock design of Mellor-
Crummey and Scott [12], either with one lock to protect the entire vector (MCS)
or with fine grain (i.e. per-entry) locks (MCS-FG).

Our measurements exclude initialisation. We start timing after all threads
signal that they are executing and then run for two seconds. Results showing
time per successful operation are calculated by dividing the total CPU time
used (excluding initialisation) by the number of successful CASN operations. The
CPU time and successful operations are summed across all threads. All results
are presented to 2 significant figures. Although we do not analyse the costs
of CASNRead operations in isolation, it is worth noting that a well-engineered
implementation for any of the non-blocking algorithms adds only two operations
to each read from a location that may be subject to CASN updates.

7.1 Small Systems

We ran our benchmark application using four threads on four-processor IA-
32 Pentium-III, TA-64 Itanium, Alpha 21264 and SPARC Ultra-4 workgroup
servers. We used a vector of 1024 elements without padding — in doing so we
aim to produce a worst-case layout. The CPU requirements in us per successful
CASN are shown in Table 2] over a range of CASN widths on each system.

Our CASN algorithm performs universally better than the IR scheme. This is
the case for every test we ran and follows intuition: the algorithms use the same
helping strategy and, for an uncontended n way operation, HF performs 3n + 1
word-size CAS1 steps whereas IR performs 4n + 4 double-width steps. There is
little difference in performance between HF and HF-RC: in low contention the
cost of reference counting is balanced by the locality gained by re-use and as
contention rises the main loop of the CASN dominates execution.
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Table 3. Power3-1I system (top) and MIPS R12000 system (bottom) : CPU microsec-
onds per successful CASN operation with 16 threads vs. vector size and CASN width

CAS2 CAS4 CAS8
Type||256(1024[4096|(256|1024 4096 ||256|1024 |4096
HF-RC||4.71 3.8 | 3.6 || 11| 6.8 | 5.9 |[ 39| 17 | 12
IR|[89| 79 | 76 |{140| 110 | 94 ||270| 160 | 120
MCS|| 50 | 51 | 49 || 77| 77 | 78 (/130|130 | 130
MCS-FG||4.2| 3.6 [ 3.6 ||11| 76|69 |35 18 | 14
DUMMY||2.8| 2.7 | 2.7 ||4.8]| 44 | 43 (/94|80 | 7.7

CAS2 CAS4 CAS8
Type||256(1024(4096|(256|1024 4096|256 |1024 |4096
HF-RC|| 21| 16 | 15 || 55| 33 | 28 |{180| 99 | 58
IR|{130{ 120 | 120 |{190| 150 | 140 ||470| 220 | 180
MCS||130| 120 | 130 {|220| 190 | 200 {|380| 380 | 430
MCS-FG|| 18| 14 | 12 || 38| 29 | 24 ||115| 69 | 54
DUMMY|| 14| 11 | 12 ||{26] 23 | 21 || 62| 44 | 40

Only the non-blocking algorithms experience CASN failures because the lock-
based designs prevent updates between the old values being read and the CASN
being attempted. On the 2-processor system the non-blocking algorithms exhibit
indistinguishable success rates: 97-99% for widths of up to 8, 90% for 16, 70%
for 32 and 50% for 64. On the 4-processor machines success rates of 90% and
above are achieved for CASN widths of 2, 4 or 8.

7.2 Large Systems

We now examine larger systems: an IBM SP node of 16 Power3-II processors
with uniform memory access and a ccNUMA Origin 2000 system with 64 MIPS
R12000 processors. For these systems we inserted padding between vector el-
ements to place each on its own cache line and eliminate false sharing. This
improved the performance of all algorithms, particularly where contention was
high. Furthermore, we maximized the performance of the MCS-FG algorithm by
locating each vector element and its associated lock in the same cache line.

Fig. Bl shows how the CPU time per successful CASN varies with the number
of processors used. In each case we examined CAS2 and CAS4 operating on a
vector of 1024 pointers, corresponding to a minimum success rate of 92% on the
Power3-11 machine and 90% on the MIPS machine. We did not run experiments
with HF because of its high per-processor memory demands in the absence of a
garbage collector. In all graphs the lines for MCS-FG and HF-RC are coincident:
we therefore present these results with suitably-labelled single lines.

Finally, we investigated the effects of varying the vector size. Table Bl shows
(s per success on two 16-processor configurations. It is interesting to note the
deleterious effect on performance caused by the increased contention occurring
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with smaller vector sizes, particularly for wider CASN. For example, on Power3-11
the time per successful HF-RC CAS8 operation increases by 340% when the vector
size reduces from 4096 to 256. With the larger vector 92% of operations succeed,
but this drops to 52% for 256. The increased time per successful operation is
due to the large amount of wasted work, but also to the heavy load placed on
the machine’s memory system as cache line ownership moves between CPUs.

Throughout all of our experiments we found that HF-RC outperforms the
other non-blocking algorithm, IR, by a wide margin. Performance of HF-RC was
closely comparable to that of the MCS-FG, the best lock-based algorithm. During
these experiments we also recorded the ratio of minimum and maximum per-
thread number of successful operations. Using this as a metric of fairness we
found that HF-RC is at least as fair as MCS-FG.

7.3 Performance Bounds

We attempted to establish a best-case performance bound for CASN implemen-
tations on these systems. This was achieved by using a DUMMY function that
performs a CAS1 on each of the N locations, but without any attempt to provide
atomicity across the updates. For larger vector sizes (hence where contention
is low) we found that the CPU time per operation used by DUMMY typically
accounted for over 75% of that consumed by HF-RC. It is perhaps surprising
that this simple operation takes such a large fraction of the time taken to com-
plete the considerably more complex HF-RC and MCS-FG routines: For example,
HF-RC requires three times as many CAS1 operations.

This discrepancy is because the cost of individual CAS1 operations vary con-
siderably depending on whether the location’s cache line is already held in an
exclusive state in the local cache, or whether such a request must be issued to
all other CPUs. When a CASN operation is started the locations that are to be
updated are initially unlikely to be held locally since the vector is being actively
shared with other CPUs. In contrast, the CAS1 operations that manipulate the
CASN descriptor are likely to be local unless ‘helping’ has occurred.

We reason that any implementation of CASN will have to incur the cost of
gaining exclusive ownership of the locations to be updated, and hence the per-
formance of DUMMY provides a reasonable lower bound. From these results we
conclude that substantial improvement on HF-RC is unlikely.

8 Conclusion

The results show that our algorithm achieves performance comparable with tra-
ditional blocking designs while maintaining the benefits of a non-blocking ap-
proach. By reserving only a small and constant amount of space (0 or 2 bits
per location) we obtain key benefits over other non-blocking designs: those bits
can often be held in storage that is otherwise unused in aligned pointer values,
letting us build CASN from a single-word CAS1 operation and letting us use it
on ordinary data structures. In contrast, Israeli and Rappoport’s design requires
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per-processor reserved bits and further ownership information. Current proces-
sors provide a maximum of a 64-bit CAS1 so if pointers are themselves 64-bits
then this prevents the IR design from being used without substantial limitations
on the data being held (or from being implementable at all much beyond the
32-processor results shown here). Moir’s LL/SC constructions avoid per-processor
reservations, but they are not amenable to use with natural pointer representa-
tions and their space reservations still grow with the level of concurrency [14].
Our work provides compelling evidence that CAS1 is sufficient for practical im-
plementations of concurrent non-blocking data structures, in contrast to other
work that mandates CAS2.
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Abstract. This paper investigates the amount of information about fail-
ures needed to solve the predicate detection problem in asynchronous
systems with crash failures. In particular, we show that predicate de-
tection cannot be solved with traditional failure detectors, which are
only functions of failures. In analogy to the definition of failure detec-
tors, we define a failure detection sequencer, which can be regarded as
a generalization of a failure detector. More specifically, our failure de-
tection sequencer X' outputs information about failures and about the
final state of the crashed process. We show that X' is necessary and suf-
ficient to solve predicate detection. Moreover, Y can be implemented
in synchronous systems. Finally, we relate sequencers to perfect failure
detectors and characterize the amount of knowledge about failures they
additionally offer.

1 Introduction

Predicate detection in distributed settings is a well-understood problem and
many techniques together with their detection semantics have been proposed [6].
Most of these techniques address predicate detection with the assumption that
no faults occur in the system. However, it is desirable to also detect predicates
which refer to the operational state of processes, e.g., predicates such as “z; =
1A crashed;”, where crashed; is a predicate that is true iff (if and only if) process
p; has crashed. Since x; = 1 might indicate the presence of a lock, the given
predicate can be used to formalize special conditions such as “process p; crashed
while holding a lock”, which is useful in the context of databases.

In the context of crash failures and the comsensus problem, failure detec-
tors have been devised to provide information about failures [3], but they offer
“solely” information about failures. To detect general predicates such as the ex-
ample predicate above, failure detection information needs to be combined with
additional information about the internal state of a process. Indeed, while a fail-
ure detector may capture the predicate crashed;, it gives no information about
the value of x;.

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 280-294] 2002.
© Springer-Verlag Berlin Heidelberg 2002



Failure Detection Sequencers: Necessary and Sufficient Information 281

Ideally, a predicate detection algorithm never erroneously detects a predicate
and does not miss any occurrence of the predicate in the underlying computation.
As shown in [10], the quality of predicate detection critically depends on the
quality of failure detection. This explains why work in [8]I618] puts a restriction
on the type of detectable predicates, or [9] weakens the semantics of predicate
detection.

In previous work [I{)], we have investigated predicate detection in an asyn-
chronous system with crash failures and found that it is impossible to solve
predicate detection even with a very strong failure detector, the perfect failure
detector [3]. In this paper, we show that predicate detection cannot be solved
with any failure detector (as defined in [3]), no matter how strong it is. For exam-
ple, consider a “real-time perfect” failure detector which makes no mistakes and
flags the occurrence of a crash immediately. Even this failure detector is insuffi-
cient to solve predicate detection. The reason for this impossibility is that failure
detectors are only functions of failures. Our proof is a generalization of previous
impossibility proofs by the present authors [10] and by Charron-Bost, Guerraoui
and Schiper [5]. We attempt to remedy the unpleasant situation caused by the
result and (in analogy to the definition of failure detectors) define a failure de-
tection sequencer. A failure detection sequencer is a generalization of a failure
detector in that it conveys information that is a function of the failures and the
current history of the system which is under observation. To solve predicate de-
tection, we define a particular failure detection sequencer class X, that only gives
one additional piece of information: for every crashed process it gives the latest
state of the process before this one crashes. We show that X' is necessary and
sufficient to solve predicate detection and consequently is the “weakest failure
detection sequencer” to solve predicate detection.

Although X' is in a sense “stronger” than a perfect failure detector, it is still
possible to implement X' in synchronous systems. Moreover, we argue that using
X it is possible to implement a synchronizer for asynchronous crash-affected
systems which makes these systems equivalent to purely synchronous systems
in terms of the solvability of time-free [5] problems. We finally argue that while
perfect failure detectors can be viewed as capturing the synchrony of processes,
failure detection sequencers in addition also capture the synchrony of communi-
cation.

After presenting the system model and defining the problem of predicate
detection in Sections[2]and[B] we present our contributions in the following order:
First, we show that it is impossible to achieve predicate detection with any failure
detector in the sense of Chandra and Toueg [3] in Section[. Section Blintroduces
the failure detection sequencer abstraction and shows that a particular sequencer
X is equivalent to predicate detection. In Section [ we show how to implement
X and then discuss the strength of X in Section [[} Finally, Section Bl concludes
the paper. For the full proofs, the reader is referred to [11].
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2 Model

We consider an asynchronous distributed system in which processes communi-
cate via message passing. This means that no bounds on message transmission
time nor on relative process speeds exist. Message delivery is reliable, i.e., a sent
message is eventually delivered, no spurious messages are delivered, and mes-
sages are not altered. Processes can fail by crashing, i.e., they simply stop to
execute steps. Crashed processes do not recover any more. Processes which do
not crash are called correct.

2.1 Distributed Computations

A distributed system, called the application system, consists of a finite set IT of
n processes p1, P2, ...,pn (called application processes). Each process p; has a
local state s; (defined by the values assigned to its local variables) and performs
atomic state transitions according to a local algorithm A. Such a state transition
is also called an event. Sending and receiving a message also results in a state
change. If a process p; sends a message in state s; which is received by process
p; resulting in state s;, we say that s; and s; correspond.

We define a relation of potential causality (denoted “—”) [2] on local states
as the transitive closure of the following two relations:

— s — &' if s and s’ happen on the same process and s happens before s’.
— s — &' if s and s’ happen on different processes and s and s’ correspond.

A local history of p; is an (infinite) sequence $1, sa, . .. of states. A distributed
computation is defined as a set of local histories, one for every process. A global
state of the computation is a vector G = (s1, sa, ..., s,) of local states, one for
each process. Each local state identifies a point in the local history of a process
and thus is equivalent to the set of all local states the process went through to
reach its “current” local state. A global state G is consistent if the union of these
sets (of all local states in G) is left-closed with respect to —, i.e., if a state s
is in this set and s’ — s, then s’ must also be in this set. The set of all global
states of a computation together with — define a lattice [14].

We assume the existence of a discrete global clock. Processes do not have
access to this global clock; it is merely a fictional device to simplify presentation.
Let 7 denote the range of output values of the global clock. For simplicity we
think of T to be the set of natural numbers.

2.2 Failure Detectors

A failure detector is a device that can be queried at any time ¢ € T and outputs
the set of processes that it suspects to have crashed at time ¢.

We adopt the formal definitions of failure detectors by Chandra and Toueg
Bl. A failure pattern F is a mapping from T to the powerset of IT. The value of
F(t) specifies the set of application processes that have crashed until time t € T.
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We define crashed(F) = J,cr F'(t) and correct(F) = II \ crashed(F'). A failure
detector history H is a mapping from IT x T to the powerset of IT. The value of
H(p,t) denotes the return value of the failure detector module for process p at
time ¢, i.e., if p queries the failure detector at time ¢, H(p, ) contains the set of
processes suspected at that time.

A failure detector D maps a failure pattern F' to a set of failure detector
histories. The set of histories returned by the failure detector satisfy certain
accuracy and completeness properties. A perfect failure detector satisfies strong
accuracy and strong completeness:

— Strong accuracy: no process is suspected before it crashes. Formally:

VEVH € D(F)Nt € T.Np,qe II \ F(t).p /dH (q,t)

— Strong completeness: a crashed process is eventually permanently suspected
by every correct process. Formally:

VFNYH € D(F).3t € T.Yp € crashed(F).¥q € correct(F).Nt' > t.p € H(q,t)

The set of all perfect failure detectors is denoted by P. In the following, we will
sometimes use the symbol P as a shorthand for any failure detector from P.

2.3 Runs and Steps

Chandra and Toueg [3] define a computation (which they call a run) to be a tuple
R = (F,D,1,S,T), where S is a sequence of algorithm steps and T is a sequence
of increasing time values when these steps are taken. Steps are defined with
respect to an algorithm which in turn is a collection of deterministic automata.
We define a run in a slightly different but equivalent manner. Instead of S and
T we use two functions: a step function Ss from T to the set of all algorithm
steps, and a process function S, from 7 to II. Briefly spoken, S,(t) denotes the
process which takes a step at time ¢ and S(t) identifies the step which was taken.
Without loss of generality, we assume that at any instance of time at most one
process takes a step. If no process takes a step at time ¢, both functions evaluate
to L. A computation then is a tuple R = (F, D, I, S, Sp).

In predicate detection, which is defined in the following section, we wish
to detect whether a predicate holds on the state of processes. We assume that
the state resulting from an algorithm step contains enough information to infer
the validity of the predicate. For instance, a predicate referring to the number
of events that have occurred in the system requires that an event counter is
part of the local state. In general, the state must allow to infer the events that
have happened and are of interest for the predicate. We assume that there is at
least a correspondence between the most recent step of a process and the state
resulting from executing that step. In this paper, we use the terms state and
step interchangeably.
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3 Predicate Detection

To detect predicates in the application system (see Section B.1)), the application
system is extended with a set @ of m monitor processes by, ..., b,,. The sets IT
and @ together form the observation system.

While application processes may crash we assume, for simplicity, that monitor
processes do notlll. Crashes of application processes do not change the local state
of the process[9]. However, the operational state of a process p; is modeled by
a virtual boolean variable crashed; on every monitor. The global state of the
system together with the vector of crashed variables defines the extended global
state of the system.

The task of the monitor processes is to observe the application processes and
invoke a special primitive detected if the state of the system satisfies a certain
predicate. A predicate ¢ is a boolean function on the extended global state of
the application system. For example, the predicate x; = 2 A crashed; is true in
a global state if the variable x; of p; equals 2 and p; has crashed. We say that ¢
holds in a computation c iff there exists a consistent global state in ¢ such that
¢ is true in that state.

In our version of predicate detection, monitors can observe multiple predi-
cates simultaneously. More specifically, the predicate detection algorithm main-
tains a set S of currently active predicates. A special primitive fork(¢) can be
used to add a predicate ¢ to this set. Whenever some ¢ € S is found to hold in
the computation, the predicate detection algorithm indicates this by pointing to
@, i.e., by calling detected(¢). Formally, detecting any ¢ € S corresponds to de-
tecting the disjunction of all such ¢. This formulation of predicate detection has
the important advantage of allowing us to increase the set of observed predicates
at runtime. In other words, it does not matter when a predicate ¢ is added to S.
Even if ¢ held “early” in the computation and fork(¢) is invoked very late (e.g.,
after hours), then still the algorithm must eventually invoke detected(¢) (. In this
sense, our predicate detection concept is adaptive and thus slightly more gen-
eral than other definitions of predicate detection (e.g., perfect predicate detection
[10]). This is reflected in the following definition:

Definition 1 (predicate detection). A predicate detection algorithm is a dis-
tributed algorithm running on the observation system with an input operation
fork() and an output operation detected(). Using fork(¢) a new predicate can be
added to an initially empty set S of predicates. The algorithm must satisfy the
following properties:

— (Safety) If a monitor invokes detected(¢p) then ¢ holds in the computation
and ¢ € S.

! Our results remain valid even if some monitors fail. The possibility results in Sect. [
merely require that at least one monitor is correct.

2 Later in Section [5.2] we show how this property can be implemented in asynchronous
systems.
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— (Liveness) If ¢ € S and ¢ holds in the computation, then eventually a mon-
itor must invoke detected(p).

Our definition of predicate detection makes no reference to a specific imple-
mentation. Generally, one expects application processes to use causal broadcast
[2] to consistently disseminate information about every local state change to all
monitor processes. But this is not required by the specification. Furthermore,
there is no indication how monitors keep track of the changes of crashed values
of processes, i.e., we do not postulate the existence of a special type of failure
detector in the specification. However, failure detection can be considered a spe-
cial case of predicate detection on the extended state space where the predicate
to be detected consists only of the crashed variables of processes. This highlights
the close relationship between failure detection and predicate detection which is
studied in the following sections.

Note that the meaning of “¢ holds in the computation” corresponds to the
detection modality possibly(¢) [A13]. Detecting possibly(¢) involves constructing
the entire computation lattice in the general case. The lattice represents all
possible observations; hence, an observation is a path through the lattice. For
simplicity we restrict our attention to observer-independent predicates [4]. For
these types of predicates it is sufficient to construct a single observation, i.e., a
single path through the lattice, to check whether ¢ holds in the observation. For
example, stable predicates are observer-independent (a predicate is stable iff once
it holds it holds forever). However, not all observer independent predicates are
stable. For example, predicates which are local to a single process are observer-
independent but may not be stable.

4 TImpossibility of Predicate Detection in a Faulty
Environment Using Failure Detectors

In this section we show that predicate detection cannot be solved with any failure
detector in the sense of Chandra and Toueg [3]. This is because failure detec-
tors are “functions of failures”, i.e., the failure detector D is a function which
maps a failure pattern F' to some element of an arbitrary range G. The proof
is based on the assumption that apart from using failure detectors and (asyn-
chronous) messages, no information can flow between processes. Messages sent
by application processes to monitor processes for the sake of predicate detec-
tion are called control messages. The impossibility holds even if we assume that
state changes on the application processes and the broadcast of control messages
happen atomically.

Theorem 1. It is impossible to solve predicate detection with any failure detec-
tor D.

Proof. The proof is by contradiction and thus assumes that there exists an al-
gorithm A which solves predicate detection using some failure detector D. Now
consider a run Ry = (F,D(F),1,Ss,Sp) in which p crashes without executing
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a single step and consider A detecting the predicate ¢ ="p crashed in initial
state”. Since A solves predicate detection, A will eventually detect ¢ (e.g., at
time t1). Now consider a run Ry with the same failure pattern F, but different
Ss and S, where p executes a step s; before it crashes. Since A is correct and
¢ never holds, A will never detect ¢. Since we assume that the only means of
communication are control messages, A must receive the message m about the
occurrence of s; in Ry before t1. If it would receive m later, A must act like in Ry
since it has no means to distinguish R; and Ry (not even the failure detector can
help here). But postulating that m is received before ¢; violates the asynchrony
of communication, a contradiction.

In the next section we consider a way of circumventing the impossibility by
extending the concept of a failure detector to a component which we call a failure
detection sequencer.

5 Failure Detection Sequencers

The failure detector abstraction was introduced by Chandra and Toueg [3] to
characterize different system models with respect to the solvability of problems
in fault-tolerant computing. We take a similar approach and devise an oracle that
encodes enough information to solve predicate detection in asynchronous systems
with process crashes. As shown in the previous section, information about failures
alone is not sufficient. Hence, our oracle also needs to provide information about
the state of the process at the moment this process has crashed.

5.1 Definition

We now define a failure detection sequencer X', which consists of a set of passive
modules, one for each monitor process. The sequencer can be queried by the
monitor and returns an array of size n. The value at index 4 of the array is
either L or contains a predicate ¢ on the local state of process p;. Informally
spoken, the latter means that p; has crashed and that its final state satisfied
. The predicate ¢ may have different forms, e.g., indicate a unique sequence
number of the step last performed by p;. Let A denote the set of all possible
array values, i.e., combinations of | and local predicates, which can be returned
by Y. Formally, X' is defined as follows:

A sequencer history Hy is a mapping from @ x 7 to A. The value of
Hy;(m,t) indicates the return value of X at monitor b if it is queried at time
t. If Hx(m,t)[i] = s, then b suspects p; at time ¢ to be in s (s /£). A failure
detection sequencer X maps a failure pattern F', a step function S5 and a process
function S}, to a set of sequencer histories.

Given a time ¢, the most recent step of a process p; can be determined by
inspecting S, and Sy,. If p; has not executed any step, then the most recent step
is denoted by e. Formally, the most recent step (mrs) of p; att given S5 and S,
is s iff

mrs(piyt, Ss,Sp) : W < t.(Ss(t')=5) A (Sp(t')=pi)) NVt <t < t.S,(t")=£ps)
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We require that the set of all possible sequencer histories Hy satisfies the
following two properties:

— (Accuracy) No process is incorrectly suspected to be in state s. Formally:
Vm.Np; Vt.Hs(m,t)[i| = s /£= p; € F(t) A (s = mrs(pi, t, Ss, Sp))

— (Completeness) If p crashes, then eventually every monitor will permanently
suspect p to be in some state. Formally:

Vm.p; Vt.p € F(t) = 3t > tvt" > t' . Hs(m,t")[i] /=%

Since the accuracy requirement has a conjunction in the consequent, it is
possible to separate it into a step accuracy part and a crash accuracy part.
Crash accuracy corresponds to strong accuracy of Chandra and Toueg [3] (“no
process is suspected before it crashes”), while step accuracy would mean that a
non- | sequencer output for process p; at time ¢ always equals the state which p;
is in at the same moment (i.e., at time t). Clearly, this property has only trivial
solutions (i.e., a solution which always outputs L) since asynchronous message
passing does not allow instantaneous message delivery. However, the combination
of step accuracy and crash accuracy makes sense again since crashes “freeze” the
state of a process so that there is no danger of state change once the sequencer
has suspected that process.

We have called the new device a “sequencer” because it allows to implement
causal order on failure detection events. Indeed, using X' it is possible to infer
the state of a process at the moment it is suspected. This means that it is
possible to know how many control messages are in transit. Hence, the “delivery”
of the suspicion can be delayed until all causally preceding events have been
delivered; X can be used to “sequence” crash notifications, as shown in the
following section.

5.2 Equivalence to Predicate Detection

Now we investigate the power of failure detection sequencers and show that
they are sufficient and necessary to solve predicate detection. First we consider
sufficiency.

The idea of implementing predicate detection using 3 is to embed crash
events consistently into the causal order — of events in a computation. For
this purpose, the algorithm shown in Figure [Tl uses causal broadcast [2] (using
primitives c-bcast and c-deliver) to disseminate information about state changes
to all monitors and to withhold issuing the crash occurrence when Y suspects p;
after some state s until the state of p; has indeed reached state s. This is done
using a vector def_crash[i] (for “deferred crash”).

The adaptiveness (i.e., the ability to “restart” predicate detection via fork)
of predicate detection is implemented by using a variable history, which stores
the sequence of global states. Whenever a new predicate ¢ is issued using the
fork command, the entire history is checked whether or not ¢ held in the past.
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Theorem 2. Predicate detection can be solved using X.

Proof. Proving the safety property of predicate detection requires to show that
every state constructed by the algorithm in Figure [lis a consistent global state
over the extended state space of the application. Similarly, the liveness property
can be proven by showing that once ¢ holds in the application, eventually every
monitor will construct a corresponding global state (this is where the complete-
ness property of X' is needed).

We now show that X' is necessary to solve predicate detection. To do this we
assume the existence of an abstract algorithm PD that solves predicate detection
on a given computation. Then we give an algorithm that emulates the output
vector of X using PD.

Similar to the predicate detection algorithm in Figure [[lwe instruct applica-
tion processes to send a control message to all monitors if a local event happens.
These control messages are used to fork an increasing number of instances of
PD. Initially, a single instance for the predicate “p; crashed in initial state” is
started for every process p;. When the first control message (i, s) arrives, a new
instance is forked for the predicate “p; crashed in state s”. This is done whenever
a new control message arrives.

The output vector which simulates the output of X is initialized with L values
and only changed, if one of the instances of predicate detection terminates by
issuing detected(¢). This indicates that a process crashed in some state. The
algorithm reflects this by changing the corresponding entry in output. The change
is permanent since the state in which a process crashes does not change anymore.

Theorem 3. If predicate detection is solvable, then X can be implemented.

Proof. The accuracy property of X follows directly from the safety property
of the predicate detection algorithm. Exploiting the adaptiveness of predicate
detection allows us to show the completeness property of X.

It is interesting to study the role of adaptiveness in the proof of Theorem Bl
For example, consider a definition of predicate detection without adaptiveness,
i.e., it is merely possible to start instances of PD at the beginning of the com-
putation. Not knowing the way in which the computation will proceed, it is
necessary to invoke an instance of predicate detection for every state a process
may reach. Hence, non-adaptive predicate detection can be used to implement
X7 as long as the state space of a process is finite. Adaptiveness allows to invoke
instances of predicate detection “on demand”. This means that — given infinite
state space — while there is no bound on the number of calls to fork, the number
of concurrent instances of predicate detection is always finite.

The following theorem is an immediate consequence of Theorems 2] and [3
It can be rephrased as showing that X is the “weakest failure detector” for
solving predicate detection. The quotation marks are important, because from
Theorem [I] we know that we should not call X a failure detector.

Theorem 4. Solving predicate detection is equivalent to implementing X .
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1 On every application process p;i:

2 (whenever a state change from s to s’ happens) do
3 c-beast (i, s) to all monitors

4+ On every monitor process b;:

5 variables:

6 state[l..n] of (local state information) init (initial states of processes)
7 crashed[1..n] of boolean init false

8 def-crashed[1..n] of {1} U (local state information)

9 history sequence of ((state, crashed)) init (initial state)
10 S set of (global predicates) init

1 algorithm:

12 do forever

13 case (next event) of {* three cases possible *}
14 case 1: ((¢, s) is c-delivered)

15 stateli] := s

16 history := history - (state, crashed)

17 if 3¢ € S.¢(state, crashed) then detected($) endif
18 if def-crash[i] = state[i] then

10 crashed[i] :== true

20 history := history - (state, crashed)

21 if J¢ € S.¢(state, crashed) then detected(¢) endif
22 endif

2 case 2: (X suspects p; in s)

2 if state[i] = s then

2 crashed[i] := true

2 history := history - (state, crashed)

27 if d¢ € S.¢(state, crashed) then detected(d) endif
2 else {* state[i] # s *}

2 def-crash[i] .= s

30 endif

3 case 3: (fork(¢) is called)

32 S:=SU{¢}

3 if Jsi € history.¢(sk) then detected(¢) endif

3 end {* case *}

35 end {* do forever *}

Fig. 1. Solving predicate detection using X'. The primitives c-bcast and c-deliver denote
causal broadcast and causal message delivery, respectively. The operator - denotes
concatenation of sequences. Furthermore, the choice of the case statement is supposed
to happen in a fair manner (e.g., event handling is performed using first-come first-
serve).

6 Implementing ¥

The sequencer X' is a rather strong device and its strength makes it a highly
desirable tool in crash-affected systems. Hence, the question naturally arises on
how to implement X in “real” systems. First, consider synchronous systems,
i.e., systems where bounds on message delivery delays and relative processing
speeds exist. In synchronous systems, X' can easily be implemented, for instance,
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On every application process p;:

1

2 (whenever a state change (s, s") happens) do

3 c-beast (i, s) to all monitors

4+ On every monitor process b;:

5 variables:

6 output[l..m] of {1} U (process state information) initially |
7 algorithm:

8 for all i € {1,...,n} do begin

9 fork(“p; crashed in initial state”) end

10 do forever

1 (wait until (i, s) is c-delivered or detected(¢) is invoked)
12 if ((4, s) was c-delivered) then

13 fork(“p; crashed in state s”)

14 elsif (detected(¢) was called) then

15 {* ¢ is “p; crashed in s” *}

16 output[i] := s

17 endif

1 end {* do forever *}

Fig. 2. Emulating X' using a predicate detection algorithm. State changes and send-
ing control messages on application processes is assumed to happen atomically. Event
handling in line 11 is again performed in a fair manner, e.g., using first-come first-serve.

by the algorithm in Figure Bl This algorithm is a variant of the algorithm for
implementing a perfect failure detector in synchronous systems presented by Tel
[15]. With every local step, process p; decrements a special timer variable r,
one for every remote process. Upon message reception from process p; (j /=),
the timer is reset to the in-ital value &, which is computed from the maximum
message delivery delay and the difference in relative processing speed. If p; fails
to receive a message from p; before the timer elapses, then p; is suspected by

Pi-

On every process p;:

1

2 with (every step) FIFOsend “alive in state s” to all
3 On every process p;:

4 variables:

5 D;[1..n] init (L, ..., 1) {* sequencer output *}

6 ri[1l.n] init (6,...,8) {* timers *}

7 Si[1..n] init (initial states of p1,...,pn)

8 algorithm:

9 upon FIFOreceive “alive in state s” from p; do
10 (reset timer 7;[j] to 8)

11 Si [j} =8

12 upon (expiry of timer r;[j]) do

1 D;[j] := Silj]

Fig. 3. Implementing Y in synchronous systems. The value ¢ is a local timeout value
computed from the global boundary on message delivery delay and relative processing
speeds.
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To see that the algorithm indeed implements Y, we need to show that it
satisfies the accuracy and completeness properties given in Section 5.1l The
proof of the completeness property is the same as for perfect failure detectors.
To see that the accuracy property is satisfied, consider the sequence of “alive”
messages received by Y. As these messages are sent and arrive in FIFO ordeJEL
the failure detector also receives the correct sequence of state information. If p;
crashes, the final message received by p; (i /=) is also the final message which
was sent by p;. This implies that the state information given in that message is
a true indication of the most recent step performed by p;.

Theorem 5. In a synchronous system the output of the algorithm in Figure [3
satisfies the accuracy and completeness conditions of 2.

Note that in general the entire state of the crashed process needs to be
delivered by the failure detection sequencer. The efficiency of the implementation
can be improved by taking into account the semantics of the predicate and the
application (e.g., by delivering only references to certain predefined states).

Now consider a system without bounds on relative process speeds but
bounded communication delays (i.e., asynchronous processes with synchronous
communication). In such systems, X' is implementable if any D € P is given. The
algorithm is shown in Figure Bl and is similar to the one in Figure 3. Here the
timing bound 4 refers to the synchrony of the communication channels. Com-
pleteness is achieved through the completeness of D and the fact that the timer
eventually runs out. Accuracy is satisfied because of the accuracy of D, the FIFO
property of messages (as above), and the fact that after expiry of the timer, no
message can be in transit (bounded communication delays).

8 algorithm:

° upon FIFOreceive “alive in state s” from p; do
10 Silj] :==s

11 upon (D suspects p;) do

12 (reset timer 7:[j] to &)

13 upon (expiry of timer r;[j]) do

14 if (D suspects p;) then

. Dilj] = Silj

16 endif

Fig. 4. Implementing X' using D € P and synchronous communication (lines 1 to 7
are the same as in Figure3). The value ¢ is a local timeout value computed from the
global boundary on message delivery delay.

3 FIFO broadcasts are implementable in synchronous systems, as they can even be
implemented in asynchronous systems [12].
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Theorem 6. In a system with asynchronous processes, synchronous communi-
cation, and any D € P, the output of the algorithm in Figure[4] satisfies the
accuracy and completeness conditions of Y.

We discuss the relationship between perfect failure detectors and X' in more
detail in the following section.

7 Discussion

We have shown that predicate detection cannot be solved with a perfect failure
detector. However, it is solvable using failure detection sequencer X. In a sense
this means that X is “stronger” than a perfect failure detector. Since both ab-
stractions can be implemented in synchronous systems, a perfect failure detector
seems to “loose” some information that a sequencer retains at its interface. In
this context, two questions arise which we now discuss: (1) How can this dif-
ference in information be characterized, and (2) how much information (if any)
does a sequencer loose compared to a fully synchronous system?

Regarding question (1), it seems that the synchrony of communication is the
aspect which X (in contrast to perfect failure detectors) encapsulates. Consider
for example an additional oracle A which can be queried whether or not the
communication channel to a process p; is empty. Both oracles, A and any D €
‘P, are incomparable, since they cannot emulate each other in asynchronous
crash-affected systems. However, using A instead of the timeout mechanism in
the algorithm of Figure H] yields Y. Hence, knowledge about the synchrony of
communication channels is all that is needed to strengthen a perfect failure
detector to Y. Conversely, this information can be regarded as being “lost” at
the interface of a perfect failure detector.

Regarding question (2), we now argue that X retains the full information
present in synchronous systems. Using X it is possible to implement a synchro-
nizer [I] for asynchronous crash-affected systems. A synchronizer is a distributed
algorithm that allows asynchronous processes to proceed in rounds. For this, the
synchronizer generates a sequence of clock-pulses [I] at each process which sep-
arate the rounds. With every pulse, a process is allowed to send at most one
message to one of its neighbors. The synchronizer ensures that all messages sent
at the beginning of round r are received within round r. It also ensures that
every correct process (i.e., a process that does not fail) participates in infinitely
many rounds.

Since the failure detection sequencer makes it possible to identify the final
message from a crashed process, it is possible to implement such a synchronizer
just like in the fault-free case [I5, p. 408]: At the beginning of round r, every
surviving process sends exactly one message m, to every other process (using
reliable broadcast [12]). The application message which the process might send
in round r is associated with this synchronizer message to form a single message.
A process p; waits until, for every other process p;, either (a) m, is received or
(b) X suspects p;. Note that in the latter case it is possible to distinguish the two
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cases where p; crashed before or after sending the message m,.. (This distinction
is not possible with a perfect failure detector.) Waiting for m,. is important in
order to satisfy the specification of the synchronizer, as no other way exists to
prevent application messages from round r to be received in round r+ 1 or later.

The pulses generated by the synchronizer resemble a form of global logical
time. Such a time is present in synchronous systems and so the synchronizer
transforms the asynchronous system into a synchronous system, with the ex-
ception of global real time. In other words, time-free applications [B] perceive
an asynchronous system augmented with X as equally strong as a synchronous
system. Hence, Y can be regarded as a form of failure detector which offers
applications full synchrony without referring to a global clock.

As X is equivalent to a perfect failure detector which suspects a crashed
process only if there are no messages in transit from that process, one can argue
that X' could be specified based on these properties. However, we feel that such a
specification makes assumptions about the implementation of failure detectors,
although most implementations will indeed be based on message reception (or
the lack thereof). Our specification, in contrast, is only based on the state of the
process and does not refer to a particular implementation.

8 Future Work

Many open issues for future work remain: For instance, can other protocols (like
those used for solving consensus) exploit the additional power of failure detection
sequencers to improve efficiency (e.g., in terms of message complexity)? Another
interesting issue is whether other (possibly weaker) classes of failure detection
sequencers are meaningful in asynchronous systems and offer more information
than failure detectors. An obvious candidate would be an “eventually accurate”
failure detection sequencer <X'. However, we conjecture that &X' is equivalent
to P with respect to the problems it allows to solve.
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Abstract. We consider the Do-All problem: p failure-prone processors
perform ¢ similar and independent tasks. We assume that processors
are synchronous, communicate by message passing, and are subject to
crashes determined by an adaptive adversary restricted only by the up-
per bound f on the number of crashes. The performance of algorithms in
this setting is normally measured in terms of work (total available pro-
cessor steps) and communication (total number of point-to-point mes-
sages) complexity. We consider work and communication as comparable
resources and we develop algorithms that have efficient effort defined as
work + communication. We present a p-processor, t-task algorithm that
has effort O(t +p*7"), against the unbounded adversary (f < p). This is
the first algorithm that achieves subquadratic in p effort efficiency for un-
bounded adversary, or even for linearly-bounded adversary that crashes
up to a constant fraction of the processors. We present another algorithm
that has work O(t + plog? p) against f-bounded adversaries such that
p—f = 0(p) for a constant b, 0 < b < 1. We show how to achieve effort
O(t + plog? p) against a linearly-bounded adversary; this result is close
to lower bound (¢ + plog p/loglog p).

1 Introduction

We study algorithms for a distributed system in which tasks need to be done
by failure-prone processors. We consider the abstract problem, called Do-All,
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where the failure-prone processors communicate by message passing and where
the tasks are similar, re-entrant, independent and idempotent. Such problems
are encountered when a set of tasks (in particular tasks admitting “at least once”
execution semantics) needs to be performed in a distributed system.

The Do-All problem in the synchronous message-passing setting was intro-
duced by Dwork, Halpern and Waarts [12], whose algorithms’ efficiency is mea-
sured in terms of effort, defined as the sum of task-oriented work and com-
munication. Task-oriented work counts only the processing steps expended on
performing tasks and it discounts any idling or waiting steps. Communication
is measured as the message complexity. A more conservative measure of work
is available processor steps [16] that accounts for all processing steps, including
task-oriented work, idling and waiting. It is used in most solutions [4[10/14].

We also consider the synchronous failure-prone setting where ¢ tasks need to
be performed by p message-passing processors subject to up to f crash failures
imposed by an adversary. The adversary is adaptive, meaning that the decisions
about the failures of specific processors are made on-line. A processor can send
a message to any subset of processors in one step. If a processor crashes during
a step then any messages it sent are delivered to some arbitrary subset of the
destinations. Crashed processors do not restart.

We measure algorithm performance using the effort approach following [12],
but we use the work component of effort measured in terms of available processor
steps following De Prisco, Mayer and Yung [10]. Thus we define effort to be W+
M, where work VW accounts for each step taken by the operational processors,
includes idling, and where communication M is measured as the number of
point-to-point messages. Prior research (except for [12]) did not consider effort,
and instead focused on developing Do-All algorithms that are efficient in terms
of work, and then dealt with communication efficiency as a secondary goal
Our results. Let ¢ be the number of tasks and p the number of processors. We
present a new way of structuring algorithms for the p-processor t-task Do-All
problem that allows for both work and communication to be controlled in the
presence of adaptive adversaries. We give a generic algorithm for performing
work in the networks of crash-prone processors. This algorithm is parameterized
for task-assignment rules and virtual communication graphs superimposed on
the underlying network.

We call a deterministic algorithm constructive if all implementation details
are specified. This is in contrast to algorithms that refer to combinatorial objects
that are known to exist. Starting with a fully constructive algorithm, we trade
constructiveness for better effort bounds. In some cases, either the communica-
tion patterns or the patterns of performing tasks are determined by referring to
permutations with certain properties that are known to exist. In all cases the
algorithms also solve Do-All when exposed to the unbounded adversary.

I.  We present a deterministic constructive algorithm, called algorithm BAL,
that uses a balancing task allocation policy (Section[5.1)). This algorithm has
work W = O(t + py/p + © log®? p) against adaptive f-bounded adversaries,
for any f < p. We also show that the effort of this algorithm against linearly-
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bounded adversaries is W+ M = O(t + py/I+ p log*? p). In this case each
processor sends O(1) messages in each step.

II.  We also develop a deterministic algorithm which is more efficient than algo-
rithm BAL, but it is not constructive (Section [5.2)). This algorithm, called
algorithm DPAL, has work W = O(t 4 plog® p) against the adaptive f-
bounded adversary, if p — f = £2(p?), for a constant b, 0 < b < 1. When
subjected to linearly-bounded adversaries, this algorithm has the best known
effort of W + M = O(t + plog® p). This effort of algorithm DPAL is close
to the lower bound £2(plogp/loglogp) on work (see [A]).

ITI. We ultimately develop a deterministic algorithm, called algorithm UAL, that
is efficient against the unbounded adversary (Section[5.3]). This algorithm is
obtained by combining our algorithm DPAL with the algorithm of De Prisco,
Mayer and Yung [10]. The effort of our algorithm UAL is W+ M = O(t +
p'77). This is the only known algorithm with both work and communication
subquadratic in p in the worst case.

Previous work. Dwork, Halpern and Waarts [I2] were the first to study the
Do-All problem; further research includes [4/6/7[10/14/15]. Paper [12] considers a
variation of effort, defined as the sum of task-oriented work and communication.
A single-coordinator algorithmic paradigm is common in prior work.

De Prisco, Mayer and Yung [10] were the first to use available processor
steps as the work measure. They gave an algorithm with work O(t + (f + 1)p)
and communication O((f + 1)p). Galil, Mayer and Yung [14] gave an algorithm
with better communication cost of O(fp® + min{f + 1,logp}p), for any € > 0.
Chlebus, De Prisco and Shvartsman [4] developed algorithms based on aggressive
coordination, where the number of coordinators grows exponentially following
crashes. Their algorithms rely on atomic multicasts. One of their algorithms has
work O((t+ plogp/loglogp)log f) and communication O(t 4 plogp/loglogp+
fp); these bounds were improved in [15] for f < p/loglogp. Another algorithm
in [] incorporates restarted processors, and is the only known algorithm to do so
efficiently, and it uses O((t+plogp—+ f) - min{log p, log f}) work and its message
complexity is O(t+plogp+ fp). A summary of these results is given in Table[Il

Table [ does not include work dealing with specialized adversaries and
models of communication. Chlebus and Kowalski [6] studied Do-All with fail-
stop failures in the presence of the weakly-adaptive linearly-bounded adversary.
They developed a randomized algorithm with the expected effort O(t + p(1 +
log* (“O%))). This performance is provably better than that of any determin-
istic algorithm in such a setting, where work 2(plogp/loglogp) has to be per-
formed ([6JI5]). Chlebus, Kowalski and Lingas [7] and Clementi, Monti and Sil-
vestri [8] studied Do-All in the model where communication is performed over a
multiple-access channel.

2 Model: Computation, Tasks, Failures, and Performance

We assume a system of p synchronous, message-passing processors with unique
identifiers in the interval [1..p]. We refer to the processor with identifier v as
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Table 1. Summary of previous results against the unbounded adversary.

’ Paper‘ Metrics ‘ Complexity Remarks

[12] |Work (tasks)| O(t + p) Task-oriented work (allows idling
Messages O(p/p) and waiting)

[10] |Work o(t +p %)
Messages Op?)

[T4] |Work Ot +p%)
Messages O(fp° +plogp)

M |Work O(tlog f + p%) Using atomic broadcast for
Messages o(t +plolg‘°igp + fp) unbounded adversary, f < p

M) |Work O((tlog f + plogplog f)| Using atomic broadcast; results are
Messages O(t+plogp + fp) restated here for less than p restarts

“processor v”. The computation is structured in terms of synchronous constant-
time steps. There are t tasks that need to be performed; these tasks have unique
identifiers in the interval [1..t]. Each processor knows the values p and t. We
place no restrictions on the relationship between p and t.

Communication. Processors communicate by message passing. We assume a
complete network. A processor may send a message to any subset of processors
during a step. A message sent in one step is delivered to its recipients by the
start of the next step. We assume that no messages are lost or corrupted in
transit, and we assume that the size of the messages is at most linear in p + t.

Failures. Processors fail by crashing. Non-faulty processors are called opera-
tional. We denote by f the maximum number of failures that may occur in any
execution. We do not consider processor restarts (cf. [4]), and so f does not
exceed p. Processors may crash during a multicast; in this case some arbitrary
subset of the destinations may receive the message.

Tasks. Every processor knows all the tasks, and it can perform any task given its
identifier. We assume that it takes exactly one step to perform a task. Tasks are
idempotent, that is, they can be performed many times and concurrently. They
are also independent, in the sense that any order of performance is allowed.

Adversaries. The occurrence of failures is governed by adversarial models.
These models are characterized in quantitative and qualitative terms that re-
spectively determine the magnitude of processor failures and the flexibility to
select faulty processors by the adversary.

We call an adversary size-bounded if there is an upper bound on the number
of faults; when an explicit bound f is given we call the adversary f-bounded.
An adversary is called linearly-bounded if it is (¢p)-bounded for some constant
0 < ¢ < 1. An adversary is called unbounded if at least one processor is infallible.
An adversary is called adaptive if it decides on-line what processors to crash and
when (possibly subject to the quantitative restrictions). All the adversaries we
consider are adaptive, with a possible restriction of being size-bounded. Our goal
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is to design algorithms that are correct against the unbounded adversary and as
efficient as possible against specific size-bounded adversaries.

Correctness. An algorithm solving the Do-All problem is considered to be
correct if the following two conditions are satisfied:

1. Each task is performed by some processor eventually.
2. Each processor stops to work on the current instance of the problem even-
tually.

There are two ways in which a processor can satisfy requirement 2} A processor
may voluntarily stop to work, we say that it halts, or it may be forced to do so by
the adversary who crashes the processor. Processors may halt at different steps.
Halted processors are considered operational. Halting is a property of algorithms
and does not limit the adversary in choosing which f processors are prone to
failures. An algorithm terminates at a given step if this is the first step by which
each processor either halted or crashed.

Performance measures. We consider the following measures of performance:
work complexity and communication complexity. Work VW counts the total num-
ber of steps of processors, including idling, which is accrued till termination. That
is, we count the available processor steps [16]. Halted processors continue con-
tributing to work until the algorithm terminates. Communication M counts the
total number of point-to-point messages sent. We define effort as W + M.

3 Communication and Graphs

Let G = (V,E) be a graph, with V the set of nodes and E the set of edges.
For an induced subgraph H (H C V) we define Ng(H) to be the subset of V
consisting of all the nodes in H and their neighbors in G. We also define G* to
be the k-th power of graph G, that is, G¥ = (V, E'), where the edge (u,v) € E’
iff there is a path between uw and v in G of length at most k. The number of
nodes in subgraph H is denoted by |H|. The specific families of graphs G(p)
that we use have a uniform upper bound on the degrees of nodes, and we denote
by A the maximum node degree of each graph G(p).

We interpret each processor as a node and each sender/receiver pair as an
edge of a communication graph G = G(p). The notation G(p) denotes the initial
topology of a communication graph on p processors. Each faulty or halted pro-
cessor is removed causing the communication graph to evolve through a sequence
of subgraphs until it vanishes altogether when the algorithm terminates.

Suppose we take snapshots of the communication graphs at certain time-
steps s;, let G; be the subgraph of G(p) induced by the sets V; of processors
still operational at step s;. Sets V; have these properties: V;11 C V; and |V;| >
p — f. Note that progress is achieved if there is a least one “good” connected
component H; of G;, which evolves suitably with time: (1) it is “large” to be
able to perform many tasks concurrently, (2) “of small diameter” to have a small
delay in interprocessor coordination, and finaly (3) H;+1 C H; to guarantee
consistency of computation. We quantify the notion of being “good” as follows.
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Let f be an upper bound on the number of failures. Let «, 5 and y be positive
constants. We say that a subgraph H C G = G(p) is compact if |[H| > a(p — f)
and the diameter of H is not larger than glogp + 7.

Graph G(p) is said to satisfy PROPERTY R if there is a function P, which
assigns subgraph P(R) C G(p) to each subgraph R C G(p) of size at least p— f,
such that the following hold:

R.1: P(R) CR. R.3: The diameter of P(R) is at most Glogp + .
R.2: |P(R)| > alR. R.A: If Ry C Ry then P(Ry) C P(R).

Suppose (G;) is a sequence of subgraphs of G(p) such that G;4+1 C G; and
|G| > p—f, for i > 1. We may use PROPERTY R to obtain a sequence of compact
subgraphs (H;) in G(p), such that H;y; C H;. To this end it is sufficient to define
H;, = P(G;) C G;.

We use the family L(n) of regular expander graphs introduced by Lubotzky,
Phillips and Sarnak [I7]. These graphs are defined and can be constructed for
each number n of the form ¢(¢? — 1)/2, where ¢ is a prime integer congruent to
1 modulo 4. The node degree Ay can be any number such that Ay — 1 is a prime
congruent to 1 modulo 4 and a quadratic nonresidue modulo ¢. It follows, from
the properties of the distribution of prime numbers (see e.g. [9]), that Ay can be
selected to be a constant independent n and ¢ such that n = ¢(¢*> —1)/2 = O(p).
Since for each p there is a number n with such properties which is O(p), we
let each processor simulate O(1) nodes, and we henceforth assume that p is as
required so that L(p) can be constructed.

Upfal [20] showed that there is a function P’ such that if R is a subgraph of
L(p) of size at least I} - p then subgraph P’(R) of R has size at least |R|/6 and
diameter at most 30log, p. (These constants in the case of a linear-size subgraphs
can be improved, see [2I13].) We show that a similar fact holds for sublinear-size
subgraphs as well if a better expansion of the underlying communication graph
is available. To this end we use power L(p)¥, for sufficiently large k. Such graphs
are also constructive and of bounded degree. Magnifying expansion by taking
a power of an expander was already suggested by Margulis [I8] and used for
instance by Diks and Pelc [I1] in the context of broadcasting and fault diagnosis.

Let A > 1 be a constant witht he property that the inequality N (R) >
AlR| holds if R is a subgraph of L(p) satistying |R| < 71p/72. Such A exists
because there is a constant ¢ > 0 for which the inequality |[N(R)| > (14 ¢(1 —
|R|/p))|R]| holds for an arbitrary set R of nodes (see [1]).

Lemma 1. For every f < p there exists a positive integer ¢ such that graph
L(p)* has PROPERTY R with o = 1/7, 3 =30 and v = 2.

Proof. It p— f > T1p/72 then we may take £ = 1 and rely on the construction
in [20]. Suppose that f > p/72. Take as k the smallest positive integer satisfying
(p— f)N* > 71p/72, and let £ = 2k + 1. Let R be a subgraph of graph L(p)* of
size at least p— f. Since |Np(,x (R)| > 71p/72 holds, we have | P'(Np )« (R))| >
|NL(pyx (R)]/6. Let A denote the subgraph P’'(Np,)»(R))NR and B the subgraph
P'(Nppyr(R))\ R. Define P(R) to be the subgraph P(R) = Np,»(AUB)NR.
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Note that P(R) is defined as a set of vertices in graph L(p)¢ and is treated as a
subgraph of L(p)’ induced by these vertices.

One can see that (R.1) holds by the definitions of P(R).

To prove (R.2) we estimate |P(R)|. Suppose, to the contrary, that |R \
P(R)| > 6|R|/7. Then [Ny, (R\P(R))| > 6(p—f)\¥/7 > 6-T1p/(7-72) > 5p/6,
which implies that Np,yx(R\ P(R)) N Npyx (P (Nppyx(R))) /. This contra-
dicts the fact that R\ P(R) and P(R) are disjoint.

Next we prove (R.3). Let v; and va be two vertices in subgraph P(R)
of L(p)¢. Consider two vertices v; and vy from P(R). Suppose that they are
from P'(Nppx(R)). There is a path between node v; and node v in subgraph
P'(Nppyr(R)) of L(p) of length at most 30logp. Let v1 = w1, wa,. .. ,wm = va
be a sequence of consecutive nodes on this path. We show that there is a path
between node v; and node vy of the same length in subgraph P(R) of L(p)*,
details are omitted. The case when either v; or vy are not in P'(Np,)x(R)) is
straightforward, as both of them have neighbors in P'(Np(,)~(R)) in subgraph
L(n)*, by the inclusion P(R) C Ny (P'(Np )k (R))). It follows that the dis-
tance between them in the subgraph P(R) of L(p)* is at most 2 + 30 log p.

To prove (R.4) let us consider Ry C Ra, both subgraphs of sizes at least
p — f. For any subsets of nodes A and B, let A; and By denote the subgraphs
induced by A and B, respectively, in subgraph R;. Similarly, let As and Bs
denote the subgraphs induced by A and B, respectively, in subgraph Rs. It
is clear that Np s (R1) € Nppyr(R2). If X C Y are sets of nodes such that
|X| > T1p/72 then P'(X) C P'(Y), see [20]. It follows that inclusions A; C Ay
and By C By U (Ag \ A1) hold. We obtain the final inclusion P(R;) C P(R2),
which completes the proof. a

Lemmal[I] has been used recently by Chlebus and Kowalski [b] in their work
on fault-tolerant gossiping and consensus algorithms.

4 Generic Algorithm

A processor that has not halted nor crashed is called active. We say a processor
is busy at a certain step if its local knowledge does not imply that all tasks
have been done. Our algorithms have the property that if some tasks are still
outstanding then all the operational processors are both active and busy: they
all iterate the main phase of the algorithm, with the goal of having all the tasks
performed.

Recall that a subgraph of the communication graph is compact if its size is
at least (n —t)/7 and its diameter is at most 30logp + 2, see Lemma [ Let
the neighborhood of a processor v be the subgraph containing each operational
processor whose distance from v in the communication graph is at most 30log p+
2. A processor is said to be compact if its neighborhood is such. These notions
are dynamic, since the status operational/faulty of a processor my change over
time, so the status of being compact may be lost at some point of computation.
Local state. Each processor v maintains a local state consisting of three ordered
lists and additional variables. The list Tasks, contains the tasks assumed to
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be outstanding, the list Processors, contains the identifiers of the processors
assumed to be active, and list Busy, contains the identifiers of the processors
assumed to be busy performing tasks. These lists are initially ordered by the
identifiers of the respective items. The position of an item in a list is its rank
in the list. Items may be removed from lists, which affects the ranks of the
remaining items. Each item w on list Processors, has an associated distance
variable that stores the distance from processor v to u in the local view of the
communication graph.

Each processor v maintains a counter (of phases) in its variable Counter,.
Additionally, processor v maintains variable Done,, which remains false until
v learns that all tasks have been performed. Variable Selected Processor, is
used to remember a processor. Variable Phase, contains the name of the current
phase performed by the processor; this name is either Main or Closing.

Messages. A message sent by processor v includes its identifier and the following
components of its state: Tasks,, Processors,, and Busy,. Additionally, the
signal stop may be included if needed.

Handling lists. When in the course of a computation an item needs to be
selected from a list, then this is done using some Selection_Rule. In Section [l
we define selection rules to instantiate specific algorithms.

Each active processor v updates the lists Tasks,,, Processors, and Busy, af-
ter receiving messages from its neighbors in the current communication graph. If
an item is not on the copy of a list received from some neighbor then it is removed
from the corresponding local list. If no message is received from a neighboring
processor u then w is removed from the list Processors,. If signal stop is re-
ceived from processor u or if processor u was chosen as the Selected_Processor,
then u is removed from the list Busy,.

Distances among processors. Processors estimate distances among them in
the communication graph using their local views of the graph. The distances
may change during the computation due to failures. In each phase the distance
variables attached to the items in the lists Processors are updated: for each
processor v, the minimum of the distance variables attached to v on all the
received processors lists is taken and incremented by one.

We use abbreviation g(p) for function 30log, p + 2. During a phase each
processor v estimates the size of its neighborhood. This is done by comparing
the distance variables on the updated Processors, list with g(p): if the value of
the distance variable is not greater than g(p) then the corresponding processor
is included in the neighborhood of v. If the estimated size of the neighborhood
of processor v is at least (p — f)/7 then v is said to believe to be compact.

Structure of the generic algorithm. The algorithm consists of the initial-
ization and a loop that iterates through one of the two phases.

The phases are of two kinds: Main Phase and Closing Phase. Each phase con-
sists of three stages: (1) receiving messages, (2) local computation, and (3) multi-
casting messages. The goal of the Main Phase is to have all the tasks completed.
The Main Phase is given in Figure 1l
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STAGE 1: Receive messages.
STAGE 2: Perform local computations:
a. Update the lists Tasks,, Processors, and Busy,.

b. Update the distance variables, attached to the processors in the list Processors,,,
and estimate the size of the neighborhood.
c. If some processor is in list Processors, and not in list Busy, then set variable

Done, to true.

d. If list Tasks, is nonempty then select a task from it by applying Selection Rule,
remove the task from list Tasks,, perform the task, and increment Counter,.

e. If list Tasks, is empty then set Done, to true and switch Phase, to Closing.

f. If either (Done, is true and v does not believe to be compact) or (Counter, > t)
then halt.
STAGE 3: Multicast messages to these neighbors in the communication graph that are
still in the list Processors,.

Fig. 1. Generic algorithm: Main Phase. Code for processor v.

Once a processor detects an empty list Tasks, it switches to the Closing
Phase. Now the goal is to have all the active processors informed that the tasks
have already been completed. This is accomplished in a similar manner: inform-
ing a processor is treated as a “task.” To perform a “task” of this kind, an item
from the list Busy is selected, then removed from the list, and signal stop is sent
to it. In the Closing Phase the list Tasks is no longer needed.

Lemma 2. The generic algorithm is correct against the unbounded adversary.

Lemma 3. If an algorithm uses only the graph L(p)® for communication, where
£ is minimal such that Lemmald holds, and if its work complexity is W, then its
communication cost is equal to M = O(W - (p/(p — f))?'1°8r 20).

5 Specific Algorithms

In this section we instantiate several algorithms obtained from the generic al-
gorithm of Section Hl by specifying the following: (1) the patterns used to select
tasks to be performed at a step, and (2) the messaging patterns using commu-
nication graphs. The performance of each algorithm is analyzed against specific
adaptive size-bounded adversaries. We bound the maximum number of failures
using parameter f. This number in turn determines the exponent ¢ of the power
of the graph L(p) we need for communication in order to establish the specific
performance results.

For the purpose of analysis of the performance of specific instantiations of
the generic algorithm, we partition the computation into disjoint epochs: each
epoch &; is defined to consist of g(p) = 30log, p+2 consecutive phases. An epoch
has sufficient duration for all processors in a compact subgraph to communicate.
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Throughout the proofs, the notation G; means the subgraph of communica-
tion graph G(p) induced by the vertices that are active during the first phase
of epoch &;. Note that G;4+1 C G; for ¢« > 1. We let H; stand for a compact
subgraph of G; in G, such that H;; C H; for i > 1. We resort to PROPERTY R
to define H;.

In every epoch &; there is a compact node in G;. This fact, in terms of com-
munication, means that in every step there are 2(p — f) operational processors
which can communicate with each other during the next ¢g(p) phases, provided
all of them are still active. If a processor halts then its list Busy is empty and this
information needs g(p) phases to proliferate. It follows that there are 2(p — f)
processors, which stay active till the end of the computation, possibly with the
exception of the last g(p) steps, and can communicate with each other with the
delay of at most g(p) phases.

A specific deterministic algorithm and a given adversary determines graphs
G; induced by active nodes during the first phase of epoch &;. If the adversary
crashes processor nodes depending on the random decisions to select items from
their lists then graphs G; depend on the execution. In this case graphs H; also
depend on the execution.

Let T, ; be the set of elements in Tasks, during the first phase of &. We
use the following notations: U; stands for UveHi Ty, S; for ﬂvGHi Ty, and
u; = Ui, s; = |Si].

5.1 Balancing Algorithm BAL

Algorithm BAL is instantiated from the generic algorithm by defining the rule
Load Balance used to select items by load balancing. Let ¢ be the number of
elements in the list at hand, then processor v selects the item of rank r(v), where
the number r(v) is uniquely determined by the inequalities

p(r(v) =1)/q <v <p(r(v)+1)/q . (1)
We now analyse the performance of the algorithm.

Lemma 4. If u; > 11p°g(p) then u; — w1 > [Hipa|g(p).

Lemma 5. Let u = u;,. For i > g, if during epoch &; all the processors in

u
logu’

; 1w . . . [logu
1n1n{14p1/10gu,1} |H;y1| or at least u; B2

Theorem 1. The Do-All problem can be solved by a constructive deterministic
algorithm with work W = (’)(t +pvp+t 1og3/2 p) against adaptive f-bounded
adversaries, for any number of faults f < p.

H; .1 are in the Main Phase and u; >

then u; — u;41 1s either at least
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Proof. If the number of active processors in H; decreases by more than twice in
&; then &; is called stormy, otherwise it is peaceful. Since the total work accrued
during stormy epochs is O(plogp), we may assume in the rest of the proof that
all the epochs are peaceful. Let H be a set of processors such that all its elements
remain active during at least one full (peaceful) epoch, starting from some &,,,
where H C H,,, and |H| > |H,,|/2.

Set H may survive for a number of epochs, possibly till the termination. We
can partition all the numbers of epochs into five disjoint intervals I;, 1 < j < 5,
in such a way that if a € I, and b € I,, for j; < ja, then a < b. The partitioning
is as follows. Interval I contains those i for which u; > 11p%g(p). Interval I
contains those i for which both u; < 11p2g(p) and s; > 1 hold. Hence if i € I
then no local knowledge of a processor in H implies that all the tasks have been
done. Interval I3 contains just a single number i of the first epoch &; following
the epochs with numbers in I5. During &; all the processors in H learn that all
the tasks have been performed. Number i is in interval I if H is still compact
during the first phase of epoch &;. Finally interval I5 contains the remaining
numbers of epochs.

We estimate the sizes of intervals I;. By Lemma HB] during epochs in [; all
processors in H perform different tasks, hence |I1| = O(t/(|H|g(p))). During I
all processors from H are in the Main Phase. Let ig be the minimal element in I5.
Let x = y/u/logu, where u = u;,. We further partition Iy into Iy = I3 UI3 U I3
as follows. Number i € I3 iff u; < x. Let the remaining numbers of epochs in I
satisfy the following: if i € I3 then u; — u; 11 > u;/z, and if i € I3 then

i — Uj > -, H .
Ui — Uit mm{ 1 | |}

Lemma [0 guarantees that such a partition of I, is possible. We estimate the
sizes of components of Iy: |I3| = (;v/g = O(y/t/logt/g(p)). If i € I3

then u; 11 < u;(1 — 1/z) so the size of I3 is (’)(\/ulog u) = (’)(\/tlog ), because
u(l —1/x)*°8% = O(1). The size of I3 is

@(maX(UP/UHliZ?) U/|H\ O(Vulogu-p/|H| + u/|H|)
= O((V/tlogt + )-p/|H|) = O((v/t(g(p) +logt)) - p/|H])
because u < 11p%g(p). It follows that |Iz| = O((1/t(g(p) + logt)) - p/|H]).

The cases of I, and I5 are omitted. The whole work contributed by H is
O(|H|g(p) 351 11;]), which yields the bound

O (t+py/(p+ t)(logp + log 1) log) 2)

by our estimates. This bound was proved under the assumption that the con-
tributing processors are in the same set H. In reality, set H may evolve through
sets that get smaller at certain epochs. Then, as the next set H takes over, we
are still within the bound (B) because it does not depend on the size of H. O
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Corollary 1. The Do-All problem can be solved by a constructive deterministic
algorithm with effort W+ M = O(t+p/T+ plog®? p) against adaptive linearly-
bounded adversaries.

Proof. The algorithm in Theorem [ uses a constant-degree network for commu-
nication, and each processor sends O(1) messages in each step, by Lemmall O

5.2 Permutation Algorithms RPAL and DPAL

We now explore another selection paradigm where processors choose items from
lists in the order given by their private permutations. We consider randomized
algorithm RPAL and a scheme of deterministic algorithms DPAL parametrized
by families of permutations.

The new selection rule Select_According To_Permutations operates as fol-
lows. Suppose each processor v has two private permutations, m over [1..p] and
7y over [1..11p2g(p)]. Processor v starts by permuting the list Busy, according
to m1. If it needs to select an item from Busy, then it takes the first one in the
list. Tasks are selected the same way as in rule Load_Balance as long as the size
of Tasks, is greater than 11p?g(p). As soon as exactly 11p?g(p) items remain
in Tasks,, processor v permutes the list Tasks, according to my. Then, at any
time when processor v needs to select an item from Tasks,,, it simply takes the
first one in the list.

To specify the permutations required by the selection rule, we consider two
alternatives. The randomized algorithm RPAL starts by each processor select-
ing two permutations at random, independently among all the processors. The
deterministic algorithm DPAL equips each processor with a fixed pair of permu-
tations. Algorithm DPAL is more efficient than the deterministic algorithm BAL,
however the implementation of BAL is immediate, whereas algorithm DPAL is
not constructive. Once the permutation is selected in an execution of algorithm
RPAL, the future behavior of the adversary is determined by a failure pattern
F consisting of a subset R of processors of size f, and for each processor v € R
the time step during which it fails. Let H denote a compact subgraph H C G
of size £2(p — f). We let F denote the set of all the failure patterns such that
processors in H do not crash.

Lemma 6. Suppose the adversary can select only the failure patterns from Fp.
If u; > a then the inequality u; — u;+1 > (1/4) min{a, |H|g(p)} holds with the
probability at least 1 — exp(—2(|H|logp)).

Lemma 7. If the adversary can select only the failure patterns from Fpg then
the number of epochs in an execution of RPAL is O((t + p)/(|H|g(p)) + logp)
with the probability at least 1 — exp(—2(|H|logp)).

Theorem 2. There is a deterministic algorithm that solves the Do-All problem
with work W = (’)(t + plog® p) against the adaptive f-bounded adversary, if
p— f=02(p®), for a constant b > 0.
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Proof. Consider an execution of algorithm RPAL. Let Hy = G, Hy, ... , Hy,, for
m = [log 2=, be a sequence of subgraphs such that H;1 C H; and [H;i1| =
|H;|/2 hold, and additionally, at every step of computation of algorithm RPAL
the set H of operational processors satisfies the condition H; € H C H;_;,
for some j where 1 < j < m. Such a subsequence H; depends on the random
permutations chosen randomly at the start of RPAL.

Consider a set H, such that H; C H C H;_; for some j =1,... ,m, and H
remains operational after phase [, while after phase [ — 1 the set of operational
processors included set H;_;. The sets Hj1,..., H,, cannot be determined by
step [. For a fixed set H we can estimate the number of possible components of
size |H;| > |H|/2 as follows:

<H|) < < |H| ) < 9lHIR(/2) < olHimlh(1/2)
|Hj| |H|/2

where h(x) is the binary entropy function. The fraction of families of permuta-

tions that result in only O((t+p)/(|H|g(p))+logp) = O((t+p)/(|H;|g9(p))+log p)
epochs of algorithm RPAL, while it is is executed, is at least

1 — 2l h1/2) exp(—02(|H|g(p))) = 1 — exp(—2(|H]|g(p)))

by Lemma [l Hence the part of computation during which the set of opera-
tional processors includes H; and is included in H;_; takes at most O((t +
p)/(|H,|g(p)) + log p) epochs, for a fraction of at least 1 — exp(—£2(|H|g(p))) of
the families of initial permutations. It follows that a fraction of the number of
families of permutations that satisfy the claim of the theorem is at least

m

1= exp(=blH,lg(p)) > 1 —Z exp(—b(p — f)g(p)) > 1 —exp(—c(p — f)g(p))

Jj=1

for some constants b, ¢ > 0. Algorithm DPAL using one of such families performs
work at most max {d((t +p)/(|H;l9(p)) +10gp) - |Hj-1l9(p)} = O(t + plog®p)

for some constant d > 0, by an argument similar to that used in the proof of
Theorem [Il O

Corollary 2. There is a deterministic algorithm that solves Do-All with effort
W4+ M=0(t + plog? p) against adaptive linearly-bounded adversaries.

5.3 Hybrid Algorithm UAL

We now present algorithm UAL that is efficient against the unbounded adversary.
The algorithms consists of two parts: Part 1 and Part 2. Part 1 is based on the
permutation algorithm DPAL that completes its job if the number of faults f is
at most some fy. It uses the graph L(p)’ as its communication graph, where £ is
set to some £y. The original ¢ tasks are partitioned into chunks of size A, where
A is the node degree of graph L(p)’. Then each of the chunks is treated as a
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single task by DPAL, in the sense that a communication is performed only after
the chunk is completed. This guarantees that the communication of Part 1 is the
same as its work. The Part 1 algorithm is performed for some Ty steps. After
that all the processors that have not halted yet, if any, run the Part 2 algorithm.
Part 2 starts by all the active processors sending messages to each other to learn
who is alive and what tasks are still outstanding. The processors reset the lists
of processors and tasks accordingly, containing, say, at most p; processors and t;
tasks. Then algorithm DMY of De Prisco, Mayer and Yung [10], is run. The work
of algorithm DMY is O(t; + (f1 +1)p1) and its communication is O((f1 + 1)p1),
where f; is the number of faults that occur during this phase.

The parameters fy, £y and Tj are selected so as to make our estimates of
work of Part 1 and Part 2 approximately equal. Let us fix a > 0 such that also
the inequality

holds. We set the parameters of algorithm UAL as follows:

t + Aloplog?
+1 and TO:M.
p—fo p— fo

a

fo=p—p"", ly=2log,

3)

The work and communication of the resulting algorithm UAL is W+ M =
O(t + p*~9), as stated in Theorem Bl.

Theorem 3. There is a deterministic algorithm that solves the Do-All problem
with effort W+ M = O(t + p?>=?) against the unbounded adversary, where a >
0.23 is a constant.

Proof. The effort of Part 1is O(t4 Aplog® p) and that of Part 2is O(t+p(p—f)),
where f < p is a variable. Equating these two bounds we obtain

Alog’p=p—f. (4)

As in the proofs of Lemmas [ and B] the node degree of the power of graph L(p)
is A = Ak, where k = 2log, ﬁ + 1, provided that k + 1 is not bigger than the

girth of L(p), that is, the length of the shortest cycle. It was shown in [17] that
this girth is at least %log A, P- The inequality

P 1
2logy —— + 1< =-loga. p
*p—fo 2 oA
can be checked by inspection, so we can proceed.
Since logy -t = log 5, ;75 - logy Ao, we can convert equation @) into an

equivalent form

D \2log, Ao p—f
Ag(—— = ,
0(p7f) 10g2p
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which is then equivalent to Agp? 198 40 log? p = (p — f)1+2108x Ao Solving for f
we obtain fy = p — p'~%, where a = m + 0o(1). The effort of algorithm
UAL is

O(t + Aplog?p) = O(t + p(p — fo)) = O(t +p*~%) .

The estimates in [3[19)20] imply that with Ag = 70 the constant X is at least as
large as 7/2. If the constant a and parameters fy, £y and Ty in equations (B)) are
set with 7/2 as the value of A, then one can verify that a > 0.23. O

6 Discussion

We presented the first solution for Do-Allthat has both work and communication
subquadratic in p in the worst case. There remains a substantial gap between our
upper bound and the best known lower bound on work of £2(¢t+plog p/ log log p).
Narrowing this gap, in particular, improving the lower bound, is challenging.
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Abstract. Byzantine fault-tolerant storage systems can provide high
availability in hazardous environments, but the redundant servers they
require increase software development and hardware costs. In order to
minimize the number of servers required to implement fault-tolerant stor-
age services, we develop a new algorithm that uses a “Listeners” pattern
of network communication to detect and resolve ordering ambiguities cre-
ated by concurrent accesses to the system. Our protocol requires 3f + 1
servers to tolerate up to f Byzantine faults—f fewer than the 4f + 1
required by existing protocols for non-self-verifying data. In addition,
SBQ-L provides atomic consistency semantics, which is stronger than
the regular or pseudo-atomic semantics provided by these existing pro-
tocols. We show that this protocol is optimal in the number of servers—
any protocol that provides safe semantics or stronger requires at least
3f 4+ 1 servers to tolerate f Byzantine faults in an asynchronous system.
Finally, we examine a non-confirmable writes variation of the SBQ-L pro-
tocol where a client cannot determine when its writes complete. We show
that SBQ-L with non—confirmable writes provides regular semantics with
2f + 1 servers and that this number of servers is minimal.

1 Introduction

Byzantine storage services are useful for systems that need to provide high avail-
ability. These services guarantee data integrity and availability in the presence
of arbitrary (Byzantine) failures. A common way to design such a system is to
build a quorum system. A quorum system stores a shared variable at a set of
servers and performs read and write operations at some subset of servers (a quo-
rum). Quorum protocols define an intersection property for the quorums which,
in addition to the rest of the protocol description, ensures that each read has ac-
cess to the current value of the variable. Byzantine quorum systems enforce the
intersection property necessary for their consistency semantics in the presence
of Byzantine failures.

The number of servers in a Byzantine storage system is a crucial metric since
server failures must be independent. Therefore, to reduce the correlation of soft-
ware failures, each server should use a different software implementation [I8].
The first advantage of reducing the number of servers necessary for a service
is the reduction in hardware costs. However, as hardware costs get cheaper in
comparison to software and maintenance costs, the most important benefit of

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 311-{325] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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reducing the number of different servers is the corresponding reduction in de-
velopment and maintenance costs. Furthermore, for large software systems (e.g.
NFS, DNS, JVM) a fixed number of implementations may be available, but
it is expensive or otherwise infeasible to create additional implementations. In
such a situation, a new protocol requiring fewer servers may enable replication
techniques where they were not previously applicable.

To minimize the number of servers, we present a new protocol called Small
Byzantine Quorums with Listeners (SBQ-L). The protocol uses a “Listeners”
pattern of communication to detect and resolve ordering ambiguities when reads
and writes simultaneously access a shared variable[] Whereas existing algorithms
use a fixed number of communication rounds, servers and readers using SBQ-L
exchange additional messages when writes are concurrent with reads. This com-
munication pattern allows the reader to monitor the evolution of the global state
instead of relying on a snapshot. As a result, SBQ-L provides strong consistency
semantics using fewer servers. In particular, Table [l shows that SBQ-L provides
atomic semantics [9] for generic data using as few as 3f + 1 servers to tolerate
f faults, instead of the 4f 4 1 servers that were previously required to provide
even the weaker regular [I1] or partial-atomic [I7] semantics.

We show that SBQ-L is optimal with respect to the number of servers re-
quired to provide a safe shared variable in the common model of asynchronous
reliable authenticated channels [IBIITI2[T3]. In particular, we show that any
protocol that tolerates f Byzantine failures and that provides safe or stronger
semantics must use at least 3f + 1 servers. Since SBQ-L can provide atomic
semantics with 3f + 1 servers, it is optimal with respect to this critical metric.

We apply the SBQ-L protocol and our lower bound analysis to compare
protocols for generic data to these for self-verifying data (data that cannot be
undetectably altered, e.g. that are digitally signed). We find that, surprisingly,
SBQ-L performs equally well with generic or self-verifying data. Existing pro-
tocols require more servers for generic data (second column of Table [I). Our
lower bound of 3f + 1 servers applies regardless of whether data is generic or
self-verifying. Therefore our SBQ-L protocol, already optimal for generic data,
cannot be improved by using self-verifying data. This analysis suggests that
the distinction between these two classes of protocols is not as fundamental as
previous results imply.

We also examine the distinction between protocols with confirmable writes
and those with non-confirmable writes. Consistency semantics are defined in
terms of conditions that must hold when reads and writes complete; however
the specification for when a write completes is left out of the definition. The
traditional approach defines the completion of the write as the instant when
the writer completes its protocol. We call these protocols confirmable. If instead
write completion is defined in a way that cannot be locally determined by the
writer, but writes are still guaranteed to eventually complete, we say that the
resulting protocol is non-confirmable.

! We call this communication model “Listeners” because of its similarity with the
Listeners object-oriented pattern introduced by Gamma et. al. [§].
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The bottom two lines of Table [1] indicate that the SBQ-L protocol can be
modified to be non-confirmable. In that configuration, it can provide regular
semantics for generic data using only 2 f 41 servers instead of the 3 f+1 required
in prior work [15]. We again show that our protocol is optimal by proving that
2f + 1 servers are required to provide even safe semantics for non-confirmable
writes. The existence of the SBQ-L protocol shows that this bound is tight.
This result shows that the distinction between confirmable and non-confirmable
protocols is fundamental.

Table 1. Required number of servers and semantics for various protocols for Byzantine
distributed shared memory. New results and improvements over previous protocols are
shown in bold

Required Semantics Existing Protocols SBQ-L Safe Semantics
4f+1, safe [T1I12]7,[15)"
conf., generic 4f+1, partial-atomic [1712 3f+1, atomic? > 3f+1
3f+1, regular [L1],[15]"; servers
conf., self-verifying 3f+1, atomic [1 2],[5]1’2 3f+1, atomic?
non-conf., generic 3f+1, safe [15] 2f+1, regular? > 2f41
non-conf., self-verifying 2f+1, regular [15] 2f+41, regular® servers

(1) Does not require reliable channels. (2) Tolerates faulty clients.

Like other quorum protocols, SBQ-L guarantees correctness by ensuring that
reads and writes intersect in a sufficient number of servers. SBQ-L differs from
many traditional quorum protocols in that in a minimal-server threshold con-
figuration, clients send messages to all servers on read and write operations
Most existing quorum protocols access a subset of servers on each operation for
two reasons: to tolerate server faults and reduce load. Note that SBQ-L’s fault
tolerance and load properties are similar to those of existing protocols. In partic-
ular, SBQ-L can tolerate f faults, including f non-responsive servers. Although
in its minimal-server configuration it sends read and write requests to all 3f + 1
servers, this number is no higher than the 3f 41 (out of 4f +1) servers contacted
by most existing protocols. We note that the fact that SBQ-L contacts a large
fraction of servers on each operation is a direct consequence of the minimality
of the number of servers.

The rest of this paper is organized as follows. Section ] presents our model
and assumptions and reviews the different semantics that distributed shared
memory can provide, Section [3] presents the SBQ-L protocol, and Section
proves bounds on the number of servers required to implement these semantics.
In Section Bl we explore practical considerations, including how to tolerate faulty
clients, the trade-offs between bandwidth and concurrency, and how to avoid
live-lock or memory problems during concurrent execution. Section @ discusses
related work and we conclude in the last section.

2 As described in Section [3] it is possible to use more servers than the minimum and
in this case only a subset of the servers is touched for every read.
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2 Preliminaries

2.1 Model

We assume a system model commonly adopted by previous work in which quo-
rum systems are used to tolerate Byzantine faults [TIIBITTJT2JT3]. In particular,
our model consists of an arbitrary number of clients and a set U of data servers
such that the number n = |U| of servers is fixed. A quorum system Q C 2U is a
non-empty set of subsets of U, each of which is called a quorum.

Servers can be either correct or faulty. A correct server follows its specifi-
cation; a faulty server can arbitrarily deviate from its specification. Following
Malkhi and Reiter [I1], we define a fail-prone system B C 2V as a non-empty set
of subsets of U, none of which is contained in another, such that some B € B
contains all faulty servers. Fail-prone systems can be used to describe the com-
mon f-threshold assumption that up to a threshold f of servers fail (in which
case B contains all sets of f servers), but they can also describe more general
situations, such as when some computers are known to be more likely to fail
than others.

The set of clients of the service is disjoint from U and clients communicate
with servers over point-to-point channels that are authenticated, reliable, and
asynchronous. We discuss the implications of assuming reliable communication
under a Byzantine failure model in detail in our previous work [15]. Initially, we
restrict our attention to server failures and assume that clients are correct. We
relax this assumption in Section [5.1]

2.2 Consistency Semantics

Consistency semantics define system behavior in the presence of concurrency.
Lamport [9] defines the three semantics for distributed shared memory listed
below. His original definitions exclude concurrent writes, so we present extended
definitions that include these [I7].

Using a global clock, we assign a time to the start and end (or completion) of
each operation. We say that an operation A happens before another operation B
if A ends before B starts. We then require that all operations be totally ordered
using a relation — (serialized order) that is consistent with the partial order
of the happens before relation. In this total order, we call write w the latest
completed write relative to some read r if w — r and there is no other write w’
such that w — w’ Aw’ — r. We say that two operations A and B are concurrent
if neither A happens before B nor B happens before A. The semantics below
hold if there exists some relation — that satisfies the requirements.

— safe semantics guarantee that a read r that is not concurrent with any write
returns the value of the latest completed write relative to r. A read concur-
rent with a write can return any value.

— regular semantics provide safe semantics and guarantee that if a read r is
concurrent with one or more writes, then it returns either the latest com-
pleted write relative to r or one of the values being written concurrently
with r.
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— atomic semantics provide regular semantics and guarantee that the sequence
of values read by any given client is consistent with the global serialization
order (—).

The above definitions do not specify when the write completes. The choice
is left to the specific protocol. In all cases, the completion of a write is a well-
defined event. We will begin by considering only protocols in which the writer
can determine when its write has completed (confirmable protocols). We later
relax this requirement in Section and show that the resulting protocols with
non-confirmable writes require fewer servers.

W1 Write(D) {
W2 send (QUERY_TS) to all servers
W3 receive answer (TS, ts) from server isvr set ts[isvr] := ts
W4 wait until the ¢s[] array contains g, answers.
W5 maz_ts := max{ts[]}
W6 ts := min{t € T, : maz_ts < t Alast_ts < t}
// ts € T, is larger than all answers and previous timestamp
W7 last_ts :=ts
w8 send (STORE, D, ts) to all servers.
W9 receive answer (ACK,ts) from server i
W10 wait until g, servers have sent an ACK message
Wil }
R1 (D,ts) = Read() {
R2 send (READ) to g, servers.
R3 loop {
R4 receive answer (VALUE, D, ts) from server s
// (possibly more than one answer per server)
R5 if ts > latest[s].ts then latest[s] := (D, ts)
R6 if s /&: // we call this event an “entrance”
R7 S :=S U {s}
RS T := the f + 1 largest timestamps in latest[]
R9 for all isvr, for all jtime /&, delete answer[isvr, jtime]
R10 for all isvr,
R11 if latest[isvr].ts € T
then answer[isvr, latest[isvr].ts] := latest[isvr]
R12 if ts € T then answer[s,ts] := (D, ts)
R13 }until 3D, ts, W 2 [W]| > quw A (Vi1 € W : answer[i, ts] = (D, ts))
// i.e., loop until q,, servers agree on a (D,ts) value
R14 send (READ_COMPLETE) to all servers
R15 return (D, ts)
R16 }

Fig. 1. Confirmable SBQ-L client protocol for the f-threshold error model
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variable initial value notes

quw %f—i_l Size of the write quorum

qr {%M-‘ Size of the read quorum

T. Set of timestamps for client c¢|The sets used by different clients are disjoint
last_ts 0 Largest timestamp written by a particular server

latest[] A vector storing the largest timestamp received from
each server and the associated data

4
answer[][] [ Sparse matrix storing at most f + 1 data and times-
0

tamps received from each server
The set of servers from which the reader has received
an answer

S

Fig. 2. Client variables

3 The SBQ-L Protocol

Figure [[] presents the f—thresholdﬁ SBQ-L confirmable client protocol for generic
data. The initial values of the protocol’s variables are shown in Figure

In lines W1 through W6, the Write() function queries a quorum of servers in
order to determine the new timestamp. The writer then sends its timestamped
data to all servers at line W8 and waits for acknowledgments at lines W9 and
W10. The Read() function queries an access set [4] of servers in line R2 and
waits for messages in lines R3 to R13. An unusual feature of this protocol is
that servers send more than one reply if writes are in progress. For each read in
progress, a reader maintains a matrix of the different answers and timestamps
from the servers (answers[][]). The read decides on a value at line R13 once
the reader can determine that a quorum of servers vouch for the same data item
and timestamp, and a notification is sent to the servers at line R14 to indicate
the completion of the read. A naive implementation of this technique could result
in the client’s memory usage being unbounded; instead, the protocol only retains
at most f 4+ 1 answers from each server.

This protocol differs from previous Byzantine quorum system (BQS) proto-
cols because of the communication pattern it uses to ensure that a reader receives
a sufficient number of sound and timely values. A reader receives different values
from different servers for two reasons. First, a server may be faulty and supply
incorrect or old values to a client. Second, correct servers may receive concurrent
read and write requests and process them in different orders.

Traditional quorum systems use a fixed number of rounds of messages but
communicate with quorums that are large enough to guarantee that intersections
of read and write quorums contain enough answers for the reader to identify
a value that meets the consistency guarantee of the system. Rather than using
extra servers to disambiguate concurrency, SBQ-L uses extra rounds of messages
when servers and clients detect writes concurrent with reads. Intuitively, other
protocols take a “snapshot” of the situation. The SBQ-L protocol looks at the
evolution of the situation in time: it views a “movie”.

3 We describe the more general quorum SBQ-L protocols in the extended technical
report [14].
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SBQ-L’s approach uses more messages than some other protocols. Other
than the single additional READ_COMPLETE message sent to each server at
line R14, however, additional messages are only sent when writes are concurrent
with a read.

Figure [ shows the protocol for clients. Servers follow simpler rules: they
only store a single timestamped data version, replacing it whenever they receive
a STORE message with a newer timestamp. When receiving a read request, they
send the contents of this storage. Servers in SBQ-L differ from previous protocols
in what we call the Listeners communication pattern: after sending the first
message, the server keeps a list of clients who have a read in progress. Later, if
they receive a STORE message, then in addition to the normal processing they
echo the contents of the store message to the “listening” readers — including
messages with a timestamp that is not as recent as the data’s current one but
more recent than the data’s timestamp at the start of the read. This listening
process continues until the server receives a READ_COMPLETE message from
the client indicating that the read has completed.

This protocol requires a minimum of 3f + 1 servers and provides atomic
semantics with confirmable writes. We prove its correctness in the next section.
Theorem [2] of Section Al shows that 3f + 1 is the minimal number of servers for
confirmable protocols. In Section B we show how to adapt this protocol for
faulty clients.

3.1 Correctness

Traditional quorum protocols abstract away the notion of group communication
and only concern themselves with contacting groups of responsive servers. In-
stead, our protocol specifies to which group of servers the messages should be
sent and waits for acknowledgments from some quorum of servers within this
access group. The read protocol relies on the acknowledged messages for safety,
but it also potentially relies on the messages that are still in transit, for liveness.
Because the channels are reliable, we know that these messages will eventually
reach their destination.

Theorem 1. The confirmable f-threshold SBQ-L protocol provides atomic se-
mantics.

Lemma 1 (Atomicity). The confirmable threshold SBQ-L satisfies atomic se-
mantics, assuming it is live.

The SBQ-L protocol guarantees atomic semantics, in which the writes are
ordered according to their timestamps. To prove this, we show that (1) after a
write for a given timestamp ts; completes, no read can return a value with an
earlier timestamp and (2) after a client ¢ reads a timestamp ts1, no later read
can return a value with an earlier timestamp.

(1) Suppose a write for timestamp ts; has completed; then [

%f“] servers

have acknowledged the write. At least f”foH} of these are correct. In the worst
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case, all the remaining servers can return the same stale or wrong reply to later
reads. However there are only (%f*l] of them so they cannot form a quorum.

(2) Suppose that at some global time ¢;, some client ¢ reads timestamp
ts;. That means that [%f“] servers returned a value indicating that this
timestamp has been written, and again at least f"_TfH] of these are correct:
the remaining servers are too few to form a quorum. U

Lemma 2 (Liveness). All functions of the confirmable threshold SBQ-L even-
tually terminate.

For space reasons, we refer the reader to our extended technical report [14]
for the proof of this lemma.

3.2 Non-confirmable Protocol

If a protocol defines the write completion predicate so that completion can be
determined locally by a writer and all writes eventually complete, we call the pro-
tocol confirmable. This definition is intuitive and therefore implicitly assumed in
most previous work. These protocols typically implement their Write () function
so that it only returns after the write operation has completed.

If instead a protocol’s write completion predicate depends on the global state
in such a way that completion cannot be determined by a client although all
writes still eventually complete, then we call the protocol non-confirmable. Non-
confirmable protocols cannot provide blocking writes. The SBQ protocol [I5], for
example, is non-confirmable: writes complete when a quorum of correct servers
have finished processing the write. This completion event is well-defined but
clients cannot determine when it happens because they lack the knowledge of
which servers are faulty.

The confirmable SBQ-L protocol of Section Blrequires at least 3f + 1 servers.
This number can be reduced to 2f + 1 if the protocol is modified to become
non-confirmable. The non-confirmable protocol is presented and proven correct
in the extended technical report [14].

4 Bounds

In this section, we prove lower bounds on the number of servers required to
implement minimal consistency semantics (safe semantics) in confirmable pro-
tocols. The bound is 3f + 1 and applies to any fault-tolerant storage protocol
because the proof makes no assumption about how the protocol behaves. This
lower bound not only applies to quorum protocols such as SBQ-L, but also
to any other fault-tolerant storage protocol, even randomized ones. Also, the
bounds hold whether or not data are self-verifying. Since the SBQ-L protocol of
the previous section meets this bound, we know it is tight.

In previous work, protocols using self-verifying data often require f fewer
servers than otherwise [IT/I5]. It was not known until now whether self-verifying
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data make a fundamental difference or if protocols using only generic (i.e. non-
self-verifying) data could be made to perform as well. Although we show that
self-verifying data has no impact on the minimal number of servers, they may
be useful for other properties such as the number of messages exchanged or the
ability to restrict access to the shared variables.

4.1 Confirmable Safe Semantics

Theorem 2. In the authenticated asynchronous model with Byzantine failures
and reliable channels, no live confirmable protocol can satisfy the safe semantics
for distributed shared memory using 3f servers.

To prove this impossibility we show that under these assumptions any proto-
col must violate either safety or liveness. If a protocol always relies on 2f + 1 or
more servers for all read operations, it is not live. But if a live protocol ever relies
on 2f or fewer servers to service a read request, it is not safe because it could
violate safe semantics. We use the definition below to formalize the intuition
that any such protocol will have to rely on at least one faulty server.

Definition 1. A message m is influenced by a server s iff the sending of m
causally depends [10] on some message sent by s.

Definition 2. A reachable quiet system state is a state that can be reached by
running the protocol with the specified fault model and in which no read or write
18 1N Progress.

Lemma 3. For all live confirmable write protocols using 3f servers, for all sets
S of 2f servers, for all reachable quiet system states, there exists at least one
execution in which a write is only influenced by servers in a set S’ such that

S’ CS.

By contradiction: suppose that from some reachable quiet system state all pos-
sible executions for some writer are influenced by more than 2f servers. If the
f faulty servers crash before the write then the writer can only receive mes-
sages that are influenced by the remaining 2 f servers and the confirmable write
execution will not complete. Il

Note that this lemma can easily be extended to the read protocol.

Lemma 4. For all live read protocols using 3f servers, for all sets S of 2f
servers, for all reachable quiet system states, there exists at least one execution
in which a read is only influenced by servers in a set S’ such that S’ C S.

Thus, if there are 3f servers, all read and write operations must at some
point depend on 2f or fewer servers in order to be live. We now show that if we
assume a protocol to be live it cannot be safe by showing that there is always
some case where the read operation fails.
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Lemma 5. Consider a live read protocol using 3f servers. There exist execu-
tions for which this protocol does not satisfy safe semantics.

Informally, this read protocol sometimes decides on a value after consulting
only with 2f servers. We prove that this protocol is not safe by constructing a
scenario in which safe semantics are violated.

Because the protocol is live, for each write operation there exists at least one
execution e,, that is influenced by 2f or fewer servers (by Lemma B). Without
loss of generality, we number the influencing servers 0 to 2f — 1. Immediately
before the write e, the servers have states ag . ..as;—1 (“state A”) and immedi-
ately afterwards they have states by ...bas_1, a2y ...asr—1 (“state B”). Further
suppose that the shared variable had value “A” before the write and has value
“B” after the write. If the system is in state A then all reads should return the
value A; in particular this holds for the reads that influence fewer than 2f + 1
servers. Consider such a read whose execution we call e. Execution e receives
messages that are influenced by servers f to 3f — 1 and returns a value for the
read based on messages that are influenced by 2f or fewer servers; in this case,
it returns A. Lemma [ guarantees that execution e exists.

Now consider what happens if execution e were to occur when the system is
in state B. Suppose also that servers f to 2f —1 are faulty and behave as if their
states were ay ...agp—1. This is possible because they have been in these states
before. In this situation, states A and B are indistinguishable for execution e
and therefore the read will return A even though the correct answer is B.

O

The last two lemmas show that in the conditions given, no read protocol can
be live and safe. O

4.2 Non-confirmable Safe Semantics

For non-confirmable protocols, the minimum number of servers for safe semantics
is 2f 4+ 1 instead of 3f + 1 for confirmable protocols. We refer the reader to the
extended technical report [14] for the proof.

Theorem 3. In the reliable authenticated asynchronous model with Byzantine
failures, no live protocol can satisfy the safe semantics for distributed shared
memory using 2f servers.

5 Practical Considerations

In the next subsections we show how to handle faulty clients, quantify the number
of additional messages, experimentally measure the effect of additional messages,
discuss the protocol latency, and show an upper bound on memory usage.
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5.1 Faulty Clients

The protocols in the previous two sections are susceptible to faulty clients in two
ways: (1) faulty clients can choose not to follow the write protocol and prevent
future reads from terminating or (2) faulty clients can violate the read protocol
to waste server resources. We extend the protocol to address these issues below.

Liveness. Faulty writers can prevent future read attempts from terminating by
making sure that no quorum of servers has the same value (a poisonous write),
for example by sending a different value to each server. All reads will then fail
because they cannot gather a quorum of identical answers.

Poisonous writes can be prevented if clients sign their writes and servers
propagate among themselves the write messages they receive. This modification
ensures that the servers will reach a consistent state, it is described in more
detail in the extended technical report [14].

Resource Exhaustion. A faulty reader can neglect to notify the servers that
the read has completed and force the server to continue that read operation for-
ever. The cause of the problem is that readers can cause a potentially unbounded
amount of work at the servers (the processing of a nonterminating read request)
at the cost of only constant work (a single faulty read request).

This attack can be rendered impractical by removing the imbalance in the
protocol, forcing the readers to contact the servers periodically. The resulting
protocol is always safe and relies on good network behavior for liveness. It is
described in more detail in the extended technical report [14].

5.2 Additional Messages

SBQ-L’s write operation requires 3n messages in the non-confirmable case and
4n messages in the confirmable case, where n is the number of servers, regard-
less of concurrency. This communication is identical to previous results: the
non-confirmable SBQ protocol [T5] uses 3n messages and the confirmable MR
protocol [I1] requires 4n messages.

The behavior of the SBQ-L read operation depends on the number of con-
current writes. Other protocols (both SBQ and MR) exchange a maximum of
2n messages for each read. SBQ-L requires up to 3n messages when there is
no concurrency. In particular, step R14 adds a new round of messages. Addi-
tional messages are exchanged when there is concurrency because the servers
echo all concurrent write messages to the reader. If ¢ writes are concurrent with
a particular read then that read will use 3n + cn messages.

Even in the case of concurrency, the additional messages do not impact la-
tency as severely as one may fear because most of them are asynchronous and
unidirectional. The SBQ-L protocol will not wait for 3n+cn message roundtrips.

In order to experimentally test the overhead of the extra messages used to
deal with concurrency in SBQ-L, we construct and test a simple prototype. These
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experiments are described in detail in the technical report [14]. We find that
increasing concurrency has a measurable but modest effect on the read latency.

5.3 Maximum Throughput

A goal of a BQS architecture is to support a high throughput for a low system
cost. Two factors affect system cost: (1) the number of different servers n and (2)
the required power of these servers, dictated by the load factor and the desired
throughput. The load factor [10] is defined as “the minimal access probability
of the busiest server, minimizing over the strategies”, where the strategy is the
algorithm used to pick a quorum.

SBQ-L has a load factor of 5-(n + [%f“}) if only non-confirmable writes
are supported and %(n + (%f“]) if confirmable writes are also supported,
assuming that reads and writes occur with equal frequency. Other protocols [5]
TTIT3] have a better asymptotic load factor, but either have a higher load factor
for small values of n or cannot function using as few servers as SBQ-L.

A detailed comparison of cost to meet throughput goals depends on hardware
costs, software costs and throughput goals and is outside of the scope of this
paper. In general, when adding a server is expensive compared to buying a faster
server, protocols such as SBQ-L that limit n may be economically attractive even
if they increase the load factor.

5.4 Live Lock

The behavior of the protocol under heavy load must be described precisely to
ensure the protocol remains live. In SBQ-L, writes cannot starve but reads can,
if an infinite number of writes are in progress and if the servers always choose
to serve the writes before sending the echo messages.

When serving a write request while a read is in progress, servers queue an
echo message. The liveness of both readers and writers is guaranteed if we require
servers to send these echoes before processing the next write request. A read will
therefore eventually receive the necessary echoes to complete even if an arbitrary
number of writes are concurrent with the read.

Another related concern is that of latency: can reads become arbitrarily slow?
In the asynchronous model, there is no bound on the duration of reads. However,
if we assume that writes never last longer than w units of time and that there
are ¢ concurrent writes, then in the worst case (taking failures into account)
reads will be delayed by no more than min(cw, nw). This result follows because
in the worst case, f servers are faulty and return very high timestamps so that
only one row of answer [ ][] contains answers from correct servers. Also, in the
worst case each entrance (line R6) occurs just before the monitored write can
be read. The second term is due to the fact that there are at most n entrances.
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5.5 Buffer Memory

In SBQ-L, readers maintain a buffer in memory during each read operation
(the answer[][] sparse matrix). While other protocols only need to identify a
majority and as such require n units of memory, the SBQ-L protocol maintains a
short history of the values written at each server. As a result, the read operation
in SBQ-L requires up to n(f + 1) units of memory: the set T contains at most
f + 1 elements (line 8) and the answer[][] matrix therefore never contains
more than 7 columns and f + 1 rows (lines 9 and 12). In a system storing more
than one shared variable, if multiple variables are read in parallel then each
individual read requires its own buffer of size n(f + 1).

6 Related Work

Although both Byzantine failures [7] and quorums systems [6] have been studied
for a long time, interest in quorum systems for Byzantine failures is relatively
recent. The subject was first explored by Malkhi and Reiter [11[12]. They reduced
the number of servers involved in communication [13], but not the total number
of servers; their work exclusively covers confirmable systems.

In previous work we introduced non-confirmable protocols that require 3f+1
servers (2f 4 1 for self-verifying data) [15]. In the present paper we expand on
that work and reduce the bound to 2f + 1 for generic data and provide regular
semantics instead of safe by using Listeners. We also prove lower bounds on the
number of servers for these semantics and meet them.

Bazzi [3] explored Byzantine quorums in a synchronous environment with
reliable channels. In that context it is possible to require fewer servers (f +1 for
self-verifying data, 2f + 1 otherwise). This result is not directly comparable to
ours since it uses a different model. We leave as future work the application of
the Listeners idea of SBQ-L to the synchronous network model.

Bazzi [4] defines non-blocking quorum system as a quorum system in which
the writer does not need to identify a live quorum but instead sends a message
to a quorum of servers without concerning himself with whether these servers
are responsive or not. According to this definition, all the protocols presented
here use non-blocking quorum systems.

Several papers [AI3JT6] study the load of Byzantine quorum systems, a mea-
sure of how increasing the number of servers influences the amount of work each
individual server has to perform. A key conclusion of this previous work is that
the lower bound for the load factor of quorum systems is O(ﬁ) Our work in-
stead focuses on reducing the number of servers necessary to tolerate a given
fault threshold (or fail-prone system).

Phalanx [12] builds shared data abstractions and provides a locking service,
both of which can tolerate Byzantine failure of servers or clients. It requires
confirmable semantics in order to implement locks. Phalanx can handle faulty
clients while providing safe semantics using 4f + 1 servers.

Castro and Liskov [5] present a replication algorithm that requires 3f + 1
servers and, unlike most of the work presented above, can tolerate unreliable



324 J.-P. Martin, L. Alvisi, and M. Dahlin

network links and faulty clients. Their protocol uses cryptography to produce
self-verifying data and provides linearizability and confirmable semantics. It is
fast in the common case. Our work shows that confirmable semantics cannot be
provided using fewer servers. Instead, we show a non-confirmable protocol with
2f + 1 servers. In the case of non-confirmable semantics, however, it is necessary
to assume reliable links.

Attiya, Bar-Noy and Dolev [2] implement an atomic single-writer multi-
reader register over asynchronous network, while restricting themselves to crash
failures only. Their failure model and writer count are different from ours. When
implementing finite-size timestamp, their protocol uses several rounds. The sim-
ilarity stops there, however, because they make no assumption of network re-
liability and therefore cannot leverage unacknowledged messages the way the
Listeners protocol does.

7 Conclusion

We present two protocols for shared variables, one that provides atomic seman-
tics with non-confirmable writes using 2 f + 1 servers and the other that provides
atomic semantics with confirmable writes using 3f + 1 servers. In the reliable
asynchronous communication model when not assuming self-verifying data, our
protocols reduce the number of servers needed by previous protocols by f. Addi-
tionally, they improve the semantics for the non-confirmable case. Our protocols
are strongly inspired by quorum systems but use an original communication pat-
tern, the Listeners. The protocols can be adapted to either the f-threshold or
the fail-prone error model.

The more theoretical contribution of this paper is the proof of a tight bound
on the number of servers. We show that 3f + 1 servers are necessary to provide
confirmable semantics and 2f 4 1 servers are required otherwise.

Several protocols [B[ITIT2IT5I8] use digital signatures (or MAC) to reduce
the number of servers. It is therefore surprising that we were able to meet the
minimum number of servers without using cryptography. Instead, our protocols
send one additional message to all servers and other additional messages that
only occur if concurrent writes are in progress.

Since our protocols for confirmable and non-confirmable semantics are nearly
identical, it is possible to use both systems simultaneously. The server side of
the protocols are the same, therefore the servers do not need to be aware of
the model used. Instead, the clients can agree on whether to use confirmable
or non-confirmable semantics on a per-variable basis. The clients that choose
non-confirmable semantics can tolerate more failures: this property is unique to
the SBQ-L protocol.

Acknowledgments. The authors thank Jian Yin and Mike Kistler for several
interesting conversations and Alison Smith and Maria Jump for helpful com-
ments on the paper’s presentation.
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Wait-Free n-Set Consensus When Inputs Are
Restricted

Hagit Attiya and Zvi Avidor

Department of Computer Science
The Technion, Haifa 32000, Israel
{hagit,azvi}@technion.ac.il

Abstract. The k-set consensus problem requires processes to decide on
at most k of their input values. The problem can be solved using only
read / write operations in the presence of f crash failures if and only if
f < k. One way to subvert this impossibility result is to restrict the set
of possible assignments of input values to processes. This paper presents
a characterization of the input restrictions that allow a wait-free solution
of n-set consensus in a system with n + 1 processes, using only read and
write operations.

1 Introduction

The k-set consensus problem [I] requires nonfaulty processes to decide on at
most k different values, so that every decision value is some process’s input.
The k-set consensus problem is solvable in an asynchronous system subject to
f crash failures using read/write operations if and only if f < k. An algorith
was presented in [I] while the lower bound was proved in three independent
papers [23[4]. This is a rather disappointing result, having that usually the
number of failures can not be controlled, and if failures are possible, then any
number of failures can occur.

Several approaches were suggested to handle the impossibility of solving k-set
consensus, and its important special case (with k& = 1), the consensus problem.
This includes usage of failure detectors [5], randomized methods [6lf7] and ap-
proximate agreement [J].

An alternative approach is to restrict the set of possible input configurations
as a way of solving unsolvable problems. For example, if only one input con-
figuration is possible, then a a simple wait-free protocol solves the consensus
problem: all processes decide on an arbitrary input value of this configuration
without any communication. A natural question is whether restricting the set of
possible input configurations allows to solve certain problems. Such a restriction
can capture several practical situations where the input values of processes are
related, e.g., after they have executed a lower-level coordination algorithm. This

! The algorithm is described for message passing systems, but can be easily adapted
to shared memory systems.

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 326-[338 2002.
© Springer-Verlag Berlin Heidelberg 2002
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can happen when subsets of processes share other means of communication like
highly-reliable channels.

This paper characterizes which restrictions of the input configurations allow
to solve n-set consensus, with a wait-free read / write algorithm in a system of n+
1 processes. For input sets in which the problem is solvable, we provide a simple,
single-round protocol. The paper also presents an algorithm for deciding whether
a set of input configurations allows to solve consensus, using our characterization.

Our claims and proofs use the language of algebraic topology, although their
nature is strictly combinatorial. The algebraic topology language was previously
used to describe combinatorial claims, for example, by Attiya and Rajsbaum [9].

Taubendeld et al. [TOJTT] introduce the idea of restricting the set of inputs as
mean to solve agreement problems. They presented possibility and impossibility
results in a shared memory system and a hierarchy of problems that can be
solved with up to f failures.

Friedman et al. [I2] uses coding theory to classify the set of possible input
configurations allowing to solve agreement problems in the presence of f failures.

Mostefaoui et al. [13] presented a condition-based approach for solving the
consensus problem. For every f > 1, they define a set of sets of initial config-
urations C; such that there is a read / write consensus algorithm tolerating f
failures for input configurations in a set C, if and only if C' € Cy. Later [14] they
presented, for any k and f(> k), a set of sets Sy ;. They showed that an f-fault
tolerant algorithm for k-set consensus assuming input configurations from a set
C exists only if C' € Sy . A matching impossibility result was presented only for
the wait-free case.

It should be noticed that their definition of solving is different then ours.
In their definition, all input configurations are possible but nonfaulty processes
are required to terminate only if the initial configuration satisfies the condition.
When the condition does not hold, nonfaulty processes may never decide, yet if
they decide it must be on “correct” values. For example, they show [14, The-
orem 3] that wait-free k-set consensus is solvable, under their definition, when
the condition C' prohibits input configurations with more than k£ values. This
restriction means the input values already represent previous agreement. The
non-trivial part of their protocol is to discover that no more than k input val-
ues are present. Our paper does not restrict the number of values in an input
configuration: it is possible to solve k-set consensus even in configurations with
n + 1 values, provided that other input configurations are restricted.

2 Preliminaries

2.1 The Computation Model

We consider a shared-memory asynchronous system, where n+ 1 processes com-
municate by reading and writing variables in shared memory. The memory sup-
ports immediate atomic snapshots [I5], which can be wait-free implemented from
single-writer multi-reader variables. An immediate snapshot object provides an
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array V. Process p; writes to V[i] in a WriteRead;(v) operation, which also re-
turns a snapshot of V. This operation can be modelled as a write operation,
immediatel followed by an atomic snapshot operation, reading all entries of
the shared array. In the protocol we provide for the n-set consensus we only use
one-shot immediate snapshot, allowing WriteRead to be performed only once.
This is equivalent to the participating set problem, where each process 7 writes
its id into the shared memory and returns a set .S; of id’s, satisfying the following
conditions:

1. Self-Containment: i € S;
2. Atomic Snapshot: For all 4, j, either S; € S; or S; C S;.
3. Immediacy: For all 4, j, if i € S; then S; C S;.

2.2 k-Set Consensus

In a decision problem, each process starts with an input value, and after per-
forming a protocol, it outputs a decision value.

The k-set consensus decision problem requires that nonfaulty processes de-
cide on at most k different values. Formally, a protocol solves k-set consensus in
the presence of f faults if the following conditions hold:

Validity: The decision value is some process’s input value.

Termination: If less than f processes fail, then every nonfaulty process decides
on some value.

Agreement: There are at most k different decision values.

2.3 Basic Notions of Algebraic Topology

We rely on the terminology of algebraic topology [16], cast in combinatorial
terms.

An n-simplex is a set of size n + 1; the elements of the set are called vertices.
Simplexes are usually accompanied by a superscript, stating their rank (num-
ber of vertices minus one). Given an n-simplex S™ and a vertex v, face,(S™)
represents S™ \ {v}. A set of simplexes, closed under containment is a simpli-
cial compler, or in short, a complex. If a complex is a result of taking a set of
n-simplexes, and closing it by containment, it is sometimes referred to as an
n-complex.

Note that for a complex K, | J K is the set of vertices of the complex.

Definition 1. Given an n-simplex S™ and a vertexv /&™, v+ S™ is the (n+1)-
simplex containing S™ and v.

A configuration C is a set of process-value pairs, one for each process, captur-
ing the states of all processes in the system. It corresponds in a natural manner
to a simplex {(p;, a;) }ily.-

2 This term is being used intentionally, since WriteRead operation is not an atomic
operation. See [I5] for more details.
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Two functions retrieve information from a vertex of such a simplex S™:
In({p,a)) = a is the value, and Proc({p,@)) = p is the process identifier. These
functions naturally extend to full simplexes, In(S™) = {a | {p,a) € S™} and
Proc(S™) ={p| (p,a) € S"}.

A set of input configurations Z implies a complez, in a natural manner. In
an input configuration, the values associated with each process are input values
from the input domain V. The resulting input complez is denoted K (7).

In some of the previous papers using algebraic topology to analyze distributed
algorithms (e.g. [3]), the term output complex (represented by O) represents a
complex whose contained simplices model the legal termination configurations.
This means that each vertex in O is a pair of values: process id and a decision
value. In this paper we are only interested in the set of decision values, decided by
the nonfaulty processes, thus we define the output complex as a complex whose
contained simplices represents legal sets of decided values. Since we’re analyzing
the k-set consensus protocol, each simplex in O is a set of at most k different
values from V.

To map between two complexes, one should conserve the structure of the
complex, that is, a simplex must be mapped to a simplex. Such a map is usually
defined between the sets of vertices of two complexes.

Definition 2. A simplicial map between two simplicial complezes K and L is a
map 0 : |JK — JL, such that §(S) € L for any S € K.

3 A Characterization for Wait-Free n-Set Consensus

The characterization of input configurations that allow to solve wait-free n-set
consensus is based on the notion of processes’ knowledge. This section defines
this knowledge and casts it in terms of algebraic topology, allowing to state our
characterization theorem. The theorem is proved later, in Section [l

3.1 What Processes Know?

In an immediate-atomic-snapshot memory, a process knows only information
contained in the sequence of views it obtains using WriteRead; operations. The
following definition captures this notion formally. Two executions o; and oo
are indistinguishable to process p, denoted o1 X o9, if the sequence of views
from p’s WriteRead operations in o7 is equal to the sequence of views from p’s
WriteRead operations in o5. For a set of processes P, say that o1 and oo are

indistinguishable to P, denoted o z o9, if 01 2 oy for every process p € P.
To provide better intuition about this term, we first define P’-solo executions:

Definition 3. For a set of processes P', a P’-solo execution is an execution
where only processes in P’ perform steps.
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Assume the processes are initialized with input values from some configura-
tion I. Consider an arbitrary P’-solo execution of a subset of processes P’ & P.
Processes in P’ directly learn about each other’s input values. When all input
combinations are possible, they will know nothing about the input values of
processes in P \ P’. On the other hand, if the possible initial configurations are
restricted, processes in P’ have some knowledge about the input values of P\ P,
without communicating with them at all.

For example, consider three processes pg, p1 and ps. Assume that there are
two possible input configurations: in I; each p; starts with i, and in I, py start
with 0, p; with 3 and py with 4.

When solving 2-set consensus, there is an execution in which py decides 0.
Let o; be the set of pg-solo executions, starting from I;, ¢ = 1,2. Since o7 and
09 are indistinguishable to pg, it decides on the same value d in both configu-
rations. Therefore, py decides 0 in both o7 and o2, since otherwise, the validity
condition is violated in either o1 or 5. That is, when a process has no additional
information about the input values of other processes, it must decide on its own
value in a solo execution.

In contrast, if only I is possible, then py may decide on a value other than
its own input, e.g., p1’s input value, even without communicating with p;.

3.2 Stating Knowledge in Topology Terms

Consider a sub-simplex T™ of an input simplex S§. In a Proc(7™)-solo exe-
cution, the processes in 7" may decide only on input values they know to be
allowed for all possible input configurations. The validity condition of k-set con-
sensus requires these values to be in all input configurations extending 7™ (as
proved below in Lemma HJ)). This motivates the next definition.

Definition 4. Given a sub-simplex T™ of an n-simplex S§ € K(Z), the knowl-
edge of T™ is the set
KN(T™) = N In(S™).

SneK(I),8"DT™

The simplex S™ D T™ represents an allowed input configuration (possibly
different than S7) that extends 7. Knowledge increases when the set of pro-
cesses increase, as shown in the next simple lemma;:

Lemma 1. For any two simplexes T™, S™2 if T™ C S™2 then KN(T™) C
KN(§™2).

Proof.

KEN(T™)= (] In(J")C (] In(J")=KN(S™)
Tm1 an Sma an

Our main theorem can now be stated.
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Theorem 1. There is a wait-free protocol solving n-set consensus for a set of
input configurations I if and only if for every S™ € K(I), either |In(S™)| < n+1
or there is a simplex T"~1 C S™ such that KN(T""1) = In(S™).

Intuitively, in order to solve n-set consensus for some set of input configura-
tions, we need to consider two types of input configurations. For input configura-
tions with fewer than n+1 input values to begin with, the protocol is trivial: just
let each process decide upon it’s input value. For input configurations with n+1
input values, knowledge is used. If a subset of the processes (T™~1) knows about
the input value of one of the remaining processes, the processes do not have to
wait for this process to write its input value, and can decide by themselves. This
abnormality allow to create such a wait-free protocol.

4 Subdivisions and Solvability

Our characterization theorem refers only to the input complex (spanned by
the allowed input configurations), and does not postulate the existence or in-
existence of subdivisions, as done for example, in [3]. However, to prove the the-
orem, we need to study the subdivision of the input complex which is implied
by running a protocol. In this section, we define a specific kind of subdivision,
the standard chromatic subdivision, and explain how it relates to protocols.

4.1 The Standard Chromatic Subdivision

There are several geometric and algebraic definitions of the standard chromatic
subdivision [QI5]3]. We employ the pure combinatorial definition, first intro-
duced by Herlihy and Shavit in [3].

Definition 5. The standard chromatic subdivision of a simplex S™ = {x,
X1, ..., Ty} 1s the simplicial complexr x(S™) containing all simplezes
{{po, Ao), (p1, A1), - .. , (Dn, Apn)}, where A; are subsets of S™ such that the fol-

lowing conditions hold:

1. Self-Containment: p; € Proc(A4;)

2. Atomic Snapshot: if j € Proc(A;) then A; C A;

3. Immediacy: for each j,i € Proc(S™) either A; C A; or A; C Aj.

The base of S™ is the simplex base(S™) = {(po, S™), (p1,5™), ... , (Pn,S™)}.

Lemma 2. Any s™ € x(S™) can be written as x+t"~ 1, where x € base(S™) and
tn—1 c X(sn)

Proof. Consider a simplex s = {(po, Ao), (p1, A1), ,{(Pn, An)} € x(S™). By
the Immediacy there is a maximal set among A; s, w.l.o.g. let it be A,. By the
Self-Containment we have that A,, = S™, which implies the lemma. O
Lemma 3. If s™ € x(T™) and T™ & S™, then s™ N base(S™) = 0.

Proof. By definition, A; C T™ for any (p;, A;) € s™. Thus, there is no (p;, 4;) €
s™ such that A; = S™. m|

The standard chromatic subdivision can be applied repeatedly; x™*(Z) de-
notes the complex Z subdivided R times.
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(po, {{po,0)})

(91, {(po, 0}, (p1, 1), (P2, 2)}) (p2, {{po, 0), (p1, 1), (p2,2)})

(p2, {(p2,2)}) (p1, {{p1,1),(P2,2)}) (P2, {{p1,1),(p2,2)}) (p1, {{p1, 1)})
Fig. 1. Graphical representation of execution

4.2 From a Standard Chromatic Subdivision to a Protocol

The standard chromatic subdivision corresponds in a natural manner to exe-
cutions in which a process performs a WriteRead operation on an immediate
snapshot object. The view returned by the WriteRead operation contains the
input values of some of the processes. To provide an intuition, let us examine
the one-shot immediate snapshot memory model, which as mentioned, is equiv-
alent to the participating set problem. Notice the correspondence between the
definition of the participating set problem and the definition of the standard
chromatic subdivision.

For example, consider a system with three processes pg, p1, and ps
starting with input values 0, 1 and 2. The following execution is possible:
1. po calls WriteRead with input 0.
po returns from WriteRead with value {(po,0)}
p1 calls WriteRead with input 1
po calls WriteRead with input 2
p1 returns from WriteRead with value {(po, 0), (p1, 1), (p2,2)})

. p2 returns from WriteRead with value {(po,0), (p1, 1), (p2, )})
This execution is represented by the following simplex s™ € x(S™), where

" = {(po,0), (p1,1), (p2,2) }:

N

s”={<po,{<po,o>}>, o1, {00, 00, (1. 1), (022 )+ (P2 {90, 0) (pr, 1), <p2,2>}>}

Figure [ describes x(S™). The vertices of the original simplex S™, rep-
resents the solo-executions. E.g. the vertex (pg,0) € S™, transformed into
(po, {(p0,0)}) € x(S™). The vertices of base(S™) are in the center. Each rep-
resents the set of executions where p; saw the inputs of all the processes in
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the result from the WriteRead operation. The simplex s which represents the
execution discussed above is represented by the emphasized triangle.

Definition 6. A k-coloring is a simplicial map from an n-complex to a k-
compleaﬁ

The topological function extracting the input values of the processes that
some processes saw after executing for several stages is the carrier:

Definition 7. The carrier is recursively defined:

s™ sme K(I)

carrier(s™) =
(s™) {Carmr(u%&msm 4;) ™ e YRBK(T)), R>0

For example, take s? = {<p0, {{po, @), {p1, B), (p2,7>}>, <p1, {<p1»ﬁ>}>} €
x({{po, &), (p1, B), (p2,7)}) (the emphasized line in Figure[l). Then,

carrier(s®, K(I)) = {(po, a), (p1, B), (p2,7)} .

That is, pg and p; together saw the input values of all processes; in fact, py alone
saw all input values.

Theorem 2. If there is a k-coloring 6 : x(K(Z)) — O such that §(v) €
KN (carrier(v, K(I))) for every v € x(K(I)), then there is a k-set consensus
algorithm for input configurations in I.

Proof. In our k-set consensus algorithm, we use a single-shot immediate snapshot
memory. When starting with initial configuration represented by the simplex
S™, each process p; performs a WriteRead operation (with its input value). The
returned value A; C S™ indicates a vertex v = (p;, A;) € x(K(Z)), the standard
chromatic subdivision of the input complex. The process decides on d(v), the
color assigned to this vertex by 4.

Termination is straightforward, since each process performs exactly one
WriteRead operation and decides. Agreement is also obvious, since 4 is a simplicial
map to a k-complex. It remains to prove validity.

Let I be an input configuration, and let S™ € K(Z) be the correspond-
ing simplex. In an execution starting from I, a process p decides on §(v) €
KN (carrier(v, K(I))) where v € x(S™) (Proc(v) = p). Validity is proved by
showing that KN (carrier(v, K(Z))) C In(S™).

By Definition [[] carrier(v, K(I)) C S™. By Lemma [T}

KN (carrier(v, K(Z))) C KN(S™) = In(S™), which concludes the proof. O

3 Note that the the Output Complex © contains only the decision values
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4.3 From a Protocol to Repeated Standard Chromatic Subdivision

The repeated standard chromatic subdivision also have an algorithmic inter-
pretation. Namely, if a protocol exists, then the repeated standard chromatic
subdivision of the input complex can be (simplicially) mapped to the output
complex, in a way that conforms with the k-set consensus decision problem. To
define the adherence to the problem, a map A : K(Z) — O is introduced. For any
S™ € K(Z), representing an initial configuration, A maps S™ to the simplexes
of the allowed output configurations.

The following lemma shows that processes can decide only on values that
they know. This relates the notion of knowledge to allowed output values for
k-set consensus:

Lemma 4. If there is a protocol for k-set consensus, then there exists an R
and a k-coloring § : x®(K(Z)) — O, such that for any v € x*(K(ZI)), 6(v) €
KN (carrier(v, K(I))).

Proof. Tt was shown by Herlihy and Shavit [3] that if there is a protocol for
k-set consensus, then there exists an R and a k-coloring § : x®(K(Z)) — O.
Consider some vertex v € x*(K(Z)) and denote S™ = carrier(v, K(Z)). The
results of Herlihy and Shavit shows that d(v) is the set of possible decision values
of Proc(v) in the Proc(S™)-solo executions with inputs In(S™).

Pick an arbitrary input configuration I™ O S™ and consider the solo exe-
cution of Proc(S™) from I™. Since only processes in Proc(S™) are allowed to
perform steps, Proc(v) decides on a value from §(v). The Validity property im-
plies that d(v) € In(I™). Since I" is arbitrary, this implies that é(v) € KN (S™),
as needed. O

5 Proof of the Characterization Theorem

5.1 Sufficient Condition

This section presents a constructive proof of the sufficient condition. we show
a coloring of x(K(Z)) when the condition holds. By Theorem [2] this coloring of
X(K(Z)) implies a “single-round” protocol for solving k-set consensus.

Theorem 3. Assume for every S™ € K(I), either [In(S™)] < n + 1, or
there is a sub-simplex T" ' C S™ such that KN(T"') = In(S™). Then
there is an n-coloring § of x(K(Z)) such that for every v € x(K(I)), é(v) €
KN (carrier(v, K(I))).

Proof. We first show how to color a simplex with less than n+1 input values, and
then handle simplexes with n + 1 input values. We also show that the coloring
of adjacent simplexes in x(K(Z)) agrees on their intersection.

Consider a simplex S™ € x(K(Z)).

If In(S™) < n+ 1, then define dgn g(x) to be the input value of Proc(z) in
S", for any x € x(S™). Clearly, dgn ¢(S™) contains less than n + 1 colors.
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If In(S™) = n+ 1, then let T ™' C S™ be a simplex such that KN (T~ ') =
S™. Let v be the remaining vertex S™ \ Ty~ ! (that is, Tg"~ " = face,(S™)) and
assume v = (vp, v.). Then, define

Ve z € base(S™) or = € base(Ty 1)

Proc(z)’s input value in S™  otherwise

65"’,T5L_1(‘r) = {
Notice that any vertex of the form (v, A,) € x(S™) is mapped to v..

Claim. ‘(55”%”71(5”)‘ < n, for every s" € x(S™).

Proof. Assume by way of contradiction that |dg, Tébfl(sn) = n + 1 for some
simplex s™ € x(S™). Lemma [ implies that s™ can be written as w xt"~1, where
w € base(S™). Since dg., T (w) = v., we have that the (n — 1)-simplex t" 1 is
colored with n colors and v, /ésﬂ,AT[;nfl (t"~1). Since all the vertices of base(S™)
are colored with v., we have that "~ Nbase(S™) = 0. Thus, t"~! € x(U""!) for
some U™ "1 € S™. There are two possibilities, both leading to a contradiction:
Case 1: U"~! = T3~ !, Using Lemma [2 again implies that ¢"~! contains one
vertex (at least) from base(T; ™ "), while dg, T (base(Ty™ 1)) = ve.

Case 2: U™~ /&~ Thus, U™ /=face,(S™), hence v, € Proc(U™~!). Since
t"t e x(U"1), v, € Proc(t"™'), thus v, € dg. T:*l(tn_l) C dgn T;*l(sn). O

To create ¢ from the separate maps, we pick for each simplex S™ with n + 1

different input values a single sub-simplex T(?_l C 8™, such that KN(T, 5‘_1) =
In(S™).

5(v) = 6Sn7Toﬂ—1(U) veES"A(In(S")=n+1)
bsnp(v) v ESTA(In(S") <n+1)

To show that ¢ is a coloring of x (K (Z)), we now prove that adjacent simplexes
agree on the coloring of their intersection.

Claim. Consider two simplexes ST and S§ such that S7"( Sy = T™ /4. Then
for any v € X(T™): dsp 4, (V) = dsg 2, (v), where z; = @ or z; = T;*~' C SP.

Proof. Let T™ = ST (1 S7. There are two cases to consider:
Case 1: m < n — 1. Lemmal3 implies that for every i = 1,2:

1. x(T™) N base(SP*) =0
2. For any U/"™' € S : x(T™) Nbase(U] ") =0
From (2) we have that for i = 1,2, T™ N base(x;) = . Which with (1),
implies that for any v € T™ dgp 4, (v) = d5p 4, (v) = In(v).
Case 2: m = n — 1. Since S} /=57, there are vertices (p;,,a1) € S7\T™
and (pi,,a2) € ST\ T™ such that a; /=a. This implies that

EN(T™ = In(S")g(In(S{‘)ﬂIn(SS)):In(Tm)

SnoTm
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Thus, T is not the sub-simplex Ti"*1 C S§* which is used to define 6, yn-1.
This implies that again, dsp »,(v) = dsp 4, (v) = In(v). O

The last claim implies that ¢ is a well defined n-coloring. It remains to
prove that given a vertex v € x(K(Z)), 6(v) € KN(carrier(v,K(I))). If
d(v) = Proc(v)’s input value, which is in carrier(v, K(Z)), then the claim holds.
Otherwise, the following must hold:

1. v € x(8™), such that In(S™) =n+ 1.
2. A subsimplex Tj'~' C S™ was chosen such that KN (T~ ') = In(S™)
3. v € base(S™) or v € base(Ty ).

If v € base(S™) then carrier(v, K(Z)) = S™, and if v € base(Ty ") then
carrier(v, K(Z)) = Ty~ '. In either case, K N (carrier(v, K(I))) = In(S™). Since
d(v) € In(S™), the proof follows. O

Theorem [2] implies that there is a protocol solving n-set consensus if inputs
are restricted to Z.

5.2 Necessary Condition

The necessity of the condition in Theorem [ relies on Sperner’s Lemma:
Lemma 5 (Sperner’s Lemma). Assume there is a simplex S™ € K(I) such
that In(S™) = n+ 1 and for any T™ C S™, KN(T™) = In(T™). Then for any
R and any n-coloring § of x®(K(Z)), such that for any v € x*(K(Z)), 6(v) €
KN (carrier(v, K(ZI))), there is a simplex s™ € x®(S™), such that |5(s")| = n+1.
Sperner’s lemma requires that KN (T™) = In(T™) for any T C S™, while
the immediate antecedent of our necessary condition states that KN(T"~!) =
In(S™) for every T~ C S™. The following lemma proves that that if a set of
m < n processes know about the input value of some process outside the set,
then some set of n processes know all the inputs.
Lemma 6. Given a simplex S™ such that |In(S™)| = n + 1, and a simplex
T™ C S™ such that In(T™) & KN(T™), then there exists a simplex T~ S S™
such that T™ C T~ and KN(T"" 1) = In(S")

Proof. Consider some value v € KN(T™) \ In(T™); (p,a) € S™ for some pro-
cess p. Define T ! = face(, oy (S™), that is, T~ = S\ {(p,a)}. Clearly,
KN(T"1) C In(S™).

Since v /dn(T™), it follows that T™ C S™\{(p,a)} = T"!. From Lemma[]
it follows that KN (T™) C KN(T"™ 1), therefore, v € KN(T"1'). Since v /€
In(T"1), In(S™) C KN(T™ 1), implying that KN (T"1) = In(S"). O

The necessity of our condition follows from the next lemma and Lemma [4]
Lemma 7. If there exists a simplex S™ € K(Z) such that |[In(S™)] = n+1
and for any T"! C S", KN(T" ') = In(T"'). Then for any R, there
is mo mn-coloring of x(K(ZI)), such that for any v € YB(K(ZI)), é(v) €
KN (carrier(v, K(I))).

Proof. By Lemma [6 KN(T™) = In(T™) for any T™ C S™, and the claim
follows from Sperner’s lemma. O
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6 Deciding Whether a Condition Is Solvable

We outline an algorithm for deciding whether a specific input restriction allows
to solve k-set consensus. The step complexity of the algorithm is O(|Z |n0(1)),
where |Z| is the number of input configurations.

The main data structure of the algorithm has a value for each (n — 1)-face of
any S™ € Z. For a face T, this value is the input value of a vertex “opposite”
to T~ 1 in S™ (In(S™\ T™1)), if this value is unique; otherwise, it is oo.

In its first stage, the algorithm goes over all simplexes in K (Z) and consider
their (n — 1)-faces. For an (n — 1)-face 7"~ ! of a simplex S™ € K(Z), let v
be the input value of the vertex opposite 7"~ ! in S™, namely, In(S™\ T"1).
If no value is associated with 77!, the algorithm stores v in the appropriate
place. If a value v/ /= is associated with 77!, the algorithm stores oo in the
appropriate place.

In its second stage, the algorithm goes over all simplexes in K (Z). The algo-
rithm checks for each simplex S™ € K (Z) whether one of the following conditions
hold: (1) S™ does not have n + 1 different input values, namely, In(S™) < n,
or (2) for some face T"~! of S™, the array contains a non-co value. Z allows to
solve k-set consensus if and only if either (1) or (2) holds for every n-simplex in
K(Z). Said otherwise, k-set consensus cannot be solved on Z if all the n — 1-faces
of some S™ € K(Z), with more that n+ 1 different input values, have co in their
entries.

Each stage of the algorithm requires going over all the simplexes of Z, ex-
plaining the O(Z) term of its step complexity. The exact step complexity of each
iteration in a stage, namely, the degree of the poly-n term, depends on the spe-
cific implementation of the data structure holding a value for all n — 1-faces of
K(T).

7 Discussion

This paper proves a necessary and sufficient condition on sets of input config-
urations I, allowing wait-free solution to the n-set consensus problem, using a
read-write memory. It is still necessary to provide provide similar conditions for
the existence of f-fault tolerant k-set consensus algorithm, for arbitrary k and

f.
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Abstract. We define the Repeat Offender Problem (ROP). Elsewhere,
we have presented the first dynamic-sized, lock-free data structures that
can free memory to any standard memory allocator—even after thread
failures—without requiring special support from the operating system,
the memory allocator, or the hardware. These results depend on a solu-
tion to the ROP problem. Here we present the first solution to the ROP
problem and its correctness proof. Our solution is implementable in most
modern shared memory multiprocessors.

1 Introduction

A lock-free data structure is dynamic-sized if it can grow and shrink over time.
Modern programming environments typically provide support for dynamically
allocating and freeing memory (for example, the malloc and free library calls).
A data structure is lock-free if it guarantees that after a finite number of steps of
any operation on the data structure, some operation completes. Lock-free data
structures avoid many problems associated with the use of locking, including
convoying, susceptibility to failures and delays, and, in real-time systems, priority
inversion.

This paper presents a new memory management mechanism for dynamic-
sized lock-free data structures. Designing such data structures is not easy: a
number of papers describe clever and subtle ad-hoc algorithms for relatively
mundane data structures such as stacks [14], queues [11], and linked lists [THlJ5].

We define an abstract problem, the Repeat Offender Problem (ROP), that
captures the essence of the memory management problem for dynamic-sized lock-
free data structures. Any solution to ROP can be used to permit dynamic-sized
lock-free data structure implementations to return unused memory to standard
memory allocators. We have formulated this problem to support the use of one
or more “worker” threads, perhaps running on spare processors, to do most of
the work in parallel with the application’s threads.

We present the first solution to the ROP problem, which we call “Pass-the-
Buck”. In this paper, we focus on the problem statement and a detailed but
informal explanation of the algorithm. Elsewhere [6], we show how to apply
ROP solutions to achieve the first truly dynamic-sized lock-free data structures,

D. Malkhi (Ed.): DISC 2002, LNCS 2508, pp. 339-[353] 2002.
© Springer-Verlag Berlin Heidelberg 2002
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and we evaluate one such implementation. (As we discuss in Section B Maged
Michael [10] has concurrently and independently developed a similar technique.)

In the remainder of this section, we discuss why dynamic-sized data struc-
tures are challenging to implement in a lock-free manner and then briefly sum-
marize previous related work.

Before freeing an object that is part of a dynamic-sized data structure (say,
a node of a linked list), we must ensure that no thread will subsequently modify
the object. Otherwise, a thread might corrupt an object allocated later that
happens to reuse some of the memory used by the first object. Furthermore, in
some systems, even read-only accesses to freed objects can be problematic: the
operating system may remove the page containing the object from the thread’s
address space, causing a subsequent access to crash the program because the
address is no longer valid [14].

The use of locks makes it relatively easy to ensure that freed objects are not
subsequently accessed because we can prevent access by other threads to (parts
of) the data structure while removing objects from it. In contrast, without locks,
multiple operations may access the data structure concurrently, and a thread
cannot determine whether other threads are already committed to accessing the
object that it wishes to free (this can only be ascertained by inspecting the stacks
and registers of other threads). This is the root of the problem that our work
aims to address.

Below we discuss various previous approaches for dealing with the problem
described abovell One easy approach is to use garbage collection (GC). GC
ensures that an object is not freed while any pointer to it exists, so threads
cannot access objects after they are freed. This approach is especially attractive
because recent experience (e.g., [2]) shows that GC significantly simplifies the
design of lock-free, dynamic-sized data structures. However, GC is not available
in all languages and environments, and in particular, we cannot rely on GC to
implement GC!

Another common approach is to tag values stored in objects. If we access
such values only through compare-and-swap (CAS) operations, we can ensure
that a CAS applied to a value after the object has been deallocated will fail [14]
12113]. This approach implies that the memory used for tag values can never be
used for anything else. One way to ensure that tag memory is never reused is
for the application itself to maintain an explicit pool of objects not currently in
use [T4I12].

Rather than returning an unused object to the environment’s memory man-
agement subsystem (say, via the free library call), the application places it into
its own object pool. An important limitation of application-specific pools is that
the application’s data structures are not truly dynamic-sized: if the data struc-
tures grow large and subsequently shrink, then the application’s object pool con-
tains many objects that cannot be coalesced or reused by other applications. In

! These approaches are all forms of type-stable memory (TSM), defined by Greenwald
[4] as follows: “T'SM [provides| a guarantee that an object O of type 1" remains type
T as long as a pointer to O exists.”
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fairness, object pools can provide performance advantages for some applications
under some circumstances, bypassing calls to the environment’s general-purpose
memory allocator.

Elsewhere [6], we show how to eliminate object pools from Michael and
Scott’s lock-free FIFO queue implementation [12] using the techniques presented
in this paper. We also show how to combine the best of both approaches, con-
structing application-specific object pools that can free excess unused objects to
the environment’s memory allocator. We also present performance results that
show the overhead of making these data structures dynamic-sized is negligible
in the absence of contention, and low in all cases. We believe these are the first
lock-free, dynamic-sized concurrent data structures that can continue to reclaim
memory even after threads fail.

Valois [15] proposed an approach in which the memory allocator maintains
reference counts for objects to determine when they can be freed. An object’s
reference count may be accessed even after the object has been released to the
environment’s memory allocator. This behavior restricts what the memory al-
locator can do with released objects (for example, released objects cannot be
coalesced). Thus, this approach shares the principal disadvantages of explicit
object pools. Valois’s approach requires the memory allocator to support certain
nonstandard functions, which may make it difficult to port applications to new
platforms. Finally, the space overhead for per-object reference counts may be
prohibitive. (In [3], we proposed a similar approach that does allow memory al-
locators to be interchanged, but depends on double compare-and-swap (DCAS),
which is not widely supported.)

Our goal is to permit dynamic-sized lock-free data structure implementa-
tions to free unneeded memory to the environment’s memory allocator through
standard interfaces, ensuring that memory allocators can be switched with ease,
and that freed memory is not subsequently accessed, permitting the memory
allocator to unmap those pages.

Interestingly, the previous work that comes closest to meeting this goal pre-
dates the work discussed above by almost a decade. Treiber [14] proposes a
technique called “Obligation Passing”. The instance of this technique for which
Treiber presents specific details is in the implementation of a lock-free linked
list supporting search, insert, and delete operations. This implementation allows
freed nodes to be returned to the memory allocator through standard inter-
faces and without requiring any special functionality of the memory allocator.
Nevertheless, Obligation Passing employs a “use counter” such that memory is
reclaimed only by the “last” thread to access the linked list in any period. As
a result, this implementation can be prevented from ever recovering any mem-
ory by a failed thread (which defeats one of the main purposes of using lock-free
implementations). Another disadvantage of this implementation is that the Obli-
gation Passing code is bundled together with the linked-list maintenance code
(all of which is presented in assembly code). Because it is not clear what aspects
of the linked-list code are depended upon by the Obligation Passing code, it is
difficult to apply this technique to other situations.
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Liberate returns T,v € T

<:;e ——  » injail —————————»escaping

Arrest(v) Liberate(S),v € S

Fig. 1. Tranisition diagram for value v.

2 The Repeat Offender Problem

In this section, we specify the Repeat Offender Problem (ROP). Informally, we
are given a set of uninterpreted values, each of which can be one of three states:
free, injail, or escaping. Initially, all values are free. We are given a set of clients
that interact with values. At any time, a client can Arrest a free value, causing it
to become injail, or it can cause an injail value to become escaping. An escaping
value can finish escaping and become free again.

Clients use values, but must never use a value that is free. A client can
attempt to prevent a value v from escaping (becoming free) by “posting a guard”
on v. If, however, the guard is posted too late, v may escape anyway. To be safe,
a client first posts a guard on v, and then checks whether v is still injail. If so,
then a ROP solution must ensure that v does not escape before the guard is
removed or redeployed.

Our motivation is to use ROP solutions to allow threads (clients) to avoid
dereferencing (using) a pointer (value) to an object that has been freed. In this
context, an injail pointer is one that has been allocated (arrested) since it was
last freed, and can therefore be used.

It is sometimes possible for a client p to determine independently of ROP
that a value it wants to use will remain injail until p uses the value (see [6]). In
this case, p can use the value without posting a guard.

To support these interactions, ROP solutions provide the following proce-
dures. A thread posts a guard g on a value v by invoking PostGuard(g,v), which
removes the guard from any value it previously guarded. (A special null value is
used to stand down the guard, that is, to remove the guard from the previously
guarded value without posting the guard on a new value). A thread causes a
set of values S to begin escaping by invoking Liberate(.S); the application must
ensure that each value in S is injail before this call, and the call causes each
value to become escaping. The Liberate procedure returns a (possibly different)
set of escaping values causing them to be liberated (each returned value becomes
free). These transitions are summarized in Figure [l Finally, a thread can check
whether a value v is injail by invoking IsInJail(v); if this invocation returns true,
then v was injail at some point during the invocation (the converse is not nec-
essarily true, as explained later). Although the Arrest action is specific to the
application, the ROP solution must be aware of arrests in order to detect when
a free value becomes injail.

If a guard g is posted on a value v, and v is injail at some time ¢ after g is
posted on v and before g is subsequently stood down or reposted on a different
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value, then we say that g traps v from time ¢ until g is stood down or reposted.
The main correctness condition for ROP is that it does not allow a value to
escape (i.e., become free) while it is trapped.

We now turn our attention to some additional important but mundane de-
tails, together with a formal specification of ROP. In some applications (for
example, [6]), a client must guard multiple values at the same time. Clients may
hire and fire guards by invoking the HireGuard and FireGuard procedures. Appli-
cations’ use of guards is expected to follow obvious well-formedness properties,
such as ensuring that a thread posts only those guards it employs.

A formal definition of ROP is given by the I/O automaton ([9]) shown in
Figure [, explained below.

Notational Conventions. Unless otherwise specified, p and ¢ denote clients
(threads) from P, the set of all clients (threads); g denotes a guard from G, the
set of all guards; v denotes a value from V, the set of all values, and S and T
denote sets of values (i.e., subsets of V). We assume that V contains a special
null value that is never used, arrested, or liberated. O

The automaton consists of a set of environment actions and a set of ROP
output actions. Each action consists of a precondition for performing the action
and the effect on state variables of performing the action. Most environment
actions are invocations of ROP operations, and are paired with matching ROP
output actions that represent the system’s response to the invocations. For ex-
ample, the Postlnv,(g,v) action models client p invoking PostGuard(g,v), and
the PostResp,() action models the completion of this procedure, and similarly
for HireGuard(), FireGuard(), and Liberate(). Finally, the Arrest(v) action models
the environment (application) arresting value v.

The state variable status[v] records the current status of value v: free, injail,
or escaping. Transitions between status values are caused by calls to and returns
from ROP procedures, as well as by the application-specific Arrest action. The
post variable maps each guard to the value (if any) it currently guards. The
pep variable models the control flow (program counter) of client p, for example
ensuring that p does not invoke a procedure before the previous invocation com-
pletes; pc, also sometimes encodes procedure parameters. The guards, variable
represents the set of guards currently employed by client p. The numFEscaping
variable is an auxiliary variable used to specify nontriviality properties, as dis-
cussed later. Finally, trapping maps each guard g to a boolean value that is true
iff ¢ has been posted on some value v, and has not subsequently been reposted
or stood down, and at some point since the guard was posted on v, v has been
injail (i.e., it captures the notion of guard g trapping the value on which it has
been posted). This is used by the LiberateResp action to determine whether v
can be returned. (Recall that a value should not be returned if it is trapped.)
Preconditions on the invocation actions specify assumptions about the circum-
stances under which the application invokes the corresponding ROP procedures.
Most of these preconditions are mundane well-formedness conditions such as
the requirement that a client posts only guards that it currently employs. The
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actions

Environment ROP output
Hirelnv, () HireResp,(g)
Firelnv,(g) FireRespy()
PostInv,(g,v) PostResp,()

IsinJaillnv,,(v)  IsInJailResp, (b)
Liberatelnv,(S) LiberateResp,(S)
Arrest(v)

transitions
Hirelnv, ()
Pre: pe, = idle
Eff: pc, < hire
Firelnv,(9)
Pre: pc, =idle

g € guards,
post[g] = null

Eff: pe, — fire
guards, — guards,

{9}

PostInv,(g,v)

Pre: pc, = idle
g € guardsy

Eff: pc, < post(g,v)
postlg] — null
trappinglg] < false

IsinJaillnv, (v)
Pre: pc, = idle
Eff: pep « injail(v)

Liberatelnv,(S)
Pre: pc, =idle
for all v € S,
v # null and status[v] = injail
Eff: pcp, < liberate
numEscaping — numEscaping + | S|
for all v € S, status[v] — escaping

Arrest(v)
Pre: status[v] = free
v # null
Eff: status[v] < injail
for all g such that post[g] = v,
trappinglg] < true

state variables
For each client p € P:
pep: {idle, hire, fire, post(g,v),
injail(v), liberate} init idle
guardsy: set of guards init empty
For each value v € V:
status[v]: {injail, escaping, free}
init free
For each guard g € G:
postlg] : V init null;
trapping|g] : bool init false;
numEscaping: int init 0

HireResp,(g)
Pre: pcp, = hire
geq@
9 ¢ U, guards,
Eff: pe, — idle
guards, — guards, U {g}

FireResp,()
Pre: pc, = fire
Eff: pc, — idle

PostRespy()
Pre: for some g,v, pc, = post(g,v)
Eff: pc, « idle

postlg] v

trapping|g] < (status[v] = injail)

IslnJailResp, (b)

Pre: for some v, pc, = injail(v)
b = (status[v] = injail)

Eff: pcp — idle

LiberateResp, (S)
Pre: pc, = liberate
for allv € S,
status[v] = escaping
and for all g € |J, guardsq,
(postlg] # v or ~trappinglg])
Eff: pc, — idle
numEscaping — numEscaping |S)|
for all v € S, status[v] «— free

Fig. 2. I/O Automaton specifying the Repeat Offender Problem.



The Repeat Offender Problem 345

precondition for Liberatelnv captures the assumption that the application passes
only injail values to Liberate, and the precondition for the Arrest action captures
the assumption that only free values are arrested. The application designer must
determine how these guarantees are made.

Preconditions on the response actions specify the circumstances under which
the ROP procedures can return. Again, most of these preconditions are mun-
dane. The interesting case is the precondition of LiberateResp, which states that
Liberate can return a value only if it has been passed to (some invocation of)
Liberate, it has not subsequently been returned by (any invocation of) Liberate,
and no guard g has been continually guarding the value since the last time it
was injail (this property is captured by trappingg]).

Liveness Properties

As specified so far, a ROP solution in which Liberate always returns the empty
set, or simply does not terminate, is correct. Clearly, such solutions are unac-
ceptable because each escaping value represents a resource that will be reclaimed
only when the value is liberated (returned by some invocation of Liberate). One
might be tempted to specify that every value passed to a Liberate operation is
eventually returned by some Liberate operation. However, without special op-
erating system support, it is not possible to guarantee such a strong property
if threads can fail. Rather than proposing a single nontriviality condition, we
instead discuss a range of alternative conditions.

The state variable numFscaping counts the number of values currently es-
caping (that is, passed to some invocation of Liberate and not subsequently
returned from any invocation of Liberate). If we require a solution to ensure
that numFscaping is bounded by some function of application-specific quanti-
ties, we exclude the trivial solution in which Liberate always returns the empty
set. However, because this bound necessarily depends on the number of concur-
rent Liberate operations, and the number of values each Liberate operation is
invoked with, it does not exclude the solution in which Liberate never returns.

A combination of a boundedness requirement and some form of progress
requirement on Liberate operations seems to be the most appropriate way to
specify the nontriviality requirement. We later prove that the Pass The Buck
algorithm provides a bound on numFscaping that depends on the number of
concurrent Liberate operations. Because the bound (necessarily) depends on the
number of concurrent Liberate operations, if an unbounded number of threads fail
while executing Liberate, then an unbounded number of values can be escaping.
We emphasize, however, that our implementation does not allow failed threads
to prevent values from being freed in the future, as Treiber’s approach does [14].

Our Pass The Buck algorithm has two more desirable properties. First, the
Liberate operation is wait-free (that is, it completes after a bounded number of
steps, regardless of the timing behaviour of other threads). This is useful because
it allows us to calculate an upper bound on the amount of time Liberate will take
to execute, which is useful in determining how to schedule Liberate work.
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Finally, our algorithm has a property we call value progress. Roughly, this
property guarantees that a value does not remain escaping forever provided
Liberate is invoked “enough” times (unless a thread fails).

Modular Decomposition

A key contribution of this paper is the insight that an effective way to solve ROP
in practice is to separate the implementation of the IsInJail operation from the
others.

In our experience using ROP solutions to implement dynamic-sized lock-free
data structures [6], values are used in a manner that allows threads to determine
whether a value is injail with sufficient accuracy for the particular application.
As a concrete example, when values represent pointers to objects that are part
of a concurrent data structure, these values become injail (allocated) before the
objects they refer to become part of the data structure, and are removed from
the data structure before being passed to Liberate. Thus, simply observing that
an object is still part of a data structure is sufficient to conclude that a pointer
to it is injail.

Because we intend ROP solutions to be used with application-specific imple-
mentations of IsInJail, the specification of this operation is somewhat weak: it
permits an implementation of IsInJail that always returns false. However, such
an implementation would be useless, usually because it would not guarantee
the required progress properties of the application that uses it. Because the
circumstances under which IslnJail can and should return ¢rue depend on the
application, we retain the weak specification of IsInJail, and leave it to applica-
tion designers to provide implementations of IsInJail that are sufficiently strong
for their applications. (Note that an integrated, application-independent imple-
mentation of this operation, while possible, would be expensive: it would have
to monitor and synchronize with all actions that potentially affect the status of
each value.)

This proposed modular decomposition suggests a methodology for imple-
menting dynamic-sized lock-free objects: use an “off-the-shelf” implementation
of an ROP solution for the HireGuard, FireGuard, PostGuard, and Liberate op-
erations, and then exploit specific knowledge of the application to design an
optimized implementation of IsInJail. More precisely, we decompose the ROP
I/0O automaton into two component automata: the ROPlite automaton, and the
InJail automaton. ROPlite has the same environment and output actions as
ROP, except for IsInJaillnv and IsInJailResp. InJail has input action IsInJaillnv
and output action IsInJailResp. In addition, the InJail automaton “eavesdrops”
on ROPIlite: all environment and output actions of ROPlite are input actions of
InJail (though in many cases the implementation of the InJail automata will
ignore these inputs because it can determine whether a value is injail without
them, as discussed above).

We present our Pass The Buck algorithm, which implements ROPlite in a
simple and practical way, in Section [3}
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3 One Solution: Pass the Buck

In this section, we describe one ROP solution. Our primary goal when designing
this solution was to minimize the performance penalty to the application when
no values are being liberated. That is, the PostGuard operation should be imple-
mented as efficiently as possible, perhaps at the cost of a more expensive Liberate
operation. Such solutions are desirable for at least two reasons. First, PostGuard
is necessarily invoked by the application, so its performance always impacts ap-
plication performance. On the other hand, Liberate work can be done by a spare
processor, or by a background thread, so that it does not directly impact ap-
plication performance. Second, solutions that optimize PostGuard performance
are desirable for scenarios in which values are liberated infrequently, but we
must retain the ability to liberate them. An example is the implementation of
a dynamic-sized data structure that uses an object pool to avoid allocating and
freeing objects under “normal” circumstances, but can free elements of the ob-
ject pool when it grows too large. In this case, no liberating is necessary while
the size of the data structure is relatively stable.

Preliminaries. The Pass-the-Buck algorithm is presented in pseudocode, which
should be self-explanatory. For convenience, we assume a shared-memory multi-
processor with sequentially consistent memory {S]E We further assume that the
multiprocessor supports a compare-and-swap (CAS) instruction that accepts
three parameters: an address, an old value, and a new value. The CAS instruc-
tion atomically compares the contents of the address to the old value, and, if
they are equal, stores the new value at the address and returns true. If the com-
parison fails, no changes are made to memory, and the CAS instruction returns
false. O

The Pass-the-Buck algorithm is shown in Figure Bl The GUARDS array al-
locates guards to threads. The POST array consists of one location per guard,
holding the value that guard is currently assigned to guard, if any, and null
otherwise. The Liberate operation uses the HANDOFF array to “hand oft” re-
sponsibility for a value to a later Liberate operation if that value has been trapped
by a guard. (For ease of exposition, we assume a bound MG on the number of
guards simultaneously employed. It is not difficult to eliminate this assumption
by replacing the static GUARDS, POST and HANDOFF arrays with a linked
list; guards can be added as needed by appending nodes to the end of the list.)

The HireGuard and FireGuard procedures are based on a long-lived renaming
algorithm [I]. Each guard ¢ has an entry GUARDS|g], initially false. Thread p
hires guard g by atomically changing GUARDS[g| from false (unemployed) to
true (employed); p attempts hiring each guard in turn until it succeeds (lines
2 and 3). The FireGuard procedure simply sets the guard back to false (line 7).

2 We have_implemented our algorithms for multiprocessor architectures based on
SPARC® processors that provide Total Store Ordering (T'SO) [16], a memory model
weaker than sequential consistency that requires additional memory barrier instruc-
tions.
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The HireGuard procedure also maintains the shared variable MAXG, used by
the Liberate procedure to determine how many guards to consider. The Liberate
operation considers every guard for which a HireGuard operation has completed.
In the loop at lines 4 and 5, each HireGuard operation ensures that MAXG is at
least the index of the guard returned.

To make PostGuard as efficient as possible, it is implemented as a single store
of the value to be guarded in the specified guard’s POST entry (line 9).

// handoff entry (CAS target) value set Liberate(value set vs) {
typedef struct { value val; int ver } entry; 11 int i= 0;
12 while (i <= MAXG) {

const int MG = ... // max num guards 13 int attempts = 0;

14  entry h = HANDOFF[i];
// shared variables 15  value v = POST]i|;
bool GUARDS[MG]; // initially false 16 if (v != null && vs.scarch(v)) {
value POST[MG]; // initially null 17 while (true) {
entry HANDOFFMG]; // initially {null,0} 18 if (CAS(&HANDOFF[i],
int MAXG= 0; h, (v, h.ver+1))) {

19 vs.delete(v);
int HireGuard() { 20 if (h.val != null)

1 inti= 0, max; vs.insert(h.val);
2 while (ICAS(&GUARDS]i],false,true)) 21 break;
3 i++; }
4 while ((max = MAXG) < i) 22 attempts+-+;
5 CAS(&MAXG,max,i); 23 if (attempts == 3) break;
6 return j; 24 h = HANDOFFi];
} 25 if (attempts ==
&& h.val |= null)
void FireGuard(int i) { break;
7 GUARDSJi] = false; 26 if (v 1= POSTJi]) break;
8 return
} 27 }elsed{

28 if (h.val 1= null && h.val 1= v)
void PostGuard(int i, value v) { 29 if (CAS(&HANDOFF[i,
9 POST[i] = v; h, (null, h.ver+1)))
10 return 30 vs.insert(h.val);

} }
31 it+;
}
32 return vs;
}

Fig. 3. I/O Automaton specifying the Repeat Offender Problem.

The most interesting part of the Pass-the-Buck algorithm lies in the Liberate
procedure. Recall that Liberate should return a set of values that have been
passed to Liberate and have not since been returned by Liberate (i.e., escaping
values), subject to the constraint that Liberate cannot return a value that has
been continuously guarded by the same guard since some point when it was injail
(i.e., Liberate must not return trapped values). The Liberate procedure maintains
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a set of escaping values, initially those values passed to it. It checks each guard,
removing any values in the set that may be trapped and leaving them behind
for later Liberate operations. It also adds to its set values that were left behind
by previous Liberate operations but are no longer trapped. After it has checked
all guards, it returns the values that remain in its value set.

Suppose thread p is executing a call to Liberate, value v is in the p’s value
set, and guard ¢ is guarding v. To ensure that Liberate is wait-free, p must either
determine that g is not trapping v, or remove v from its value set. To guarantee
value progress, if p removes v from its set, then it must ensure that v will be
examined by later calls to Liberate. The interesting aspects of the Pass-the-Buck
algorithm concern how threads determine that a value is not trapped, and how
they store values while keeping space overhead for stored values low.

The loop at lines 12 through 31 iterates over all guards ever hired. For each
guard, if p cannot determine for some value v in its set that v is not trapped
by that guard, then p attempts to “hand off” that value (there can be at most
one such value per guard). If p succeeds (line 18), it removes v from its set (line
19) and proceeds to the next guard (lines 21 and 31). Also, as explained in more
detail below, p might simultaneously add to its set a value handed off previously
by another Liberate operation; it can be shown that any such value is not trapped
by that guard. If p fails to hand v off, then it retries. If it fails repeatedly, it can
be shown that v is not trapped by that guard, so p can move on to the next
guard without removing v from its set (lines 22 and 25). When p has examined
all guards (see line 12), it can safely return any values remaining in its set (line
32).

The following lemma (proved in the full paper) is helpful for understanding
why the algorithm works.

Single Location Lemma: Each escaping value v is stored at a single guard
or is in the value set of a single Liberate operation (but not both). Also, no
non-escaping value is in any of these locations.

At lines 15 and 16, p determines whether the value currently guarded by g
(if any) is in its set. If so, p executes the loop at lines 17 through 26 in order
to either determine that the value—call it v—is not trapped, or to remove v
from its set. To avoid losing v in the latter case, p “hands off” v by storing it in
the HANDOFF array. Each entry of this array consists of a value and a version
number. Version numbers are incremented with each modification of the entry
for reasons discussed below. We assume version numbers are large enough that
they can be considered unique for practical purposes (see [13] for discussion and
justification).

Because at most one value is trapped by guard g at any time, a single location
HANDOFF|g] for each guard g is sufficient. To see why, observe that p attempts
to hand off v only if v is in p’s value set. If a value w was previously handed
off (i.e., it is in HANDOFF[g]), then the Single Location Lemma implies that
v # w, so w is not trapped by g. Thus, p can add w to its value set.
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To hand v off, p uses a CAS operation to attempt to replace the value previ-
ously stored in HANDOFF[g] with v (line 18). If the CAS succeeds, p adds the
replaced value to its set (line 20). We explain below why it is safe to do so. If
the CAS fails, then p rereads HANDOFF[g] (line 24) and retries the hand-off.
The algorithm is wait-free because the loop completes after at most three CAS
operations (lines 13, 22, and 23).

As described so far, p picks up a value from HANDOFF[g] only if its value
set contains a value that is guarded by guard g. To ensure that a value does
not remain in HANDOFF[g] forever (violating the value progress property), if
p does not need to remove a value from its set, it still picks up any previously
handed off value and replaces it with null (lines 28 through 30).

We now consider each of the ways p can break out of the loop at lines 17
through 26, and explain why it is safe to do so. Suppose p exits the loop after a
successful CAS at line 18. As described earlier, p removes v from its set (line 19),
adds the previous value in HANDOFF([g] to its set (line 20), and moves on to
the next guard (lines 21 and 31). Why is it safe to take the previous value w of
HANDOFF([g] to the next guard? The reason is that we read POST[g] (line 15
or 26) between reading HANDOFF([¢] (line 14 or 24) and attempting the CAS
at line 18. Because each modification to HANDOFF[g] increments its version
number field, it follows that w was in HANDOFF[g] when p read POST]g].
Also, recall that w # v in this case. Therefore, when p read POST[g], w was
not guarded by g. Furthermore, because w remained in HANDOFF[g] from that
moment until the CAS, w cannot become trapped in this interval (because a
value can become trapped only while it is injail, and all values in the HANDOFF
array and in the sets of Liberate operations are escaping). The same argument
explains why it is safe to pick up the value replaced by null at line 29.

It remains to consider how p can break out of the loop without performing
a successful CAS. In each case, p can infer that v is not trapped by g, so it can
give up on its attempt to hand off v. If p breaks out of the loop at line 26, then v
is not trapped by g at that moment simply because it is not guarded by g. The
other two places where p may break out of the loop (lines 23 and 25) occur only
after the thread has executed several failed CAS operations. The full paper [7]
contains a detailed case analysis showing that in each case, v is not trapped.

Discussion

The Pass-the-Buck algorithm satisfies the value progress property because a
value cannot remain handed off at a particular guard forever if Liberate is exe-
cuted enough times. If a value v is handed off at guard g, then the first Liberate
operation to begin processing g after v is not trapped by g will ensure that v is
picked up and taken to the next guard (or returned from Liberate if ¢ is the last
guard), either by that Liberate operation or by a concurrent Liberate operation.

As noted earlier, Michael [I0] has independently and concurrently developed
a solution to a very similar problem. Michael’s algorithm buffers to-be-freed
values so that it can control the number of values passed to Scan (his equivalent
of the Liberate operation) at a time. This has the disadvantage that there are
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usually O(GP) values that could potentially be freed, but are not (where G is the
number of “hazard pointers”—the equivalent of guards—and P is the number
of participating threads). However, this technique allows him to achieve a nice
amortized bound on time spent per value freed. He also has weaker requirements
for Scan than we have for Liberate; in particular, Scan can return some values to
the buffer if they cannot yet be freed. This admits a very simple solution that uses
only read and write primitives (recall that ours requires CAS) and allows several
optimizations. However, it also means that if a thread terminates while values
remain in its buffer, then those values will never be freed, so his algorithm does
not satisfy the value progress property. (Michael alludes to possible methods for
handing off values to other threads but does not explain how this can be achieved
efficiently and wait-free using only reads and writes.) This is undesirable because
a single value might represent a large amount of resources, which would never be
reclaimed in this case. The number of such values is bounded by O(GP). We can
perform the same optimizations and achieve the same amortized bound under
normal operation, while still retaining the value progress property (although we
would require threads to invoke a special wait-free operation before terminating
to achieve this). In this case, our algorithm would perform almost identically
to Michael’s (with a slight increase in overhead upon thread termination), but
would of course share the disadvantages discussed above, except for the lack of
value progress.

Elsewhere [6], we present a dynamic-sized lock-free FIFO queue constructed
by applying our ROP solution to the non-dynamic-sized implementation of
Michael and Scott [I2] together with the non-dynamic-sized freelist of Treiber
[14]. Experiments show that the overhead of the dynamic-sized FIFO queue over
the non-dynamic-sized one of [12] is negligible in the absence of contention, and
low in all cases.

Michael has shown how to apply his technique to achieve dynamic-sized im-
plementations of a number of different data structures, including queues, double-
ended queues, list-based sets, and hash tables (see [10] for references). Because
the interfaces and safety properties of our approaches are almost identical, those
results can all be achieved using any ROP solution too. In addition, using Pass-
the-Buck would allow us to achieve value progress in those implementations.
Michael also identified a small number of implementations to which his method
is mot applicable. In some cases, this may be because Michael’s approach is re-
stricted to use a fixed number of hazard pointers per thread; in contrast, ROP
solutions provide for dynamic allocation of guards. Furthermore, we have pre-
sented [6] a general methodology based on any ROP solution that can be applied
to achieve dynamic-sized versions of these data structures too. This methodol-
ogy is based on reference counts, and therefore has disadvantages such as space
and time overhead, and inability to reclaim cyclic garbage.
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4 Concluding Remarks

We have defined the Repeat Offenders Problem (ROP), and presented one solu-
tion to this problem. Such solutions provide a mechanism for supporting mem-
ory management in lock-free, dynamic-sized data structures. The utility of this
mechanism has been demonstrated elsewhere [6], where we present what we be-
lieve are the first dynamic-sized, lock-free data structures that can continue to
reclaim memory even if some threads fail (although Maged Michael [10] has in-
dependently and concurrently achieved such implementations, as discussed in
Section B]).

By specifying the ROP as an abstract and general problem, we allow for
the possibility of using different solutions for different applications and settings,
without the need to redesign or reverify the data structure implementations that
employ ROP solutions. We have paid particular attention to allowing much of
the work of managing dynamically allocated memory to be done concurrently
with the application, using additional processors if they are available.

The ideas in this paper came directly from insights gained and questions
raised in our work on lock-free reference counting [3]. This further demonstrates
the value of research that assumes stronger synchronization primitives than are
currently widely supported.

Future work includes exploring other ROP solutions, and applying ROP so-
lutions to the design of other lock-free data structures. It would be particularly
interesting to explore the various ways for scheduling Liberate work.

Acknowledgments. We thank Steve Heller, Paul Martin, and Maged Michael
for useful feedback, suggestions, and discussions. In particular, Steve Heller sug-
gested formulating ROP to allow the use of “spare” processors for memory man-
agement work.
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Abstract. We investigate whether fast failure detectors can be useful — and if so
by how much — in the design of real-time fault-tolerant systems. Specifically, we
show how fast failure detectors can speed up consensus and fault-tolerant broad-
casts, by providing fast algorithms and deriving some matching lower bounds, for
synchronous systems with crashes. These results show that a fast failure detector
service (implemented using specialized hardware or expedited message delivery)
can be an important tool in the design of real-time mission-critical systems.

1 Introduction

Consensus and various types of fault-tolerant broadcast — such as atomic and reliable
broadcast — are central paradigms for fault-tolerant distributed computing. Unfortu-
nately, the implementation of these paradigms can be expensive, particularly for real-time
systems which are concerned about worst-case time behavior. For instance, consensus
requires in the worst-case time D(1 + f,42) in a synchronous system, where D is the
maximum message delay and f,,,, is the maximum number of process that may crash.
This worst-case time complexity, which also applies to several types of fault-tolerant
broadcasts, hinders the widespread use of these paradigms in many applications. This is
especially problematic in real-time applications, which are particularly concerned about
Wworst-case scenarios.

In this paper we explore a new approach, namely, the use of fast failure detection,
to circumvent this lower bound and obtain faster algorithms for consensus and fault-
tolerant broadcasts. Our results show that this approach is particularly suitable to the
design of real-time mission-critical systems, where worst-case performance is crucial
and where we can use special mechanisms to implement fast failure detection.

There are several ways one can achieve fast failure detection. One way is to use
specialized hardware. For example, in some mission-critical systems, such as spaceborne
ones [19]], and in some Tandem systems, failure detection has been implemented in
hardware and is very fast.

Another way to achieve fast failure detection is to use expedited message delivery. In
fact, researchers in the real-time community have long considered ways to expedite the
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delivery of selected messages that are critical to the performance of applications, e.g.,
control or clock synchronization messages. One common way to do so is to tag the urgent
messages so that they can be processed ahead of the others in the network and in the
waiting queues of the sender and receiver (e.g., [L6I17]). Another way to expedite urgent
messages is to use a physically separate medium to carry them, as in [5]] or in control
networks of process control and transportation systems, or in signalling channels of
telecommunications systems. Whatever mechanism is used, these approaches boil down
to having two types of messaging services: a regular one for most application-level
messages, and an expedited service for a small set of urgent, time-critical messages. In
some of these systems, there can be a large difference between the maximum message
delays of regular and urgent messages; in fact, they can be orders of magnitude apart.
For example, in some local area networks, the highest priority messages are 8 to 30
times faster than the lowest priority ones, assuming only one stage of waiting queues
[21]]. Recent work [[13]] has shown how to use expedited message delivery to build a fast
failure detector with an analytically-quantified maximum detection time d that is much
smaller than the maximum delay D of regular messagesm

In this paper, we investigate whether fast failure detectors can speed up consensus
and/or various types of fault-tolerant broadcasts, and if so, by how much. It is not entirely
obvious that one can take advantage of a fast failure detector to speed up some or all
of these problems. For example, a natural attempt is to use the fast failure detector to
simulate synchronous rounds, and the hope is that the failure detector will shorten some
of these rounds, namely, those that have failures. This in turn would speed up existing
round-based algorithms in the worst-case runs, which are exactly those that have failures.
But this naive idea does not work: every round could have one correct sender whose
message to every process takes the maximum delay D to arrive; thus every round could
take D.

We show that fast failure detectors can indeed be used to significantly speed up
consensus and fault-tolerant broadcasts, and we also provide some tight lower bounds.
Specifically, our results are as follows. We consider a synchronous system with process
crashes, where the maximum message delay is some known constant D, and processes
have access to a failure detector that detects crashes within some known constant d,
where d < D. We first give an algorithm for consensus that reaches decision in time
D + finazd, where f,,4, is the maximum number of processes that may crashE] We then
give an early-deciding [9] algorithm for consensus that reaches decision within time
D + fd, where f is the number of crashes that actually occur (in many runs f < fqz)-
Note that in failure-free runs, decision occurs within time D — the fastest possible. In
addition, our consensus algorithms are message efficient: they send at most (f + 1)n
point-to-point messages.

The consensus algorithms in this paper are time optimal: we prove that in a syn-
chronous system with fast failure detection, consensus requires at least time D + fd.

! Here, we stress that D is the maximum and not the average message delay. In many systems, the
maximum message delay of regular messages is orders of magnitude greater than their average
delay.

2 Actually, this algorithm solves uniform consensus. In fact all algorithms in this paper solve the
uniform version of the problem in question.
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This proof is novel in two respects: it is the first lower bound proof for synchronous
systems equipped with failure detection, and moreover it uses a new technique to deal
with continuous-time synchronous systems (as opposed to round-based ones), which we
believe to be applicable in other contexts.

We then consider several forms of fault-tolerant broadcasts [12]], and for each of
them we give early-delivering algorithms, i.e., algorithms where message delivery time
is proportional to f not f,,... Specifically, we first give an algorithm for terminating
reliable broadcast that delivers messages within time D + fd. We next present a reliable
broadcast algorithm that delivers within time 2D + (f — 1)d. Finally, we describe an
atomic broadcast algorithm that delivers within time 2D + (f — 1)d. All these broadcast
algorithms deliver within time D in the failure-free case — this is the best possibleE]
Moreover, the algorithms are message efficient: they use at most ( f + 2)n point-to-point
messages. Note it is surprising that we can solve atomic broadcast in time 2D+ (f —1)d.
For instance, once the diffusion of a broadcast message has started, it is not clear that a
process should be allowed to stop it, lest the message be delivered by some but not all
correct processes. But continuing the diffusion could lead to a message relay chain of
size f, and hence the broadcast time would be (f + 1)D > 2D + (f — 1)d.

All the results above assume that messages are not lost, but we show how to extend
them to allow the following type of message losses. In most systems, a process sends a
message by placing it in an outgoing waiting queue before it can be transmitted. If the
machine hosting the process crashes, the waiting queue is wiped out and the message
is lost. We model such losses by defining a parameter ¢ such that, if the sender crashes
within § time of sending a message, then this message may be lost (§ can be interpreted as
the maximum time a message may spend in the outgoing queue; note thatif § = 0 we fall
back to the case without message losses). We then describe an early-deciding consensus
algorithm that takes at most D + f(d + 9) time to decide. We next show that consensus
requires at least time D + f(d + §) — and thus our algorithm is time optimal. Finally,
we give message-efficient early-delivering algorithms for the fault-tolerant broadcasts
described above.

In summary, the contributions of this paper are the following:

— This is the first paper to study the impact of fast failure detectors on real-time fault-
tolerant synchronous systems. In such systems, we focus on solving consensus and
various types of fault-tolerant broadcasts.

— We give fast and simple algorithms for consensus, terminating reliable broadcast,
reliable broadcast and atomic broadcast. Our algorithms are early-deciding or early-
delivering. Their time complexity is O(D + fd) and their message complexity is
O(fn) where the constants are all very small (1 or 2).

— We show that our consensus algorithms are time optimal, by proving a lower bound
of time D + fd. (This bound carries over to all our broadcast problems.) The proof
uses new techniques to handle failure detection in synchronous systems and to deal
with continuous time.

— We extend our results to tolerate message losses that occur when the sender crashes
within a certain period after sending.

3 To achieve delivery in time D, two of our algorithms require some extra optimizations, as we
describe in the paper.
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We believe that the above results provide guidance on the design of future real-time
fault-tolerant systems by showing that implementing a fast failure detection mechanism
is indeed useful, and by quantifying the speed-up that can be obtained.

A remark is now in order. As we noted earlier, fast failure detection can be achieved
by using specialized hardware or by expediting selected messages. In the latter case, one
may wonder why not expedite directly the consensus or broadcast messages, instead
of the failure detector’s. The reason is that this method would not scale: the number of
selected messages that can be expedited is limited, and as we increase the number of
concurrent consensus and/or broadcasts this limit can be exceeded. In contrast, a failure
detector can be implemented as a service that is shared among concurrent applications
running on the same set of machines, and one can ensure that the number of messages
that the failure detector sends is dependent on the number of machines and is relatively
independent of the number of concurrent applications (this assumes that each failure
detector message can hold a large number of process id’s). Such a shared failure detector
service has recently been designed and built [8/15]].

Related work. Failure detectors have been used to solve a variety of problems in
different environments (e.g., [6/4/11J1114)28]]). The idea to use priorities or deadlines to
tag messages and to process them faster in the waiting queues has long been explored in
scheduling theory and queueing theory (e.g., [L0J22]). This idea is used in [[13]] to build
a fault-tolerant distributed system for real-time applications. This is also the first paper
to speed up consensus using expedited delivery; however, the work is for asynchronous
systems and it assumes a failure detector that has been tailored to carry some consensus
messages. [S] uses a separate network to ensure timely delivery of the messages in their
timely computing base. One could use such a separate network for the failure detector
messages.

Roadmap. The paper is organized as follows. In Section 2lwe give our model with
fast failure detectors. We consider the problem of consensus in Section[3} in Section
B.1] we present our basic consensus algorithm, and in Section 3.2 we present our early-
deciding one. We show optimality of our consensus algorithms in Section 3.3} We then
turn our attention to broadcast problems: first to terminating reliable broadcast in Section
] then to spontaneous reliable broadcast in Section Bl and finally to atomic broadcast
in Section[@l In Section[Z we consider message losses arising from process crashes: we
first explain how to modify our algorithms to tolerate such losses in Section [Z1} we
then show optimality of the modified consensus algorithm in Section Due to space
limitations all proofs are omitted, but they can be found in the full version of the paper.

2 Model

We consider a distributed system with n processes that can communicate with each other
by sending messages over a fully-connected network. The system is synchronous in that
there is a bound D on the time it takes to receive and process a message. Processes have
access to a clock, which we assume to be perfectly synchronized for ease of presentation,
but our results can be easily extended to clocks that are only nearly synchronized.
Processes can fail by crashing permanently, and there is an upper bound f,,,,, on the
number of processes that can crash. We let f < f,,,,, be the actual number of failures.
Processes have access to a perfect failure detector that reports failed processes. The
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detection time, i.e. the time to detect a crash [/], is bounded by some constant d. In
useful realizations of our model (e.g., [13]]), d < D and in fact we make that assumption
throughout the paper. In addition, for simplicity of presentation we assume that D is a
multiple of d, and if it is not, we can simply increase D to d| D/d], the next multiple of
Dfl

Links do not create or duplicate messages. Moreover, we assume there are no message
losses in the first part of the paper, but we later extend our results to allow losses due to
the sender’s crash.

We now provide a more detailed description.

2.1 Processes

The system consists of a known totally-ordered set IT = {1,...,n} of processes. The
computation proceeds by steps, and a step consists of several stages: (1) the process may
first send a message to a subset of the processes, (2) the process then attempts to receive
messages addressed to it, (3) the process may then query its failure detector, and (4) the
process may change its state according to the messages it received and the information
it got from the failure detector. We assume that steps are executed instantaneously. Up
to faz processes may fail by crashing; processes that do not crash are called correct.
When a process crashes during a step, it may stop executing at any of the stages above. In
particular, it may crash while attempting to send a message to some subset of processes.
If that happens, the send may be partially successful in that it succeeds to send to only
some of the targeted processes. This behavior is explained in detail in the next section.

2.2 Links

There is a link between every pair of processes, and messages sent through links are
unique (uniqueness can be obtained through sequence numbers). Links guarantee the
following properties:

— (No Creation or Duplication) A message m can be received at most once and only
if it has been previously sent.
— (D-Timeliness) A message m sent at time ¢ is not received after time ¢ + D.

In the first part of the paper we assume that messages are not lost, that is:

— (No Loss) If p sends a message m to ¢ at time ¢ and p does not crash at time ¢ then
q eventually receives m from pﬁ

We later extend our results to a more general model that allows message losses if the
sender crashes within a certain time after sending the message.

Note that D-Timeliness together with No Loss imply that if p sends m to ¢ at time ¢
and does not crash at time ¢ then ¢ receives m by time ¢ + D. Moreover, if p crashes at
time ¢ then the messages that it sent may or may not be received. In particular, if p sent to
both ¢ and ¢’ then it is possible that only one of them receives the message. To simplify
presentation we assume that D is a multiple of d, but we remove this assumption in the
full version of the paper.

* Doing so slightly increases the time complexities of our algorithms, but the complexity can be
reduced as we explain in the full version of the paper.

5 By convention, we assume that processes receive messages even if they are crashed. Of course,
crashed process cannot do anything with these messages.
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2.3 Failure Detectors
Processes may have access to a perfect failure detector that provides a list of processes
deemed to have crashed [6]. If a process g belongs to the list of process p we say that p
suspects g. The failure detector guarantees the following properties:
— (Accuracy) A process suspects a process g only if ¢ has previously crashed.
— (d-Timely Completeness) If a process q crashes at time ¢ then, by time ¢ + d, every
alive process permanently suspects q.

Note that if a process p crashes between times ¢ and ¢ + d then some, but not
necessarily all, processes may suspect p at time ¢ + d.

3 Consensus

In the consensus problem, each process initially proposes a value, and processes must
reach a unanimous decision on one of the proposed values. The following properties
must be satisfied:

— (Uniform Validity) If a process decides v then some process previously proposed v.

— (Agreement) Correct processes do not decide different values.

— (Termination) Every correct process eventually decides.

Note that consensus allows processes that later crash to decide differently from correct
processes. A stronger variant, called uniform consensus [20], disallows that by requiring
a stronger property than Agreement:

— (Uniform Agreement) Processes do not decide different values.

To strengthen our results, we use consensus for our lower bounds and provide algo-
rithms that solve uniform consensus.

A consensus algorithm is said to reach decision or decide when all alive processes
have decided. It turns out that no consensus algorithm can always reach decision within
time less than (1 + fy,,4,;) D in a synchronous system without failure detection. However,
with a fast failure detector it is possible to do better, as shown in the next section.

3.1 Uniform Consensus Using Fast Failure Detection

Figure [0 shows a simple uniform consensus algorithm that terminates within time
fmazd + D. Each process i keeps a variable e; with its current estimate of the con-
sensual decision value. Its initial value is the value that the process wishes to propose
(line 2)). In this algorithm, this variable never changes. We divide real time in consec-
utive rounds of duration d each, so that each round i corresponds to the time interval
[(i—1)d, id). Note that these “mini” rounds are not the same as the ones in a synchronous
round-based system: here, if D > d then messages sent in a round could be received in
a higher round.

At the beginning of round ¢, process ¢ checks if it suspects all processes with a smaller
process id and, if so, it broadcasts (e;, ) to all (line E])@ Then, at time f,,.,d + D, all
processes decide on the estimate received from the largest process id (lines GHZ). It turns
out that lines [TH4] need only be executed by processes 1,2, ..., finaz + 1; the other
processes may simply wait and decide at time f,,4,d + D in lines 3HZ

® For i = 1 note that process 1 vacuously suspects all processes with smaller id, because there
are none. Thus, process 1 will send (e1, 1) to all if it does not crash.
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Code for each process i:
I Initialization:
2 e; < value that process ¢ wishes to propose

3 attime (: — 1)d do

4 if suspect j forall 1 < j <4 — 1 then send (e;, 7) to all
s attime fied+ D do

6 max < largest j such that received (e, j) from j

7 decide emax

Fig. 1. Optimal uniform consensus algorithm with time complexity fqd + D.

Theorem 1. In a synchronous system with fast failure detection, uniform consensus can
be solved with an algorithm that decides in at most time D + fp,q.d using (fmaez + 1)n
messages.

3.2 Early-Deciding Uniform Consensus

The consensus algorithm in Figure [lalways decides at time D + f,,4.d, where fy,qz
is the maximum number of process crashes. In practice, most of the time the number f
of failures that actually occur is much smaller than f,, ., and we would like algorithms
to decide faster in these common cases. An algorithm is said to be early-deciding if its
decision time is proportional to f, not f,,.,. We now present such an algorithm that
decides within time D + fd. Since f < f,44, this algorithm always performs better
than our previous one and, with few failures (small f), it performs much better. This
early-deciding algorithm, which is shown in Figure [Z] assumes that D is an integral
multiple of d (we handle the general case in the full version of the paper).

Like in our previous algorithm, at each round ¢, process ¢ sends its current estimate
if it suspects all processes with a smaller id. However, now processes may change their
estimate e; when they receive the estimate of another process. More precisely, processes
keep a variable maz; with the id of the largest process from which it has received
an estimate (initially it is zero). When a process receives an estimate from a process
whose id is larger than maz; it changes its estimate and updates max; (line[d)). At times
(j—1)d+Dforj =1,...,n,processes check if they trust process j; if so, they decide
on their current estimate (line E])ﬂ

Theorem 2. In a synchronous system with fast failure detection, uniform consensus can
be solved with an algorithm that decides in at most time D+ fd using (f +1)n messages.

Note that in the failure-free case, delivery occurs within time D using only n messages.

An important remark is in order. A consensus box assumes that all processes have a
priori knowledge that they wish to reach consensus, and it is not the role of consensus
to convey that knowledge. Thus, to execute consensus, correct processes are expected
to propose a value initially (or at some known common fixed time) and all properties

" At times (j — 1)d or (i — 1)d + D, if the process receives a message, we assume it executes
line[d]before lines[@lor[§.
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Code for each process i:

I Initialization:
2 e; < value that process ¢ wishes to propose
3 mazx; < 0

4 upon receive (e;, j) with j > maz; do

5 maz; < j;e; :=¢€;

6 attime (: — 1)d do

7 if suspect j forall 1 < j <4 — 1 then send (e;, ¢) to all

s attime (j —1)d+ D forevery 1 < j < ndo
9 if trust j and not yet decided then decide e;

Fig. 2. Optimal early-deciding uniform consensus algorithm with time complexity D + fd.

of consensus are contingent on that. It turns out, however, that even if some correct
processes do not propose, the consensus algorithms of Figures[Iland[Z]always guarantee
that if some process decides a value, this value is one of the proposed values (Uniform
Validity). This feature of our algorithms will be used in Section 5] However, it is possible
for processes to decide differently when some of the correct processes do not propose. We
do not believe this will not be a problem for most applications, but when it is, one could
use the atomic broadcast algorithm of Section[d] to solve consensus in the obvious way:
to propose a value, a process atomically broadcasts it and then processes decide on the
first atomically delivered value. By doing so, we get a consensus algorithm that always
satisfies Uniform Validity and Uniform Agreement, even if some correct processes do
not propose.

3.3 Time Optimality
Our consensus algorithms are time optimal:

Theorem 3. In a synchronous system with fast failure detection, every consensus algo-
rithm has a run in which decision takes time at least D + fp,42d.

This theorem is a special case of a more general one stated in Section[7.2]

Observation 4 No early-deciding algorithm can always ensure decision in less time
than D + fd.

This observation follows immediately from Theorem[3] (because if only f processes fail
then we can take f,,q,; = f). Thus, our early-deciding algorithm is also optimal.

4 Terminating Reliable Broadcast

In the terminating reliable broadcast problem, a designated process called the sender s
wishes to broadcast a message. Processes have a priori knowledge of who the sender is
and when it intends to broadcast (but they do not know what its message is). The sender,
however, may crash and fail before or during the broadcast. The goal is for all alive
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processes to either deliver the sender’s message or to unanimously agree that the sender
has crashed by delivering a special “sender faulty” message. More precisely, terminating
reliable broadcast guarantees [IZ]H

Validity: If s is correct then it eventually delivers the message that it broadcasts.
Uniform Agreement: If any process delivers a message m, then all correct processes
eventually deliver m.

Uniform Integrity: A process delivers a message m at most oncdland if m /='sender
faulty” then m is the message of the sender.

Termination: Every correct process eventually delivers a message.

To solve terminating reliable broadcast, note that the consensus algorithm in Figure
Plalways decides on the value of the first process if this process is correct. Thus, we let
the sender be that first process. So in line[Z] the sender proposes its message, while other
processes propose “sender faulty”. By doing so, we get an early-delivering algorithm for
terminating reliable broadcast that delivers within time D + fd. Its message complexity
is (f + 1)n.

Theorem 5. In a synchronous system with fast failure detection, terminating reliable
broadcast can be solved with an algorithm that delivers in at most time D + fd using
(f + 1)n messages.

Note that in the failure-free case (f = 0), delivery occurs at time D using only n
messages.

5 Reliable Broadcast

In terminating reliable broadcast (Section M), all processes have a priori knowledge that
there is a sender that wishes to broadcast a message at some known time. This is not
the case with reliable broadcast: any process can broadcast at any time, and that time
is unknown to other processes. Reliable broadcast guarantees the following properties
[12]:

— (Validity) If some correct process p broadcasts a message m then p eventually delivers
m.

— (Uniform Agreement) If any process ¢ delivers a message m then eventually all
correct processes deliver m.

— (Uniform Integrity) A process delivers a message m at most once and only if it has
been previously broadcast.

We focus on timely reliable broadcast, which also satisfies the following:

— (A-Timeliness) If some process p broadcasts a message m at time ¢ then no process
can deliver m after time t + A.

8 This is actually uniform terminating reliable broadcast, and in fact all broadcasts we consider
in this paper are uniform. For brevity we omit the word “uniform” from our broadcasts.

® Throughout this paper we assume that broadcast messages are unique (e.g., they contain a
sequence number).
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Code for each process p:
1 To broadcast a message m at time ¢:

2 send (m, p, t) to all

3 upon receive (m, g,t) do

4 schedule at time ¢t + D:

5 if trusted g at time ¢ + d then v < m else v < L
6 proposeg :(v)

7 upon decideg :(m) do if m # L then deliver m

Fig. 3. Reliable broadcast algorithm.

Here A is a known value that specifies how fast processes must deliver messages:
together with Uniform Agreement and Validity, A-Timeliness implies that if a correct
process p broadcasts m then all correct processes deliver m within time A.

In Figure[3, we give a timely reliable broadcast algorithm that uses our early-deciding
consensus algorithm in Figure[2l To broadcast m at time ¢, a process p sends (m, p, t) to
all. If a process receives (m, ¢, t), it schedules the following action at time ¢ + D: if it
trusts g then it runs our consensus algorithm with m as the initial value; else it runs it with
L as the proposed value. If and when process p decides some value, p delivers that value
if it is not L else the process does nothing. If there are multiple concurrent broadcasts,
the algorithm may start multiple instances of consensus — one for each broadcast. In
order to differentiate between these instances, we have subscripted propose and decide
with a unique identifier containing the identity g of the broadcaster and the time ¢ of
broadcast.

Notice that if the broadcaster fails in line[2 and only sends to a subset of the correct
processes then some correct processes will not propose and start consensus. In that case,
however, all processes that propose will propose L, because the broadcaster will be
suspected at time ¢ 4 d. This is the place in which we need the Uniform Validity property
even if not all correct processes propose: it guarantees that the processes that decide will
necessarily decide L (the only proposed value), and thus they will all act in harmony by
not delivering the message.

Theorem 6. In a synchronous system with fast failure detection, timely reliable broad-
cast can be solved with an algorithm that deliverdY in at most time A = 2D + fd using
(f + 2)n messages.

Some simple optimizations can improve the delivery time of our algorithm. The first
optimization requires that we order processes differently, so that the first round of the
consensus algorithm is not executed by process 1, but by the process that wishes to
broadcast — let us call this process ¢. When processes receive (m, ¢, t) and propose to
the consensus box, they indicate that ¢ should be the first process in the order (recall
that there is a total order on the process id’s); note that processes make a consistent
choice on the first id before they start running consensus. Now the next processes in the

19 If any delivery actually occurs. Note that if the sender crashes, it is possible that no process
ever delivers any message.
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order can be fixed or, for load balancing, it could be some hash function of ¢ and the
time ¢ of broadcas{']. Then, process q can start the consensus box by proposing m at
time ¢t + D — d instead of ¢t + D. It can do so because in our consensus algorithm, only
the first process acts in the first d time units of execution. The other processes can join
in at time ¢ + D, after receiving the (m, ¢,t) message that ¢ sent at time ¢. With this
optimization we save d time units, i.e., processes deliver within time 2D + (f — 1)d and
we save 7. messages, i.e., processes use (f + 1)n messages. Note that if D = d then in
the failure-free case processes deliver within time D (it turns out that this is true even if
there are failures but the broadcaster does not fail).

When D > 2d, a more important optimization allows processes to deliver within
time D if the broadcaster does not fail. More precisely, suppose that p delivers the initial
(m, q,t) message of ¢ at some time u. Let us assume u > ¢ + 2d (if not, p waits until
time ¢t + 2d). If p trusted g at time ¢ + 2d then p can deliver m right away at time u, since
p knows that (1) ¢’s broadcast did not fail and will reach all processes by time ¢t + D
and (2) all correct processes will trust ¢ at time ¢ + d and will propose m to consensus.
Note however that p still needs to run the consensus box, because other processes may
have suspected ¢ at time ¢ + 2d and they will need the consensus box to deliver m. Now
if p still trusted ¢ at time ¢ + 3d then p does not even have to bother starting consensus,
since all alive processes must have trusted ¢ at time ¢ + 2d and thus they delivered m
at that time. With this optimization, if the broadcaster is correct then processes deliver
within time D using only n message:

Theorem 7. In a synchronous system with fast failure detection, timely reliable broad-
cast can be solved with an algorithm that delivers in at most time A = 2D + (f — 1)d
using (f + 1)n messages. If the broadcaster is correct then delivery takes at most time
D using only n messages.

6 Atomic Broadcast

In atomic broadcast, correct processes must deliver the same set of messages in ex-
actly the same order. More precisely, (uniform) atomic broadcast is a (uniform) reliable
broadcast that satisfies the following additional property:

— (Uniform Total Order) If any process delivers message m before m’ then no process
can deliver m/ unless it has previously delivered m.

A traditional way to implement atomic broadcast is to order messages by increasing
time of broadcast. To do so, the broadcaster timestamps its message, and a recipient can
deliver a message as soon as it knows that there are no outstanding messages with a
smaller timestamp. More precisely, if p wishes to atomically broadcast m at time ¢ then
p uses timely reliable broadcast to broadcast (m, t). If A is the maximum delay of the
timely reliable broadcast box, a process that gets (m, t) from the box can atomically

't is possible to modify the algorithm so that the broadcaster g selects the order of id’s and
includes it in its message, instead of just sending (m, ¢, t).

12 It is worth noting that processes can deliver even earlier if they receive the message quickly,
i.e., the actual message delay happens to be less than D.
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Code for each process p:
1 To atomic-broadcast m at time ¢:
2 reliable-broadcast(m, t)

3 upon reliable-deliver(m, t) do

4 for each g < fiaz — 1, schedule at time ¢ + A(g) + d:
5 if suspect at most g processes

6 then atomic-deliver in order all atomic-undelivered

7 messages with timestamp up to ¢

8 schedule at time ¢ + A(faz):

9 atomic-deliver in order all atomic-undelivered

10 messages with timestamp up to ¢

Fig. 4. Atomic broadcast algorithm with time complexity A(g) + d.

deliver m at time t + A, because it knows that the box will not later output any messages
with a smaller timestamp than ¢. This idea can be made to work even if A = A(f)
is a function of the number f of failures — as long as processes can know f. It turns
out there is a simple way to obtain a conservative bound on f: if at some time u + d a
process suspects exactly fy processes, then our failure detector guarantees that at time «
we necessarily have f < fj (this is because our failure detector guarantees that a crashed
process is suspected within d time of the crash). Using this idea, we get the algorithm
shown in Figure

This algorithm works as follows: when a process p delivers (m, t) from the timely
reliable broadcast box, it schedules for execution some subtasks that will atomic-deliver
messages. Foreach g < f,,.. — 1, process p schedules at time ¢+ A(g) +d a subtask that
checks if p suspects at most g processes and, in that case, delivers in order all messages
with timestamp up to ¢ (including m). Process p also schedules at time ¢ + A( fraz) @
subtask that will definitely atomically deliver m if it has not done so yet; here there is no
need to test the number of crashed processes, because f, 4, is the maximum allowed.

It turns out that there is a way to shave off an extra d from the running time, as
follows. Our early-deciding consensus algorithm of Figure [2| actually decides a little
faster than within time D + fd: it decides by time D + gd if there are only g suspicions
attime D + gd Consequently, our timely reliable broadcast also delivers a little faster:
a message broadcast at time ¢ is delivered at time ¢ 4+ 2D + (g — 1)d if there are only
g suspicions at that time. That means that our atomic broadcast algorithm can deliver d
time earlier: if m is broadcast at time ¢ and at time ¢ + 2D + (g — 1)d there are only g
suspicions then at this time it can atomically deliver all messages with timestamp up to
t, because there are no messages with lower timestamp in transit. With this optimization,
we get the following:

13 Strictly speaking, this algorithm requires that A(f) be a monotonically nondecreasing function
of f, which is always the case for our algorithms.

14 To see why this can be faster, note that with our failure detector a process is only suspected if
it has crashed, so at any time the number of suspicions is at most the number of crashes.
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Theorem 8. In a synchronous system with fast failure detection, atomic broadcast can
be solved with an algorithm that delivers in at most time 2D + (f — 1)d using (f + 1)n
messages. In the failure-free case, it delivers in at most time D using only n messages.

7 Losses in the Outgoing Buffers

In many systems, if a process crashes soon after sending a message, that message may
be lost because the low-level outgoing message buffers of that process get wiped out.
We now extend our model to allow this type of message losses. We assume that if the
sender of a message crashes within d time of the sending, this message may be lost. Here
0 is a system-dependent constant (clearly 6 < D). More precisely, we weaken the No
Loss property so that it guarantees no loss only if the sender remains alive for § time:

— (0-Hold No Loss) If p sends a message m to ¢ at time ¢ and p does not crash by time
t + ¢ then ¢ eventually receives m from p.

Note that D-Timeliness together with §-Hold No Loss imply that if p sends m to ¢
at time ¢ and does not crash by time ¢ + § then ¢ receives m by time ¢ + D. Moreover,
if p crashes between times ¢ and ¢ + § then the messages that it sent may or may not be
received. In particular, if p sent to both ¢ and ¢ at time ¢, it is possible that only one of
the messages is received. Note that if we set § = 0 then we get our previous model with
no message losses.

Throughout Section [/] we assume that D is a multiple of d + § (this can always be
ensured by increasing D), but we handle the general case in detail in the full version of
the paper.

7.1 Algorithms

In the full paper, we show how to modify our algorithms to work in the lossy model
above. We have the following results:

Theorem 9. Consider a synchronous system with fast failure detection, and suppose
that messages sent § time before the sender crashes may be lost.

— Uniform consensus can be solved with an algorithm that decides in at most time
D + f(d+ ) using (f + 1)n messages.

— Terminating reliable broadcast can be solved with an algorithm that delivers in at
most time D + f(d + §) using (f + 1)n messages.

— Timely reliable broadcast can be solved with an algorithm that delivers in at most
time A = 2D + (f — 1)(d + ) using (f + 1)n messages. If the broadcaster is
correct then delivery takes at most time max{D, 2d + 0} using only n messages.

— Atomic broadcast algorithm can be solved with an algorithm that delivers in at most
time 2D+ (f —1)(d+9) using (f +1)n messages. In the failure-free case, it delivers
in at most time max{D, 2d + §} using only n messages.
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7.2 Lower Bound

In the full version of the paper we show that, if D > d + ¢, our consensus algorithm is
time optimal, by proving that no algorithm can guarantee decision in less time than D +
fmaz(d + 6). This lower bound result automatically carries over to terminating reliable
broadcast, timely reliable broadcast and atomic broadcast, since all these problems can
be easily used to solve consensus without any extra time.

Theorem 10. Consider a synchronous system with fast failure detection. Suppose that
messages sent § time before the sender crashes may be lost and D > d + 6. Every
consensus algorithm has a run in which decision takes time at least D + f,,q,(d + 0).

Observation 11 No early-deciding consensus algorithm can always ensure decision in
less time than D + f(d + 0).

Note that Theorem[IQlis a generalization of Theorem Blof Section[3.3t we obtain the
latter by taking § = 0.

8 Discussion

A consensus lower bound in the continuous-time synchronous model. There is a well-
known lower bound of 1+ f,,, rounds to solve consensus in synchronous systems with-
out failure detectors [18]. This result is for the round-based model, in which processes
execute in lock-step rounds, and it does not immediately translate to the continuous-time
synchronous model, in which there is no notion of round and processes take steps at any
time they wish. In the latter model, one would expect a time lower bound of (14 f,,4. ) D
to solve consensus. Indeed, such a bound is correct and it follows from Theorem[I0} we
simply take d = D and 6 = 0. This seems to be the first proof of this fact.

Issues on achieving fast failure detection. Some fault-tolerant and real-time sys-
tems have fast built-in circuitry to detect failures, but often failure detection is not avail-
able in hardware and so it needs to be implemented in software by message passing. To
achieve small detection time, one needs to use expedited delivery for the failure detector
messages and send them frequently. In practice the bandwidth available for expedited
messages is limited and so we should reduce the number of failure detection messages
as much as possible. This can be achieved as follows. First, note that the straightforward
way implement a perfect failure detector is for each process to periodically send I-am-
alive messages to each other — a total of O(n?) periodic messages. It turns out, however,
there are better failure detector implementations that only send linearly many messages
while impacting the detection time by only a small factor (using similar techniques as
in [3]). Second, note that our consensus algorithms do not require a failure detector
among all n processes, but only among f,,,,, + 1 of them: in many applications, f,,4:
is significantly smaller than n. Thus, only f,,.. + 1 processes need to run the failure
detector to solve consensus Third, if the failure detector is implemented as a shared
service [8L15]13], the failure detector traffic does not significantly increase as the number

15 This particular optimization does not apply to our broadcast algorithms because any process is
allowed to broadcast and the broadcaster needs to be monitored by the failure detector.
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of concurrent instances of consensus and broadcast increase: such an implementation
sends machine-to-machine messages that combine the I-am-alive messages of different
applications that share the same machine. Finally, note that [[13] has shown that it is pos-
sible to implement a failure detector in a local area network with very fast detection time
while maintaining a reasonably low total bandwidth and processor consumption: In an
Ethernet network with (a) a total consumption chosen to be limited by 5%, (b) fya: = 5
and (c) n ranging from 16 to 1024, the optimal values of the maximum detection time d
ranged from 51.9ms to 68.5ms (as n varied), while the maximum message delay D of
regular messages ranged from 106.6ms to 6 828.7ms plus the maximum sojourn time of
a regular message in the interprocess waiting queues of sender and receiver.
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